Overview




\_UMU
i
@ g
_._N.A -~
2 g
ASA
wm%
T T




EaR

ARG } 2B EERTSNE
3T 2B BRET
L AEBRRRASE

5E5- L IRRR I
_ CE-BEREREN

— 8=-FE I Hm
— 9SELATE

10&-R42K1/0
115-MNERiZ
128-FHF R IRIE

U
l%

|
s
|
e

7 S TS
%é}[ﬁ }4? } =1 fLE‘f




RGLRiNF

- IRAEF

- SRR AR SRR T ERFO FEAL

- A IEESAE(HFE R SIT T AR
- DIREF
BRFRAEENE
IR, SR BRI U
RS RGIRRHRTR




2%

SIEZRGE Compilation System
=

m Linux> gcc -0 hello hello.c

printf.o
—  CEE— S | ()
hello.c rPre- hello.i | Compiler | hello.s |Assembler|] hello.o | Linker hello
e (cct) (as) (1d)
Source PP Modified Assembly | Relocatable Execgtable
program source program object object
(text) program (text) programs program
(text) (binary) (binary)
printf.o
hello.c FAMESE | hello.i R JRiFes hello.s L gmee hello.o | f&fEss hello
"| (cpp) | (ccl) | (as) " (1d) g
TREEF X THI LIFESF FEElE FHITE
(XZ) RFEF (XZ) BiriEfF EFEF
(XAK) (=) (= #])
1 main:
2 subq $8, Jrsp
3 movl $.LCO, %edi
4 call puts
5 movl $0, Yeax
6 addq $8, Y%rsp
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T REERAIMA T ERAE L >
It Pays to Understand How Compilation =
Systems Work

n (LIFERRERE Optimizing program performance.

PR ESE R AR RITFAIES Modern compilers usually produce good
code.

= IR BN mERS B AR CGED IR UIBRYST0 need
a basic understanding of machine-level code and how the compiler translates
different C statements into machine code.

IEfR et HINAYEER Understanding link-time errors.
= —ES AFIRRIIRIEIEIREP ST IR FE X, ol R B

some of the most perplexing programming errors are related to the operation
of the linker, especially trying to build large software systems.

m BT ERIE Avoiding security holes.
» BPX i iEREIER ARSI MNEI MRS st L REmANEER
buffer overflow vulnerabilities have accounted for many of the security
holes in network and Internet servers.

LT




1zfThello¥ER Running the hello Program e
CPU ¥

FHEHEXH
PC ALU
E ; "hello”
E IE\&ED : #ﬁ## ello
: : hello #f3

< HHR>

110 Rk
I EE, BiF
USB ?%@Eﬂa%-*ﬁ’]
ooty 58 ShiA e1RES R A2 IREER
Bir 8 Hirae
T "hello,world\n" Ml zpempts Fihello
A TR

"hello" 7
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Fih s EIREH Storage Devices Form a Hierarchy”

A [ |
Hirr } CPUB B LT EE S e AR
=
o 1 Llaizzgﬁ\
Eh (SRAM) } LR R R R L2 R R
(BE) L LT
R L2 L2E R ETF
FhEgs SRAM
( ) Lo T R IR L3S T 1Y
=BT
L3: L3 EREF
(SRAM)
L3E R EFRENE T EMNEEREE
711
F .
i L4 17
<%§%> (DRAM)
Fl =t
ﬁﬁgﬁ TR B A R R
L5: Aih — N TFNE
(ARHhiEE)
AR I T
v EMSIRS S R
B
L6: R ZREFME

(R XHERGE, WeblRS52R)
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Operating System Manages Hardware
o R ERREENRERFR G Z BRI — 1 IEE think
of the operating system as a layer of software interposed between
the application program and the hardware

s B PNEZAHEBY: two primary purposes:

= (APRELERS L2 R FRIR A to protect the hardware from misuse by runaway
applications.

" LA AREME RS —H R EEFAERERRURREFRE to
provide applications with simple and uniform mechanisms for manipulating
complicated and often wildly different low-level hardware devices.

n EAHS: HR. EEASE fundamental abstractions:
processes, virtual memory, and files.

» HEI/OIZERIES files are abstractions for 1/0 devices,

" EHFIERSE EFF0MEE]/OIREZAYISR virtual memory is an abstraction
for both the main memory and disk 1/0 devices

 ATEEAMERE. FFHI/OFAIISR processes are abstractions for the
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JZAIZ B MRS,
EAENMNEERET—
e, BB NNHIEEREIE
Litt{ERERR.

Virtual memory is an
abstraction that provides
each process with the
illusion that it has exclusive
use of the main memory.
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EELH S
Important Themes T

m FF&F1FF{T Concurrency and Parallelism

» HATERNEAS S /NERINER X MEELS: concurrency refer to the
general concept of a system with multiple, simultaneous activities

» HITIERHAER S TERR parallelism refer to the use of concurrency to
make a system run faster.

» FTRILAETT YA RS NMNMESR EIR L1z A Parallelism can be exploited

at multiple levels of abstraction in a computer system.

" =NER, BERFERGHEFNESEIRIK three levels, working from
the highest to the lowest level in the system hierarchy

m ZFERFF A& Thread-Level Concurrency
 IOHTEmSER E, SN EFREINT, SEFFA building on the

process abstraction, multiple programs execute at the same time, leading to
concurrency.

" ERSERLAER—HEREZMEHR With threads, have multiple
control flows executing within a single process.

1
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Binary Number Property
= BH/BTS Claim
1+1+2+4+8+..+2wl=2w

w=1
1+q2 = 2"
i=0
m w=0:
s 1 =270
s i Fw-17JH Assume true for w-1:

" 1+142+4+8+. 2%l 2W = w4 w = wil

\ )
|

= W

14



i3 1E Encoding Byte Values

s — P FTEESELIFAL Byte = 8 bits

“+1HFIEESBE Decimal: 010 to 25510
= 255=28-1
—iHHIEESEE Binary 00000000, to 11111111>
+7HEIBYESEE Hexadecimal 0016 to FFie
- BEF1698EZFR"Base 16 number

representation
« Z£F0-9F[JA-F Use characters ‘0’ to ‘9’ and ‘A’
to ‘F
- CESHESERISox, LATNERZ— Write
in C with leading ‘Ox’, either case
— 0101 1010, = ©x5a = Ox5A = 0X5a

15213: 0011 1011 0110 1101
1 J J 1

1

3 B 6 D

ot (Qfo\ g
. 2R e N
Sl x;%\\@
X X{?} o
0 0 0000
1 1 0001
2 2 0010
3 3 0011
4 4 0100
5 5 0101
6 6 0110
7 7 0111
8 8 1000
9 9 1001
A |10 | 1010
B (11 | 1011
C |12 | 1100
D (13 | 1101
E (14 | 1110
F |15 | 1111

15



SF LGRS LNERE =
Combine bytes to make scalar data types <

KINFETIZEN)Size(# of bytes)

C Data Type Typical 32-bit | Typical 64-bit

char 1 1
short 2 2
int 4 4
long 4 8
float 4 4
double 8 3
pointer 4 8

16
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B|t-LeveI Operations in C

s CHHOJHIEE Operations &, |, ~, A Available in C

» IZFREINTEEESSEIESEEY Apply to any “integral” data type
= long, int, short, char, unsigned

» SEN LS E View arguments as bit vectors
» SNSRI ECYFRL Arguments applied bit-wise

n 25 (EFEESEEBY) Examples (Char data type)
= ~0x41 - OxBE
- ~0100 0001, -> 1011 1110;
= ~0x00 - OxFF
- ~0000 0000, > 1111 1111,
" 0x69 & 0x55 - 0x41
- 0110 1001, & 0101 01012 > 0100 00015
= 0x69 | 0x55 - 0x7D
- 0110 10012 | 0101 0101, > 0111 11015

/
(&
— = =

17
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Contrast: Logic Operations in C
s XSELELISF IR BUEEYERT Contrast to Bit-Level Operators

» 1BEEIEHE Logic Operations: &&, ||, !
« fHO091ER View 0 as “False”

« {FEIHEZEM I E Anything nonzero

« EEiR[BloEg1 Always retur

- IRBIZRLE Early termination [REa=YI RN YN RN

O gqyu (CESEIRXETY) Ex TR E IR CRIEER!

' Watch out for && vs. & (and || vs. |)...
10x41 - 0x00 Super common C programming pitfall!
= 10x00 - 0x01

= 110x41-> 0x01

" 0Ox69 && 0x55 - 0x01
= 0x69 || Ox55 - 0x01

" p&&*p (avoids null pointer access)BER 1G0T ISET

18
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ZANsHE Shift Operations &
m ZfB LeftShift: x << y ¥

» (Y [AEXAFBY{ Shift bit-vector x left y positions
— EFDHEZREVES Throw away extra bits on|/Argument x | 01100010
left << 3 00010000
« 313350 Fill with 0’s on right
s A Rightshift: x >> y
= (Y [AExHGFBy{i Shift bit-vector x right y positions

« EFHAIBZHRAIELEF Throw away extra bits on
right Argument x | 10100010

= JBIEFB(\ Logical shift << 3 | 00010000
« 0133350 Fill with 0’s on left
= BRFB{I Arithmetic shift
« NS HIREBM{I Replicate most significant
bit on left
m RENXTTH Undefined Behavior
» BAIE/NTFEHRRKTFTEFTFTFI Shift amount <0

or > word size 19

Log.>> 2 | 00011000

Arith. >> 2 | 00011000

Log.>> 2 | 00101000

Arith.>> 2 | 11101000




$RHAEEH Encoding Integers

TofF5S Unsigned #ME Two’s Complement =
w-—1 ) w=2 .
BRUKX) = >x-2 BT(X) = —x, ;2" "+ x -2
i=0 i=0
=AY
short int x 15213; Sign

short int vy -15213; Bit

CGESHAEFI{ERA—##l%MY C does not mandate using

two’s complement
= AR EE—RSATHBFMEHITIZEE, B(HELRIR

But, most machines do, and we will assume so

s CIE=SHshort 251K C short 2 bytes long

+ 31 Decimal |+ 753 Hex 34l Binary
p 4 15213 3B 6D| 00111011 01101101
Yy -15213 C4 93| 11000100 10010011

m  {FS{i Sign Bit
» WTFAMEREBINERFSI For 2’s complement, most significant bit indicates sign
» 0ZF7~3Efh 0 for nonnegative
« 13R7<fA 1 for negative 20
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T TS EIZER T Unsigned Representation#

n _HEl (L) Binary (physical)

= {\J[AER Bit vector [X,, ;,X,,.,X,.3---Xo]

s HFIZIFEFTSE ((Z4F.LE) Binary to Unsigned (logical)

w-1 .
i=0

21
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#Mi8 Two’s Complement e

n HEl (EEE) Binary (physical)

= {\J[AJER Bit vector [X,, ;,X,.,X,.3---Xo]

n THFEIEIBERSE (Z18.L) Binary to Signed (logical)

w—2

-1 :

B2T(X) = -x,4-2" + ) x-2
i=0
FSu
Sign
Bit

m %P8 2’s complement

22



MAMEBEI " El (x 25 E0)

From Two’s Complement to Binary -

x = 2" 4 ZXZ-ZJ. = —y = —Z V.2
w—2 JZO w—2 w—2 -

X;2'=2""-»y2'=> (1-y;)2' +1
1=0 1=0 1=0



%M Two’s Complement ;{:‘
w-1 _ w-1 _
x;2' =) (1-y;)2' +1
1=0 1=0

s XN SEKRETALIE? What does it mean?

» ITEXAYEXHERWIAY —1HFIET Computing the negation of x into
binary with w-bits

s YWERAT (Zk4M) Complementing the result
= JJ0— Adding 1

Y
‘:“N:"j

24



#UEBEE Numeric Ranges =

s FFS{E Unsigned Values = #Mi3{E Two’s Complement Values

[ | 1 -
UMin 0 = TMin = 2wt
000..0 100...0
o = 2w-1
UMOX - TMGX — 2W—1_1
1.1 011..1
m H'E{E Other Values
= i— (-1) Minus1
111...1
Values for W =16
Decimal Hex Binary
UMax 65535 FF FF| 11111111 11111111
TMax 32767 7F FF| 01111111 11111111
TMin -32768 80 00| 10000000 00OOOOOOO
-1 -1 FF FF| 11111111 11111111
0 0 00 00| 00000000 00OOOOOOO
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Unsigned & Signed Numeric Values %~

X B2U(X) | B2T(X)
0000 0 0
0001 1 1
0010 2 2
0011 3 3
0100 4 4
0101 5 5
0110 6 6
0111 7 7
1000 8 -8
1001 9 —7
1010 10 -6
1011 11 -5
1100 12 —4
1101 13 -3
1110 14 -2
1111 15 -1

s ZF[EHY Equivalence
» JERVEREERYZRED Same encodings for

nonnegative values
n [E—T¥ Uniqueness
" B EUIRIUR R E— VB EE Every

bit pattern represents unique integer
value

= B AR EEE TE RIS RS
Each representable integer has unique bit
encoding

n = BENZIFIREYCan Invert Mappings
= U2B(x) = B2U(x)

- RIS EBEIELAFRTBIt pattern for
unsigned integer

= T2B(x) = B2T3(x)
- #MDEREILLISIRETN Bit pattern for
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Mapping Between Signed & Unsigned -

#MiETwo’s Complement o ToriF=%Unsigned

X [ T2B —[B2uU . ux
X

(REZEFEREIRIELAEHMFRT, Maintain Same Bit Pattern

Unsigned U2T Two’s Complement
ux »| U2B |[—| B2T - X
X

(REFFEEIBYELAFAFR T, Maintain Same Bit Pattern

n TTRSEHMIZEHTTIREIMappings between unsigned and
two’s complement numbers:
(RIS R FHEFRERER Keep bit representations and reinterpret,,
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Typlcal Ranges for C integral data types [31:

Tm = HE
C declaration

#6447 Typical 64-bit

)N minimum

B K maximum

char -128 127
unsigned char 0 255
short [int] -32,768 32,767
unsigned short 0 65,535
int -2,147,483,648 2,147,483,647
unsigned [int] 0 4,294,967,295
long [int] -9,223,372,036,854,775,800 | 9,223,372,036,854,775,800
unsigned long 0| 18,446,744,073,709,551,615
int32_t -2,147,483,648 2,147,483,647
uint32_t 0 4,294,967,295
int64 t -9,223,372,036,854,775,800 | 9,223,372,036,854,775,800
uint64 t 0| 18,446,744,073,709,551,615

28
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Signed vs. Unsigned in C =

m & Constants
= BMANBERFEEEE] By default are considered to be signed integers
» HUMEERR IS SEN Unsigned if have “U” as suffix
0U, 42949672590

n SEEISSBYGEIA Casting

» EoEF SRR / TS 295F BT U2T/T2U Explicit casting between
signed & unsigned same as U2T and T2U
int tx, ty;

unsigned ux, uy;
tx = (int) ux;

uy = (unsigned) ty;

= [eTUEd B R EI BRI A A SR Implicit casting also
occurs via assignments and procedure calls

tx = ux;

uy = ty; 29



r\*"g

—

\’. J
—, -

MIEZNSHILEHE From shorttolong ==

short i1int x = 12345;
int 1x = (1int) x;
short 1nt y = -12345;
int 1y = (1nt) vy;

A IREY REWERKE We need to expand
the data size

ToAT SR AR HISRAEEIRIE R Casting
among unsighed types is hormal

BB R [BEFISSBIEHATEERIT Casting
among signed types is trick

30



=4 & Sign Extension

m {E33 Task:

" BEWNMATHERS

FEIx Given w-bit signed integer x

&
—

3 f
'“1_1"//

g

» EEMA R A ERRERIwW+K{\EEZ] Convert it to w+k-bit integer with same value

= F Rule: MSB-EREBIL
» EEFERIEHEIK Make k copies of sign bit:

" X = Xy g e Xppet s Xupe1 » Xz 1000 X
L ]
. <€
k copies of MSB w
X o000
X’ o000 ()
<€ k >€ .

31
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MEFISEAYEEIR From long to short  — %

int x = b3191;
short 1nt sx = x;
int y = —-12345

Short int sy = y;

T IEER IR/ We
the data size

SR SRENE IR M IR RIS B

°
’

nheed to truncate

long to short is trick

¥15 Casting from

32
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#LBR Truncation .
T35 Task: I

» ETEK+WBRFSETSASEEE X Given k+w-bit signed or
unsigned integer X

= EEMRRLWIEEEIX, YT B0/ XEBRHEERE Convert it to w-

bit integer X’ with same value for “small enough” X

= M Rule:
= EFSLk{] Drop top k bits:
" X' = Xy1) Xz rer X

< k ><€ W >

33



EBTEYE Truncating Numbers

a Unsigned Truncating

B2U,,([xy, Xw-1, ", Xo])mod2¥
— BZU}{([IR, xk—l; "ty xﬁ])

» Signed Truncating

BZTR([XRJ xk—ll "ty xﬂ])
= B2Ty(B2U,,([xyy, Xyp—1, ", X0 )mMod2¥)

34



INEE Summary: e,

>y M

i EfEER: BN =
Expanding, Truncating: Basic Rules

s B (Blshorty BRkint) Expanding (e.g., short int to
int)

sl =K 3

" TSRS EL: 70 Unsigned: zeros added
» BRFFEE: =¥ RE Signed: sign extension
» EEAS T4 HAEERYZSER Both yield expected result

n EHr (HIUNFCFRFSintEBRREFCiFSshort) Truncating

(e.g., unsigned to unsigned short)
» /BRS8N EEEHMYEMRT Unsigned/signed: bits are truncated
» CEEREFIHREE Result reinterpreted

A3

» SRS BEXSRIEE Unsigned: mod operation

s =3

 BEFEE: FHUAEENS Signed: similar to mod
= ST/ NREUEEST=4HBE2ERY1T /I For small numbers yields

exnected behavior 35
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Unsigned Addition

EREZAwWI Operands: w bits u XX

+ v eo0 o0
BEFw+1{3 True Sum: w+1 bits u+ v —
2:§7‘|'L1_L *Djjw1_L UAddW(u . V) oo o0

Discard Carry: w bits

n FREDNNEINBE Standard Addition Function
= ZB&HAEHE 1gnores carry output

s SCINEUSEIEE Implements Modular Arithmetic
s = UAdd,(u, V) = u+v mod?2Y¥

9:k/r =R e

IS+ 1110 1001 E9 233
unsigned char + 1101 0101 + D5 + 213

=

I

£

@
o o &
0 0 0000
1 1 0001
2 2 0010
3 3 0011
4 4 0100
5 5 0101
6 6 0110
7 7 0111
8 8 1000
9 9 1001
A |10 | 1010
B |11 | 1011
C |12 | 1100
D |13 | 1101
E |14 | 1110
F (15| 1111

36



Z= _F1# R Mathematical Properties

s 1EEINERZBE B A ZRE¥ Modular Addition Forms an
Abelian Group

FAAYDNZ Closed under addition
0 <UAdd,(u,v) < 2¥-1
AZHATE Commutative
UAdd (u,v) = UAdd, (v, u)
ST Associative
UAdd,(t, UAdd (u, v)) = UAdd, (UAdd,(t, u), v)
oE2NMNTEIESF(BE{iZ7T) 0 is additive identity
UAdd,(u,0) = u
BN IcE=EFEI0EIETT Every element has additive inverse

= Let UComp,,(u) =2%—-u
UAdd,(u, UComp,(u)) = O

37
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#PMEINZE Two’s Complement Addition ==

HER{EEQwW{AL Operands: w bits U ¢ o0
e + v o0 0

HI1FFAw+1{3f

True Sum: w+1 bits u—+v e

%ﬁﬁ{ﬁ TAddW(u R V) X

Discard Carry: w bits

» BEFSHILASEINEEREFRLS(RRIT/ TAdd and

UAdd have Identical Bit-Level Behavior

» CESHHEASFITRSEINE Signed vs. unsigned addition in C:
int s, t, u, v;

s = (int) ((unsigned) u + (unsigned) v);
t=u+v 1110 1001 E9 -23
] ég%sﬂ:lt$ﬁlﬁ_| Will give s == £+ 1101 0101 + D5 + -43
1 1011 1110 1BE -66

1011 1110 BE -66



BEasSENiXi&EL TAdd Overflow

m IJJBE Functionality

= BENEEw+1{i True
sum requires w+1 bits

= ERm=EEMUL Drop
off MSB

" RREMAEIIRMBEELL
X343 Treat remaining
bits as 2’s comp.
integer

0111..

0 100...

0 000...

1011...

1 000...

_“_ﬂ@i,
k'\.
C /

g

EA[] True Sum
et p ANEIEES
ifmPosOver
TAdd Result
2w-1-1 + T 011..1
0 000...0
—2w-1 100...0

i fhjzNegOver

39
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Characterizing TAdd o

1F;%5 Positive Overflow
m IJJBE Functionality TAdd(u , v)
= HIFAIFIEEW+1{IL True \

sum requires w+1 bits >0

R Vv
» ERESBYA Drop off <0 \
/

MSB
= FSRCIERANDER /<0 >0

Treat remaining bits as 2’s 1% Negative Overflow
comp. integer

u+v+ W  u+v<TMin,, (& NegOver)
TAdd,(u,v) = u+v TMin,, <u+v<TMax,,
u+v— 2%  TMax,, <u+Vv (IF% PosOver)

40



3€iZ Multiplication S
s BiR: iTBwAYEF1yRIFEER Goal: Computing Product oﬂ.‘

bit numbers x, y
» B2 EREB/RER, BEAERTFSH Either signed or unsigned
s BIHRIEREEW{ii K18 22 exact results can be bigger than w bits
» ERFEEL: Rl2w/i Unsigned: up to 2w bits
EESEE] . Resultrange: 0<x*y<(2w—1)2 = 22w—pw+l 41

= (MBI (TAZR) : F2w-11{3 Two’s complement min (negative): Up to
2w-1 bits

£EERTERE: Result range: x * y 2 (2w 1)*¥(2w-1-1) = —22w-2 4 Qw-1

= (MBEREK (IEED) : Bl2wfi, {B{XPRF(T™Min )2 Two’s complement
max (positive): Up to 2w bits, but only for (TMin )?

ZEERSEE: Result range: x * y < (—2w-1) 2 = 22w-2
s FLA, RISHSHARZSER, . . So, maintaining exact results...
» EEETEEN TR AN KRGS R R =T52{ would need to

keep expanding word size with each product computed
» YNEREEREVEFSTH is done in software, if needed
WJQD (EERBEEARNEE e.g., by “arbitrary precision” arithmetic

41



Power-of-2 Multiply with Shift

m &5 Operation

I

s EBk{UFFELI2E u << kgivesu * 2k

|

E{EZIwWI Operands: w bits
B efRw+k{\L

*

» /TS EEINLLL Both signed and unsigned k

u ® 0 o0

2k Ol eee |01110] eee |0O]O

. Nk
True Product: w+k bits u -2

oo o O] eee |0]0
FEFHKfI Discard k bits: w bits  UMult,(«,25 [“eee 0] e+ [O]O
TMult, (u , 2¥)
m 45l Examples
" u << 3 == u * 8
" (u << 5) - (u K 3)== u * 24

= RESEWRZBAFIMAELSE AR N
faster than multiply
- IS EENEMIXFMES Compi

automatically

E

55201)||: Important Lesson:
(S{EGmFEES Trust Your
Compiler!



AIEAEMB S HNBHIRERZE
Signed Power-of-2 Divide with Shift =l‘

s BESHRLL2RIZRER =AIRS Quotient of Signed by Power of 2
» XABKUFFER2 MTEAN x >> kgives lx / 2¢]
= {FRHE/RFB{I Uses arithmetic shift
= Ax<0FTEEEIRAY A A= A\ Rounds wrong direction whenx < 0

x 000 k 000 /J \%éﬁl\ﬁ\\

¥2{/EZ4 Operands:

Binary Point
| 2k |[O] eee |0]1[0] eee 0|0
B&iZ Division: x / 2k soe soe r( oee
4+
o RoundDown(x / 2¥) m m
Result:
Division Computed Hex Binary
y -15213 -15213 C4 93| 11000100 10010011
y > 1 -7606.5 -7607 E2 49| 11100010 01001001
y >> 4 -950.8125 -951 FC 49| 11111100 01001001
y >> 8 |[-59.4257813 -60 FF C4| 11111111 11000100

43
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(EIE2RYBEIRTEIS % (4E)
Correct Power-of-2 Divide (Cont.) g

Case 2: Rounding [A]_EEXZX

R EIDIvidend: v O
4+k_1 [0] eee [O[OJ1] eee f1]1

1 (X X oo

\\ J

M INELR
Incremented by 1---JII— Binary Point
BREIDivisor: | 2k 10] eee JOJ1f0] <<~ f0]O /3
| x/2F | [ A e L1 T e
\ J

Y

Incremented by 1---J1—
ImE 28 REIREZ 2 J[]— Biasing adds 1 to final result
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N TE | T g

Negation: Complement & Increment

r\*"g

e T
g ~

i /

g

n I KEMINN—BZEI%MBIE Negate through complement and

increase
~X + 1 == -x
m x5l Example

" QObservation: ~x + x == 1111..111 == -1

x [1]0]0}1]1]1{0]1

+ ~x ]0]1]1]0]0{0]1]0

-1 |111)11111)1]1|1

Xx=15213
Decimal [ Hex Binary

X 15213| 3B 6D| 00111011 01101101
~X -15214] C4 92| 11000100 10010010
~x+1 -15213| C4 93| 11000100 10010011
Yy -15213| C4 93| 11000100 10010011
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F P Byte Ordering e
s Et, FPRHSPFHRERFREUTHERE? So, how are

the bytes within a multi-byte word ordered in memory?

m £J7E Conventions
= Kifi%: Big Endian: Sun, PPC Mag, Internet
- BN FETBERSAIMEIIL Least significant byte has highest
address
= /g% Little Endian: x86, ARM processors running Android, iOS,
and Windows

» REBENFTEREHELE Least significant byte has lowest
address
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RO I [ At
— 7

iZ B3 Floating Point Representation S5 =

Example:
n ZHREA2IC Numerical Form: 15213, = (-1)°x 1.1101101101101, x 213

(-1)s M 2F
» FFENISTRESERTUARIE Sign bit s determines whether number is
negative or positive

s EHMETEEITE[1.0,2.0)Z|B)BYEE/NEY Significand M normally a
fractional value in range [1.0,2.0).

» NBERLSF RSUEE2RIEIRENEE Exponent E weights value by power of
two

m 588 Encoding
» RS s MSBsis sign bit s
" expFERIMASE ({BAEZETFE) exp field encodes E (but is not equal to E)
» fracRERYRAEM ({BAEETM) frac field encodes M (but is not equal to M)

S |exp frac
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“HHE(E
“Normalized” Values v=(-1)M2" | <=
n SN PBIEEEF]E—HT When: exp # 000...0 and exp # 111...1

n (BRI A— 1 BIREENBRTSEL: E = Exp - Bias
Exponent coded as a biased value: E = Exp — Bias
" Fxp: expFERAYTCHRIS1E Exp: unsigned value of exp field

» (HE&Bias= 2% — 1HKEMAEAIEIIZL Bias = 251 - 1, where k is number
of exponent bits

« BEBFEE . 127 Single precision: 127 (Exp: 1...254, E: -126...127)
« SHBE : 1023 Double precision: 1023 (Exp: 1...2046, E: -1022...1023)

n EAURIE EREEI— 1 BEIE Significand coded with

implied leading 1: M = 1.xxx...x2

" fracFERBIEVAEAI xxx...x: bits of frac field

» HMfracEERTERT/)N Minimum when frac=000...0 (M = 1.0)

» HMfracE—HT{EERK Maximum when frac=111...1 (M =2.0—¢) 48




WV
P
- d

JE¥N$24L{E Denormalized Values ——
m M5 eXp%é%@ Condition: exp = 000...0 ‘éz(_lllsBAi/L:E

m [i73{E: Exponent value: E = 1 — Bias (instead of E = 0 — Bias)
s EAYREHREN— 1 EIESZE Significand coded with implied
leading 0: M = 0.xxX...X2
» fracFEREVAE N xxx..x: bits of frac
= {5,577 Cases
" exp=000.0, frac=000..0
« {XZR0{E Represents zero value
- SFEXBIE: +0F0-0 (7918]? ) Note distinct values: +0 and =0 (why?)
" exp=000..0, frac # 000..0
« 54210.0892%{E Numbers closest to 0.0
« 215495759 Equispaced
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E5k{E Special Values e

m X4

m (B C
= (FE

expiEL— Condition: exp=111..1

ase:exp=111..1, frac=000..0
E7S55K Represents value o0 (infinity)

= S5iHIZE Operation that overflows
= TEGASANLL Both positive and negative

= f5an

RiEKe

E.g., 1.0/0.0=-1.0/-0.0 = +o0, 1.0/-0.0 = -0

ase:exp=111..1, frac#000..0

= RE—124 Not-a-Number (NaN)
» RETLEHTEZERIER Represents case when no numeric value can be

deter

= fign

mined
E.g., sqrt(—1), 0o — 00, 00 x 0
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s)SEE ({NIEZR)

Dynamic Range (Positive Only)"

RS ILEY

Denormalized

numbers

Bt El

Normalized
numbers

s exp

0
0
0

O O OO O: OO O OoO:

O O :

0000
0000
0000

0000
0000
0001
0001

0110
0110
0111
0111
0111

1110
1110
1111

frac

000
001
010

110
111
000
001

110
111
000
001
010

110
111
000

n/a

Value

0
1/8*1/64
2/8*1/64

6/8*1/64
7/8*1/64

9/8*1/64

14/8*1/2
15/8*1/2
8/8*1
9/8*1
10/8*1

14/8*128
15/8*128
inf

1/512
2/512

6/512

= 7/512
8/8*1/64 =

8/512
9/512

14/16
15/16

=1
= 9/8

10/8

224
240

I"\l\/"l‘

—

o,
~

=(-1)s M 2
n: E = Exp — Bias
d: E=1-Bias

BIEIRO0 closest to zero

EBAIEME{EL 1argest denorm
VR4 2L smallest norm

BIEIR1LAT closest to 1 below

BiEir1Ll E closest to 1 above

AR EL 1argest norm
T K inf
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iZ5iZ Floating Point Addition e

m (1)1 M1 282 + (-1)2 M2 2E2 ¥
({31 Assume E1 > E2 INENRRYTSF Get binary points lined up
n FafAHYZSER Exact Result: (-1)° M 2F le——E1-E2 —
FEALs, EBEM: |(-1)$1 M1
=Sign s, significand M:
. BREsRTIHEmEs  + P
= Result of signed align & add
[YABEREL Exponent E: E1l |(_1)$ M

m {Z1E Fixing
YNERMATFETF2, MEFE, EJD— If M > 2, shift M right, increment E

YNERM/NTF1, MEFBKL, EfEk if M < 1, shift M left k positions,
decrement E by k

YNEREEILSEENE L Overflow if E out of range
122 A\ MEIhE S fracBEE Round M to fit £rac precision 52



¢
t—— e

'
iZ 3L FP Multiplication ==

m (-1)51 M1 2E1 x (=1)2 M2 2£2
m F5THAAYZ5ER Exact Result: (-1)s M 2

» FFEis: Hak  Signs: s1Ns2
= EEM: TH3f Significand M: M1x M2
= [YRZE: B0 Exponent E: E1+E2

m {Z1E Fixing
» NEBMAKTFET2, MAFE, MESEND— If M 2 2, shift M right, increment E
» YNEREFEISSEEE, & If E out of range, overflow
= = A\MENESfracBIFSE Round M to fit £rac precision
m LIl Implementation
» REWIIN T /EERE 23k Biggest chore is multiplying significands

AIREEN:1.010*%22 x 1.110*23 = 10.0011%*25
= 1.00011*26 = 1.001*26
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CGE=hSZ 52 Floating PointinC

s CESHERTRBIAYZERZ] C Guarantees Two Levels .
"float single precision HEE
"double  double precision s

m H510/58HEEHE Conversions/Casting

= f¥int, floatfddoubleZ|B)5@H4EHAMI S LV {1/ Z= 71~ Casting between
int, float, and double changes bit representation

" double/float - int
« BT ZER9D Truncates fractional part
« FLEMEESE A Like rounding toward zero
« BEISSCEIENaNEIRBEN . —%I%E /ITMin Not defined when
out of range or NaN: Generally sets to TMin
"int - double

- fEiREER, RBEint==K/\FEZ=TF531i Exact conversion, as long as
int has <53 bit word size

"int - float
- RS NETLHI TS\ Will round according to rounding mode
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P
= i

IZOEIMERR Floating Point Puzzles ‘_.;:‘

s T TFEBENCEIAT,, For each of the following C expressions,
either: STk EHF—1T(E
» WFFrERNESEUEREREE(E/IE Argue that it is true for all argument values
s BRI AJIE Explain why not true

== (int) (float) x

== (int) (double) x
== (float) (double) £
== (double) (float) d
== -(-£f);

e 2/3 == 2/3.0

int x = ...;
float £ = ..;
double d = ...;

Hh Q Hh X X

[RigdFOfERA~ZENaN
Assume neither

XCNCNSE XS XSS X

d nor £ is NaN *d<0.0 = ((d*2) < 0.0)
e d > £ = -f > -d
e d*d> 0.0
. (d+f)-d ==
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2%
Bl ==

ERIEEE S F S AIEEERET, , unsigned u = *(unsigned *) &f; int x = (u >> 31) & Ox1;WIxF~fE—E5
()o

':' B. ﬁ%{a
IR

.t D ‘?r‘k':ll'ff_
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LR/ CaB Bl Assembly/Machine
Code View

CPU AN{sMemory

- y £44& Data ! {Lf5Code
L« M HEData
< 8 < M Stack

Instructions

T2 R A AR Programmer-Visible State

. PCE2RiHE4E2 PC: Program counter PITE Memory

= | *b4
. RRIEA : : FT R[S URYENE Byte
REZIESHEIE Address of next instruction addressable array

\FERIR Called /RIBT (564 - ASF0RIFEdECode and
- S{FEEME Register file user data

- TR FESREEFNUSER Heavily used program datd XFFIFERI% Stack to
- support procedures
- #%{%83 Condition codes

* FIEB RIS EIZHEAVAEIS/R Store status
Information about most recent arithmetic or logical
operation



x86-64 Integer Registers E2ENZH{F2S

Srax Seax %$r8 $r8d
$rbx $ebx $r9 $r9d
$rcx $ecx $rl0 $rl0d
srdx $edx srll $rlld
$rsi %esi $rl2 $rlad
srdi $edi %rl3 %rl3d
$rsp %esp $rl4 $rldd
srbp %ebp %$rlS5 $rl5d
= AJLAS|ARE4TTs (BATLAS|ABE1E2575) Can reference

low-order 4 bytes (also low-order 1 & 2 bytes)
» RAERTE (8kcache) BI—EB4 Not part of memory (or cache)



/
&
==

iLEES . {E Assembly: Operations ==
s EAFEHSESRZIEEIEEE Transfer data between

memory and register

» MRS EERIZS1FES Load data from memory into register
» FESFESSUERIATE Store register data into memory

s WHERHREEIRNITEARIZE Perform arithmetic

function on register or memory data

n (£33l Transfer control

TSR R/ MITFE Unconditional jumps to/from procedures
» Z(4457 Conditional branches
= |BJ}E5S7 Indirect branches
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s REI L= =
Simple Memory Addressing Modes =~ —#—
m IEE Normal  (R) Mem[Reg[R]]

» 1FEERIETENTFIELL Register R specifies memory address
» (IESHHYEETE#ES | Aha! Pointer dereferencing in C

movqg (%rcx) ,srax

n Tlik Displacement D(R) Mem[Reg[R]+D]

» HIFEERIETERNFX I AVECIAHELE Register R specifies start
of memory region

» BEDISEIRF®Z Constant displacement D specifies offset

movqg 8 (%rbp) , $rdx
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SERAEINHIL S
Complete Memory Addressing Modes ~—#—

» SR A2 Most General Form
D(Rb,Ri,S) Mem[Reg[Rb]+S*Reg[Ri]+ D]

" D:  HBEDU"1,2804=T5 Constant “displacement” 1, 2, or 4 bytes

= Rb: EIBET: 16 FEEP{EE—)" Base register: Any of 16
integer registers

" Ri: ZRS|FFEES: (2, BR T %rbp Index register: Any, except for

3rsp
= S:  EUBIEF: 1,2,4808(9{ENX T L1NER) Scale: 1, 2, 4, or 8 (why these
numbers?)

n J55KIB N Special Cases

(Rb,Ri) Mem[Reg[Rb]+Reg|[Ri]]
D(Rb,Ri) Mem[Reg[Rb]+Reg[Ri]+D]
(Rb,Ri,S) Mem|[Reg[Rb]+S*Reg|[Ri]]
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1 h o] iy = £ &
Address Computation Instruction =

m leaqSrc, Dst
» SrcBIUFARFERIAT Srcis address mode expression
" 1T EDsth IFRIATIBRAYMBLL Set Dst to address denoted by expression

m FBi%E Uses
» ITEHINEAMS |FHATE Computing addresses without a memory reference
« 540 E.g., translation of p = &x[i];
= I8 + kK*yELAIEARTRIAT, Computing arithmetic expressions of the

form x + k*y
= k=1,2,4,0r8
= Example PR Es IRk RIE
long ml2(long x) Converted to ASM by compiler:

{

return x*12; leag (%rdi,%rdi,2), %rax # t <- x+x*2
} salg 52, Srax # return t<<2
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SR CRIERE D B

Turning C into Object Code

» (ASIESHp1Fp29 Code in files pl.c p2.c

" JH1Eap < Compile with command: gce -Og pl.c p2.c -0 p
« EARU{4(-0g)Use basic optimizations (-Og) [New to recent versions of GCC]
G THESERBIESHpH Put resulting binary in file p

XA text

XA text

—##binary

" #H##binary

C program (pl.c p2.c)

HRIXE8 Compiler (gcc -0g -S)

A

Asm program (pl.s p2.s)

iLJR=% Assembler (gcc or as)

v

Object program (pl.o p2.0) B SE
e Static libraries
JEFZEE Linker (gcc or (.a)

Executable program (p)
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iLfmia = RHESR
Control flow in assembly language

extern void opl (void) ; decision:
subg $8, %rsp

testl %edi, %edi

extern void op2(void) ;

je .L2
void decision(int x) { call opl
if (x) { jmp .L1
L2:
opl(); T
P () call op2
} else { .L1:
op2() ; addq $8, Srsp
} ret

} ‘§;::::;:\\\\“//\\\\V//////Z
o 2
JGOTOIERIREE
> IU Its all done with

V\W




Lﬂnnqklu\ (X86'64,
Processor State (x86-64, Partial)

s XTFHETIEFRIE

Information about currently

executing program

» ||HETEE Temporary data
(%rax, ..)

» 1Z{TEIHR{E Location of
runtime stack
(%rsp)

= HFHARIEHI L& Location of

current code control point
(%$rip, ...)

» SR AYIRZS Status of redent

tests USIT
\Y P4 7: ﬁ
( CF, ZF, SF, OF )énau e

w

'

Current stack top

iba g

Registers

gSrax %r8

$rbx %r9

srcx %rl0

Srdx srll

grsi %rl2

$rdi $rl3

3Irsp %rl4

%rbp %rl5

srip b/\ lg%-l_
Instructlon pointer

cF ||zF ||[sF ||oF | &S

Condition codes
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EERSERETH 4 <

What to remember during lecture

KB
Set Condition Codes

- EE: faladdq
Operations: e.g. addqg

« [KE:: Compare: cip a,
b

Z5(Ll{tb-a like doing

a
° I : Test: test a,b

(Ll ftha&b like doing

a&b

b_

RIERABHEE: je (BF
Bki%) jo (KT BkiR) &=
Jump based on condition
codes: je (jump if equal), jg
(greater), etc.
RERHERESFeR0E
=15 /80/1 Set low order byte

of a register to 0/1 based on
condition codes

NRFHBENNEE—D
{E mov a value if a condition
code is set

A TRERNASS, (B

==
EIB

(ERL NGO g Sl B

We’ll dive in, but read as you do bomb lab!
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8 (RxNigE) e
Condition Codes (Implicit Setting) -

n BB LIS TERS Single bit registers
=CF H{FRECarry Flag (RJTCRFS£Y for unsigned) SF SR Sign
Flag (XIB TS24 for signed)

= ZF ¥R Zero Flag OF @it Overflow Flag (X BR/S
&for signed)

s HEAREEHIRIEE (FRLEIER) Implicitly set (think of it
as side effect) by arithmetic operations
Z55l]: Example: addq Src,Dest <> t = a+b

CF set IRMEESBIDHNL (FLFRFSimid) if carry out from most
significant bit (unsigned overflow)

ZF set IRERNF if t ==

SFset IRER/NTE (BFFSEL) ift < 0 (assigned)

OF set W1ER4ME (BFS20) i&mH if two's-complement (signed) overflow
(a>0 && b>0 && t<0) || (a<0 && b<0 && t>=0)

m leagiE SAIEESFIHRT Not set by 1eaq instruction
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RHE (BRigE: LRSS

Condition Codes (Explicit Setting: Compare

s HELBIESE 1% E Explicit Setting by Compare Instruction
"cmpq Src2, Srcl

"cmpqg b,a X{litHa-b, RENKEBINHR{ESEL like computing a-b
without setting destination

=CF set IRMEEBINLHN (BTERHSEELE) if carry out from
most significant bit (used for unsigned comparisons)

"ZF set YNERHEE ifa ==
sSF set YR/ NF (BFEZEL) if (a-b) < 0 (as signed)

"OF set Y1R4ME (BFFSEL) &aH if two’s-complement (signed) overflow
(a>0 && b<0 && (a-b)<0) || (a<0 && b>0 && (a-b)>0)
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K‘——_lﬂ—ki‘—‘_r'
; -~

B (BxViRE: Wiis<S .
Condition Codes (Explicit Setting: Test) -

s 5§ S 2188 Explicit Setting by Test instruction
"testqsrc2, Srcl

testqg b,aFUTESIRIE, BENEZEHRERIEE like computing
a &b without setting destination

RIESIZE R EIRESF(EFRE Sets condition codes based on value of Srcl &
Src2

N5 FF— MR ERUESEREIRE FH Useful to have one of the operands be

a mask

"ZF set {5 J0RT when asb ==
5SF set ¥ 5458 /\F0/7 when asb < 0

AEEE F Very often:
testg Srax,%rax
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iZEHYEE{4ES Reading Condition Codes

m SetX}F S SetX Instructions
" IRIESA DA SR E BRI EEUE=T15%08k 1 Set low-order byte of

destination to 0 or 1 based on combinations of condition codes
» REXLFIRAI7N=FTS Does not alter remaining 7 bytes

SetX |54 Condition  [|}¥&H)A& Description

sete |ZF ZT/% Equal / Zero

setne |~ZF AEZ/AJ9ZE Not Equal / Not Zero

sets |SF Th 24 Negative

setns |~SF JEf Nonnegative

setg |~ (SFAOF)&~ZF | KT (BfFS) Greater (Signed)

setge |~ (SFAOF) AKTFekET (BFAFS20) Greater or Equal (Signed)
setl |(SF~OF) INF (BTS20 Less (Signed)

setle |(SFAOF) | ZF INFEET (BTS20 Less or Equal (Signed)
seta |~CF&~ZF =T (RS540 Above (unsigned)

setb |CF KT (FFAFS28) Below (unsigned)
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iSEBNSR{4RS Reading Condition Codes (Cont

m SetX}F S SetX Instructions:

&

» IRIESEBINESIZERFT Set single byte based on combination of

condition codes

s SN FDBSEESZ— One of addressable byte registers
» AREEMFIFRAIZFTS Does not alter remaining bytes
= HANHHEAmMovzbl (03 BFHEINTF) K5 L{E Typically use movzbl to

finish job

« I2(IESHIREE32{1 /90 32-bit instructions also set upper 32 bits to 0

int gt (long x, long y)
{

return x >

}

i Usts

$rdi Z20x Argument x
$rsi 28y Argument y
Srax 1R[B]{E Return value

cmpq %rgi, srdi
setg sal
movzbl %al,
ret

$eax

# Compare x:y
# Set when >
# Zero rest of %rax
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HEFEIE S Jumping =

m HEEEISSS jX Instructions
" RIESARBHEERICIBAYARIZERSS Jump to different part of code

depending on condition codes

jX %15 Condition |fIA Description

jmp |1 Fo2%/4 Unconditional

je ZF FBZ£/Z Equal / Zero

jne |~ZF AZ:/4EZE Not Equal / Not Zero

js SF ThZ0 Negative

jns ~SF JEfAZ4 Nonnegative

jg ~ (SFAOF) &~2F | KT (BFFS%{) Greater (Signed)

jge |~ (SF~OF) AKTFEET (BFFSE0) Greater or Equal (Signed)
j1 (SF~OF) INF (BRFSEL) Less (Signed)

jle (SFAOF) | ZF INFEET (BTS20 Less or Equal (Signed)
ja ~CF&~ZF =T Above (FTRFSZL) (unsigned)

jb CF {KFBelow (FTRFE%L) (unsigned)
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TBRIAENIE “Do-While” Loop Compilation as

GotohRZ~ Goto Version
long pcount goto

(unsigned long x) { 1722 Register | fJi& Use(s)
long result = 0;

loop: $rdi ZS4x Argument x
result += x & 0x1; Srax 8 result
X >>=1;

if (x) goto loop;
return result;

movl $0, %eax # result =0
.L2: # loop:
movq $rdi, Srdx

andl $1, %edx ¥ t =x & 0x1

addg $rdx, %$rax # result +=t

shrqg $rdi # x>>=1

jne L2 # if (x) goto loop
rep; ret
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&

B “While” BIRBIFAZEY S

General “While” Translation #1

s HERZRIGE]" EhFERIE “Jump-to-middle” translation
n [FRSRIFESE] Used with -Og  GotoRZS Goto Version

goto test;
WhilehzZ~ While version loc;ic}y
while (Test) e
Body if (Test)
goto loop;
done:
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. o . . S
&R “While” BlEFi%#2 e
General “While” Translation #2
While While version
. A m “Do-while”2&Hi “Do-while”
while (7est) conversion
Body a (EFEIREH Used with —01
GotohxZ~ Goto Version
Do-WhilehRZ~ Do-While Version if (! Test)
1f (! 7est) goto done;
goto done; loop:
do Body
Body if (T7est)
while (7est) ; goto loop;
done: done:

76



“For’{igIAH2T\, “For” Loop Form

18 &1, General Form

for (Init; Test; Update)

Body

#define WSIZE 8*sizeof (int)
long pcount for

{

(unsigned long x)

size t 1i;
long result = 0;
for (1 = 0; i < WSIZE; i++)
{

unsigned bit =

(x >> i) & 0x1;

result += bit;

}

return result;

88 Init
‘i =0 I
T Test

‘i < WSIZE I

¥ Update

it++

EINK Body

unsigned bit =
(x >> i) & O0x1;
result += bit;

{

}
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“For” {BIAsEapEWhilefdiL

“For” Loop =2 While Loop
For{EIAFRZS For Version

for (Init; Test; Update)
Body

While{EI kA ﬂ!ile Version

Init,;
while (T7est) {
Body

Update;
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For-Whilet&3f For-While Conversion

%8 Init
‘i =0 I
iz, Test

‘i < WSIZE I

¥ Update

it++

{iE*AA Body

ot

{

unsigned bit =

(x >> 1) & Ox1;

result += bit;
}

{

long pcount for while

(unsigned long x)

size t i;
long result = 0;
i=20;
while (i < WSIZE)
{
unsigned bit =
(x >> 1) & 0x1;
result += bit;
i++;
}

return result;
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DI2hagE) Mechanisms in Procedures -~
n {E154EH] Passing control B

" SHNIIFECISHEIFFIE To beginning of procedure
code

= [B]2R[B]52 Back to return point
n (E1BEHE Passing data >

" I IFEZSZL Procedure arguments }

= JR[B{E Return value

&5 TH
n A FE h_/lerpory management PPV v
= EIIAEHRITHAIRISBCAITE Allocate during {

procedure execution int t\= 3*i;
» JR[EIEJEEFNNTF Deallocate upon return int v [‘O] ;

= FFEHEIHRHEEIESTM Mechanisms all| . \

implemented with machine instructions [~ return v[t];

. . }
= x86-64HNIT FESEIN (R (& X Lo TR 2RVl
x86-64 implementation of a procedure uses
only those mechanisms required
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x86%% x86-64 Stack

Hie NS

=N

=AY —ERPY %" Stack “Battom®-

{Z[X Region of memory
managed with
stack discipline

#3155t Stack Pointer: $rsp— p
%“TR” Stack “Top”

-

- -
_———- - -
_——’— -
-

-

-——
-
—
=
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I EEEFl% Procedure Control Flow =

s (FEZIHTIE R BFEE] Use stack to support procedure

call and return

13F#21EF Procedure call: call label
» R [ENHEIEENFE Push return address on stack
s HEEZEIFREAL Jump to label

n JR[O}tHLE Return address:

 FRRES Z[5AREIESHIMEIE Address of the next instruction right after
call

» [2iC49RAY97~M51 Example from disassembly
m IF21R[0] Procedure return: ret

= MtksE B Pop address from stack
» HEEEFEIZEIE Jump to address
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/ 'l’
e e

i /
- r//

1

s &
IEERE% Procedure Data Flow N
H1F2S Registers #%& Stack
m First 6 arguments
$rdi o
srsi Arg n
Srdx
srcx re°
%$r8 Arg 8
%$r9 Arg 7
m JR[B]{E Return value e
O « REBBHA SEIEER
crax Only allocate stack space

when needed
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— [

HItEAES Stack-Based Languages
s 2 FRBJFAYIES Languages that support recursion =
= {540 e.g., C, Pascal, Java

s (RIBWIRE "BfEEANHY"  Code must be “Reentrant”

« HB—IFEEINBZ NS5 Multiple simultaneous instantiations of
single procedure

» EEH A TEERSEFIAYIRZS Need some place to store state of
each instantiation

« 238 Arguments
« [FEBLE Local variables
« IR[EFE%T Return pointer

m ¥l Stack discipline
» ERRERIRTEAXT TEEANTIER EATIAZ: State for given procedure

needed for limited time
- NIFEREAZEITFEIRE] From when called to when return
» WA B EAREIREIZENRA] Callee returns before caller does
n Fe o ECLA A2, Stack allocated in Frames

m EA—1FFRSCEI1800E R ctate for cincle nrocediire inctantiatian 84
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K
K‘;‘_——N\" —j

#%0 Stack Frames e
S Previous
0 |7§Ier C?_ntents e
» JR[E=ZE Return information
 FEMFE (WRFEE) FRmtEET
» Local storage (if needed) Frame Pointer: $rbp
s a]1%HY (Optional)
" [EEY=SiE (WRFEE) Frame for
= Temporary space (if needed) proc
n I Management " .
=R = $%38%T Stack Pointer: $rsp ——
s MHNTFERT S BECZS(E] Space allocated when enter
procedure . f
= "#IER" {XAS “Set-up” code 1%“Tn” Stack “Top”
« Bigcallis<$RIIERE Includes push by call
instruction

» 2R [BIATERENZS|E] Deallocated when return
« "ZEHR" {XRE “Finish” code
- BiEretiS<SHYIRELR Includes pop by ret

instruction 85



x86-64/LinuxfXin i
x86-64/Linux Stack Frame N

= EItEM (B “TR” M) Current (
Stack Frame (“Top” to Bottom)
" SHME: T BXEARREES VRIS 4
“Argument build:” Caller
Parameters for function about to call Frame IArguments
" [FEPZZE Local variables ks
UNERABETFMEBIES 128 If can’t keep in  TRUIGFEET \ [Return Addr
registers Frame pointer——— lold %rbp
N . 3rb
 (RIFHUESTFEE R Saved register context ey aved
= ZHVERIFSET (B]i&) Old frame pointer (Optional) Registers
(optional) r
S Il\.local
n F SN Caller Stack Frame ariables
= JR[E|HELE Return address
. _ , t
« Callig</E=+% Pushed by call instruction N B:g“t;men
= ZIRVERIRYSEN Arguments for this call gpa i pointer . lOptional)

srsp 86



SFaalR RN oAy

Register Saving Conventions g

s F1I#Eyooi FHwholJ When procedure yoo calls who:
" Yoo BRF& yoo is the caller
» WhoE2#FAAZE who is the callee

s SEELIABFIGAITZEMEIS? Can register be used for

temporary storage?

= Fl1 Conventions

» FFREREREFE” “Caller Saved”
- AREEERFIEERMPREFIGATE Caller saves temporary

values in its frame before the call

v U FHE TSR FE” “Callee Saved”
- WA EEEEAEREREEMARIZIGAYE Callee saves temporary

values in its frame before using

- RS EREIREREZBIREIGRETE Callee restores them

before returning to caller
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x86-64LinuxS{FzesHix% #1

Xx86-64 Linux Register Usage #1

m $rax
» JR[B){E Return value

» 1B 2ABRE{RTF Also caller-saved

s OIS FE(Z 2 Can be modified
by procedure

1X[B]{& Return value

m 3rdi, ..., $r9 2l Arguments <

= 20 Arguments
» 2 VABE{RTF Also caller-saved

» OIS FR(Z B8 Can be modified
by procedure
m%rl0, 3rll

» FHFAE{FRTF Caller-saved
= AT FEIET Can be modified
by procedure

A FAE{RTE Caller-saved —
|GAS 7% temporaries

\(

/ 'l’
=
g —7

i /
- -

Srax

srdi

$rsi

$rdx

$rcx

$r8

$r9

srl0

srll
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x86-64LinuxS{Fes % #2 S
x86-64 Linux Register Usage #2 ——

m $rbx, $rl2, $rl3, $rl4 ~

s srb
" #7EFE{RF Callee-saved x
. FWEEE LRSS Calleapamams | Br12
must save & restore IGRSEE < |8rl3
>rb Callee-saved
" Srop Temporaries srl4
" #WIEFHE{RIF Callee-saved arbp
" REAFAEWIRRFMIRE Callee %ﬁﬂi%}??%%{ T e
must save & restore Special SISP

- ETBSFRNEREIHEST May be used

as frame pointer
= BE%E AFOITELD Can mix & match
m 3rsp

= WIEAERFAUSIAZZ Special

form of callee save

= NidFEIRE RIS EIRInE

Restored to original value upon 89



1B RENLZ IR i

Recursive Function Terminal Case .

/* Recursive popcount */ pcount r:
long pcount r (unsigned long x) { movl $0, %eax
if (x == 0) testqg $rdi, $%$rdi
return O; je .L6
else pushq $rbx
return (x & 1) movq $rdi, %rbx
+ pcount r(x >> 1); andl $1, %ebx
shrqg srdi
call pcount r
addq %$rbx, S%rax
PopPgd $rbx
.L6:
rep, ret
$rdi x 224 Argument

Srax IR[B]{E Return value 31X[Bl{E Return value
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1A FFRRIRTF

Recursive Function Register Save

pcount r:
/* Recursive popcount */ movl $0, %eax
long pcount r (unsigned long x) { testqg $rdi, %rdi
if (x == 0) je .L6
return O; pushq $rbx
else movq srdi, %rbx
return (x & 1) andl $1, %ebx
+ pcount r(x >> 1); shrq $rdi
call pcount r
addq %$rbx, 5%rax
PoPrgq $rbx
.L6:
rep; ret

S1F8S Register | IR Use(s) | 2B Type

srdi X £ Argument

Rtn address

Saved $rbx [—— $rsp
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R EE IR E "~
Recursive Function Call Setup e o

/* Recursive popcount */ pcount r:
long pcount r (unsigned long x) { movl $0, %eax
if (x == 0) testqg $rdi, %$rdi
return O; je .L6
else pushq $rbx
return (x & 1) movq $rdi, %rbx
+ pcount r(x >> 1); andl $1, %ebx
shrq srdi
call pcount r
addq %$rbx, S%rax
PopPgd $rbx
.L6:
rep; ret
$rdi x >> 1 1B3Z2%4 Rec. argument

$rbx x &1 A& {R1F Callee-saved
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1B JAERZ0EI Recursive Function Call

/* Recursive popcount */ pcount r:
long pcount r (unsigned long x) { movl $0, %eax
if (x == 0) testqg $rdi, %$rdi
return O; je .L6
else pushq $rbx
return (x & 1) movq $rdi, %rbx
+ pcount r(x >> 1); andl $1, %ebx
shrqg srdi
call pcount r
addq %$rbx, S%rax
PopPgd $rbx
.L6:
rep; ret
srbx x &1 #E & {RT1F Callee-saved
$rax E3EARIREE

Recursive call return

value
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BRI ER Recursive Function Resultai‘;

/* Recursive popcount */ pcount r:
long pcount r (unsigned long x) { movl $0, %eax
if (x == 0) testqg $rdi, %$rdi
return O; je .L6
else pushq $rbx
return (x & 1) movq $rdi, %rbx
+ pcount r(x >> 1); andl $1, %ebx
shrqg srdi
call pcount r
addqg $rbx, %rax
PopPgd $rbx
.L6:
rep; ret
srbx x &1 A& {R1F Callee-saved

Srax 1R [B]{& Return value

94



15613 ERZYSE R Recursive Function Comple

pcount r:
/* Recursive popcount */ movl $0, %eax
long pcount r (unsigned long x) { testqg $rdi, %rdi
if (x == 0) je .L6
return O; pushq $rbx
else movq srdi, %rbx
return (x & 1) andl $1, %ebx
+ pcount r(x >> 1); shrq $rdi
call pcount r
addq %$rbx, 5%rax
popq srbx
.L6:
rep, ret

3rsp

<
<

1788 Register | AR Use(s) 2B Type

Srax IX[B]{E Return value JR[B]{E Return value
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ZU4H 49 BE Array Allocation £
s EZAJEN Basic Principle ¥
T A[L];
s HAERNEEESREUNTHISE AL Array of data type T and length L

= EARFFHECL*sizeof(T)FHANELEXE, Contiguously allocated
region of L * sizeof (T) bytesin memory

char stringl[1l2];

X x+12

int val[5];

X ey

xX+4 X+8 x+12 x+16 x+20
double a[3];
| |
X X+8 x+ 16 X+ 24
char *p[3]; { {

X X+8 X+ 16 X+ 24
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g142H15518] Array Access e
s EZAR[EM Basic Principle =

T A[L];
» FBRIEHRSEEY NTEEE AL Array of data type Tand length L
» iNRFFAR] LARE B REEHEE 0N o =RYIEET Identifier A can be

used as a pointer to array element 0: Type T*

intval[B];} 1 {5 | 2 | 1 [ 3

X xX+4 X+8 x+12 X+ 16 x+ 20

m 5| FlReference  FEE!Type {BValue

val[4] int 3
val int * X
val+l int * xX+4
&val[2] int * X+8
val[5] int ?7?
* (val+l) int 5

val + i int * X+4ij
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IBRHEETFIENA 43 7

Understanding Pointers & Arrays #3 .
| bed | Aan | *an | **An

RSN
P P P

int A1[3][5]

int *A2[3][5]

int (*A3)[3][5]

int *(A4[3][5])
int (*A5[3]) [5]

a Cmp: Compiles (v/N) LI T GO

» wacposienad [ RN

pointer reference (Y/N) t A1[3][5]

m Size: Value returned by int *a2[3][5]
sizeof int (*A3)[3][5]
int *(A4[3][5])

int (*A5[3]) [5] 98



¢
—NE

%
\“ﬁ_l’/

s s s T
Allocated pointer to unallocated int o0—
t A1[3]][5
RO BELFEET Unallocated pointer S
E D EEEZN Allocated int | | int *A2[3][3]
) \@E;‘:&%Z Unallocated int | int (*A3)[3]1[5]
int *(A4[3][5])
Al int (*A5[3]) [5]
A2/RA4
o— > o— > o— > o— > o —>
o— > o— > o— > o— > o—>
o—> o—> o—> o—> o—>
A3 o >
Ab

—1
€

99



S (IRE) &H <&

Multidimensional (Nested) Arrays =

s FaBH Declaration
I A[R] [C];

= BAREE TR ZHEEEH 2D array ) )
of data type T

= R{TCH R rows, C columns

» BT REEKNFT Type T
element requires K bytes

n FUERK N Array Size
= R*C*KbytesFET
m HEH Arrangement

» {T{ILACRYNIRAE Row-Major Ordering int A[R][C];
A A | a A A A
[O] [O] | [1] [1] [R-1] [R-1]
[O] [C-1]| [O] [C-1] [O] [C-1]
4*R*C Bytes
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—

REZZH1715I8) Nested Array Row Acceﬁ;

= {3[M)& Row Vectors
= AlIE2CI I TERIZNE A[i] is array of C elements

» FPNEEUANTRITTEEEKTETS Each element of type T
requires K bytes

= FCURHBIE/Y Starting addressA + i * (C*K)

int A[R] [C];

e——— A[0] — Al1] A[R-1]
A A A A A A
[0] cooe [0] |®@ © @ [1] cooe [1] | e e e |[[R-1] cooeo [R-1]
[O] [C-1] [O] [C-1] [O] [C-1]

A A+ (1*C*4) A+ ((R-1)*C*4)
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exE&HTc =LA <&
Nested Array Element Access N

n Z4H7TE=E Array Elements

= A[L] [J]12EEATHIIRE, FEKFTI A[L] [F] is element
of type T, which requires K bytes

= BHEg Address A + i ¥ (C*K)+ j*K=A+(i *C+ j)*K

f————— A[0] —y] p Ali] > » A[R-1]
A A A A A
[0] cooe [0] |®@ © @ e [1] e e o o |[R-1] cooeo [R-1]
[O] [C-1] [3] [O] [C-1]
A A+ (1*C*4) ‘ A+ ((R-1) *C*4)
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xﬁ&

-3
g

¢HrcER1518) Array Element Accesses S = 2

FREZSZH Nested array Z R EZH Multi-level array
int get pgh digit int get univ digit
(size t 1ndex, size t digit) (size t 1ndex, size t digit)
{ {
return pghlindex] [digit]; return univ[index] [digit];
} }
Pl e e s e S s e B |
. Ilﬁ 2‘D Z]d 218 32 36
1|52 0(6)1|5(2 1(3|1|5(2|1|7|]1|5(2|2|1 160 — 36 mlt[ —5 — T T 5
168 —1 16 I 1 1 I I |
76 96 116 136 156 176 —4 56 @ o M0 4 % 8 %
& 321 g —]

TCES = hipaE#EE *MEI’J B2 iﬂj;ijti_l_%ﬁ A3 E%Z:ﬁ

Accesses looks similar in C, but address computations very different:
Mem [pgh+20*index+4*digit] Mem[Mem[univ+8*index]+4*digit]
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—EXBPEED

N X N Matrix Code
n BEEYEE] Fixed

dimensions
= PEIEETAIENAYE Know

value of N at compile time

l’\q‘g

SITH (| et
\ /

- o

#define N 16
typedef int fix matrix[N] [N];
/* Get element ali][j] */
int fix ele(fix matrix a,
size t 1, size t J)
{
return afli] [3];

}

s Ty, ELEsS|
Variable dimensions,
explicit indexing

" (B AL EE
Traditional way to
implement dynamic arrays

#define IDX(n, 1,

J)

((1)*(n)+(3))

n TR, RRIES

Variable dimensions,
implicit indexing

= HRIgccsZHF Now

/* Get element al[i][]j] */
int vec ele(size t n, 1int *a,
- Size:t i, size t 3Jj)
{
return al[IDX(n,1,73)]1;
}
/* Get element al[i][]J] */

int var ele(size t n,
size t 1,
return alil[]J];

}

size t 3J)

int aln][n],

{

supported by gcc
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l’\q‘g

53R 73S Structure Representation g
g

r
struct rec {
int afl4d];
size t 1i; a 1 next
* .
. struct rec *next; 0 16 >4 39

s R FAARATFIR Structure represented as block of
memory

= KZ B2 T ERB=FER Big enough to hold all of the fields

s FERINEZBE S BBIINE Fields ordered according to
declaration

= BIES—HIRE R e sEIS B INE EH{ TR D Even if another

ordering could yield a more compact representation

s FRIESRSREDMBKII+ZFER{IE Compiler determines
overall size + positions of fields

» N RIEFHAEERCIEBAIZEIE Machine-level program hasno s




EEE MEEAEIH:E%I' < ﬂf’i‘“—,—

Generating Pointer to Structure Membe‘PI‘

struct rec {
int afl4d];
§1Z2E& T 1g
struct rec *next;

b

s EREHITTERIRET

Generating Pointer to
Array Element
= BYERRAY RS
1ZFEJHBTE Offset of each

structure member
determined at compile time

» 1+E 5% Computeasr +
4*jdx

r r+4*idx
a i next
0 16 24 32

int *get ap
(struct rec *r, size t idx)
{

return &r->al[idx];

}

# r in %$rdi, idx in %rsi
leag (%rdi,%rsi,4), %rax
ret
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YIFFRIIEN Alignment Principles -
n XIFFRYENIR Aligned Data £

» HARZUESSEIEEEKSETS Primitive data type requires K bytes
b EKRIERE S Address must be multiple of K
= RS ss ERImEIZENK,; £x86-64 LEIGHE Required
on some machines; advised on x86-64
s XIFFEUREAIENHL Motivation for Aligning Data
= RFAELA (RI5FHY) 4e8FTHEERIR (KT ARNES) /5

EE{i/ Memory accessed by (aligned) chunks of 4 or 8 bytes (system
dependent)

- REEFESEREICERN, EAXF=ERNFIAR
Inefficient to load or store datum that spans quad word
boundaries

- SRS TR EPAFEERHIAEERTF Virtual memory
trickier when datum spans 2 pages
m §HiIFEES Compiler
= EEMAPIRENEPRLAFRRFERAILIERAXITS Inserts gaps in structure

+A anciire ~rarrect aliocnment nf fialdc 107




SEIRIITFER obar o |

. . . int i[2]; -
Satisfying Alignment with Structures| dowie v;
n ZEFIAER Within structure: } *p;

" WIRimEE T ITERIXITFEESK Must satisfy each element’s alignment
requirement

ENMNEFIRIHERY Overall structure placement

N
» FEIEXYTFESKK Each structure has alignment requirement K
« KIFEATEXGTFEKAIFEA(E K = Largest alignment of any element
» RIS E I KAIEEES Initial address & structure length
must be multiples of K
m 7=l Example:
» RFBNBEFRETE, KA8FT K=8, duetodouble element
C L[ (0] 1[1] Y4
p+0 p+4 pt+16 p+24
Mult!ple of 4 Multiple of 8

Multiple of 8 HNEBIEZE Internal padding Multiple of 8
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e PRI TT R
Meeting Overall Allgnment Requwemenf"‘

n YWFEAXIFFEKK For largest struct S2 |
alignment requirement K {ioub}e[z‘]ff
N int 1 ;
s BIEHEYREKAZEEIS Overall char c;
structure must be multiple of K b *p;
v i[0] if1] |e
p+0 p+8 p+16 pt+24

/

Z 1 8=FT5 Multiple of K=8
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LEFIEN4R Arrays of Structures
s BFSURKERKRIEEE

Overall structure length multiple

struct S2 {

double v;

of K int 1[2];

e = 1 — == . char c;
 BEESITTEHIIFER satisfy L Sher e

alignment requirement

for every element

al[0] a[l] al2] ®© o o
a+0 a+24 a+48 a+72
v i[0] i[1] c

a+24 a+32 a+40 a+48
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4
(-—__ﬂkk_ —

struct S3 {
Accessing Array Elements P
s TTREZARWFTE Compute array offset 12*idx shoct J;
" sizeof (S3), BIEXITFRTEIEFRTH including allgnmen} ——

s FTTHERIELEIEAERRIRIZES Element j is at offset 8 within

structure

n CHRsR

S RIZ=a+8 Assembler gives offset a+8

" TEHEIERTHERAT Resolved during linking

a[0]

a[idx] e o o

a+0

a+l2

a+l2*idx

i

v J

a+l2*idx

{

}

return al[idx]

short get j(int 1dx)

)

a+l2*idx+8

# $rdi = 1idx
leag (%rdi,%rdi,2),%rax # 3*idx
movzwl a+8(, Srax,4), seax
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EMXimhte il #2 S
Buffer Overflow Stack Example #2 e

VElfHgets /= After call to gets
volid echo () echo:

Stack Frame { subg $0x18, S$rsp

forcall echo char buf[4]; movqg %rsp, %rdi
gets (buf) ; call gets

0ojoojoo]oo )
00140106]00
33]132]31]30 call_echo:
39]38]37]36 L
35]134133]32 4006be: callg 4006cf <echo>
31130]139]38 4006c3: add $0x8,%rsp
3713635134
331323130 | buf «——=3rsp

unix>./bufdemo-nsp
Type a string:012345678901234567890123

012345678901234567890123
Segmentation fault

2R [E]"E0x400600, AfSAHID Program “returned” to 0x0400600, and then crashed.

112



EEINE Stack Smashing Attack -
e B I Stack Smashing Attacks e

void P () {
Q();
———

}

A

R [E]eiE
return
address

int Q() {
char buf[64];
gets (buf) ;

return ...;

}

void S () {
/* Something
unexpected */

}

l’\q‘g

e T
g s

r—//‘

VB FHgetsf5BY%% Stack after call to gets ()

getsSHYEIE
data written
by gets ()

A->S

pad

\

>

>

J

P stack frame

P &

O stack frame

Q t&m

s FHFLHEAEsSAIEESIE £ AR DA Overwrite normal

return address A with address of some other code S

s HaoiTrethd, SHEERIEB{LEE When Q executes ret, will jump to

other code
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U e P s b G o
OK, what to do about buffer overflow  *

attacks

n EEGAE R Avoid overflow vulnerabilities

s RAZRFLPHIP Employ system-level protections

- i]:iﬁi%%ﬁﬁﬁﬂ"ﬁﬁf_éﬁ” Have compiler use “stack
canaries”

n 1B Bh#HTITIHE Lets talk about each...
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1Ex86-64hREB AT O RS , NFBEIHLFEE,

FEEE—IM :
O F
O

X FIXLLLETI =S -

struct s1{inti ; charc ; chard ; longj; };
struct s2{short w[3] ; charc[3] ; };

struct s{struct s2 a[2] ; structs1 1t} ;

7Ex86-64 NEMEsEFI/NFTHEH () .

38
36
40

o 0 W »

42
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A TREEE R4
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EOEMTRBNE A
Instruction Set Architecture

IMSEIR Layer of Abstraction Application
s Z F: IEFISSMAEITIE Above: Program

how to program machine |
o LMBEIARFMITIES Processor Compiler |OS

executes instructions in a

sequence ISA
s Z2TF: FEEEMHAL Below: what CPU
needs to be built Design
o (ERSZMIZIGEHEIZITHEIR Use Circuit
variety of tricks to make it run fast Design
o FIANEAIMITSRIES E.0., execute _
multiple instructions Chip
simultaneously Layout

~117 - CS:APP3e



Y86- 64Lﬂnnzlk'b‘ &ﬁf}
Y86-64 Processor State e

SRR BESEE  SMECC g program status RS

RF: Program registers Condition
srax 3rsp %r8 srl2 codes
Srex % rbp 29 901 3 ZF|SF|OF DMEM: Memory HfF
Frdx srsi srl0 srld PC
rbx Srdi srll

n IEFESTFEE Program Registers
o 15MSEEE (Bl8%r15) , 84 64 15 registers (omit $r15). Each
64 bits

#1483 Condition Codes
o EARKZEERIESIRERNIFSAHRE Single-bit flags set by

arithmetic or logical instructions

» ZF: Zero&E SF:Negativefaz{ OF: Overflowjzx
n TEFITEIEE Program Counter
o ISR T—545S bt Indicates address of next instruction
n FEFIRZ Program Status
o IBIBIEEIEfTIAR—EERIES Indicates either normal operation or some error
condition

= P37F Memory
o FHIUTFELIE Byte-addressable storage array
—-118- o FRAMEFEDIRFTZ(E Words stored in little-endian byte order CS:APP3e



Y86-64 Instructions 1§ =

23\ Format
n 1-10FBIEEMATFEL 1-10 bytes of information read from
memory

o \NE—PMFDHEEBHERSIE Can determine instruction length
from first byte

o 5x86-c4tALLIESREIARRE, MBRIBERE Not as many

instruction types, and simpler encoding than with x86-64

n FRIBEIFENR—EB S IRFRIRTS Each accesses and modifies
some part(s) of the program state

- 119 - CS:APP3e



Y86-64 Instruction Set ?57;.'% #1

F15 Byte 0 1 2 3 4 5 7 9
halt 010

nop 110

cmovXX rA, rB 2 | fn| rA| rB

irmovg V, rB 310|F |rBlV

rmmovqg A, D (rB) 4 10 |rA rB| D

mrmovg D((B), rA |5 |0 |rA| rB| D

OPg rA, 1B 6 | fn] rA|l rB

jXX Dest 7 | in| Dest

call Dest 8 | 0 | Dest

ret 910

pushqg rA A|OJrAl F

popq A BIOJrAIF CS:APP3e




&

KSNFRHI State Machine Examples &

A& HEComb. Logic

O =
U » SNNZZABEE
Accumulator
f 0 ) out circuit
Y MUX s 5/ FHpEE R
In B N M Load or
g | — accumulate on
Clock each cycle

cok| N N N
Loadu

T P P P P

Out (X XotXy [ Xo+Xp+X, [ X3 XatX, | Xg+Xy+Xs

-121 - CS:APP3e



\_/\L’é’

ST X4 Register File Tlmlngi;

. i€ Reading
A 2% n E(LBEIZEE Like combinational logic
" | Register n {RIEEA ML= E0E Output data
x  vas_| fle generated based on input address
s | B o —ULAJZEfT After some delay
2 5 Writing

n XRUFESE Like register
s (NTERI$R EHREFR Update only as

clock rises
2l 21Y
valw (-
Register wl— Y Rising _ valw
file dStW 2 E> CIOCk E> ﬁeg|ster W et
I ile —
Clock T

Clock
- 122 - CS:APP3e



B HES o
Hardware Control Language =

n IEEREBEAESGEIRIES Very simple hardware description
language

n (NAJLAZRIZBPRAVEE(HIE(E Can only express limited aspects

of hardware operation
o BANEEIFFEMSMAIZRS Parts we want to explore and modify

Z2<BY Data Types
m bool: Boolean
® a,b,c,...
m int: words
® A BC,...

o FMEEFIK-FPIBRE64:= Does not specify word size---bytes,
64-bit words, ...

124) Statements

B bool a = bool-expr ;

&%

—123-m int A = int-expr ; CS:APP3e



HCLER{E HCL Operations ;.“’;

n IZERIRE{EEBISKE 2 Classify by type of value returned

fh/RFEZ{ Boolean Expressions

m 1ZEFIE{E Logic Operations
® a && b,a || b, 'a
m FEBE Word Comparisons
@A ==BA !=BA< BA<=BA > BA>B

m EESERXEFE Set Membership
® A in { B, C, D }
» ZEF SameasAr == B || A == C || A == D

FIAT, Word Expressions

m CaseZFixz{ Case expressions
® [ a: A; b: B; ¢ : C]]
o 1R IE(G it iz Evaluate test expressions a, b, ¢, ... in
sequence

_10a- @ IREIE—1EIDNLEAIFFRIZIN Return word expression A, B<Gyppae
for first successful test



INFFIE(FLEE SEQ - o

valg, valM

Hardware Structure:2 .

Data

zlklﬁ\ State P{]ﬁ Memory memory

» EFITEEESTFER Program s
counter register (PC)

 FHEFESE Condition code

valE

register (CC) 1145 Execute oo o
s SEFEENE () Register File alun alue
s AJ7E Memories
® iﬁlﬂlﬁlﬁﬂgmﬁﬁlﬁl Access valA valB

same memaory space

o MiE: WEIEFEIR Data: for  iFF3 Decode [l Gindis )[4 E
reading/writing program data e

S . HisA . . ) )
e 155 i8S Instruction: for lode ifun valp
reading instructions valC

Instruction PC

Hyj:l:, FetCh memory increment
=]

PC

— 125 - CS:APP3



IRFRIE44S49 SEQ -

Hardware Structure &

Write back

I5ESR Instruction Flow

» EPCIEEIAMYIES Read
instruction at address
specified by PC

s SRERERALIE Process through

stages

n SHFERITENES Update

program counter

7E Memory

H4T Execute

1215 Decode

icode ifun
A, 1B
valC

newPC

valg, valM

valM

Addr Data

Data

memory

valE

cc ALU

aluA aluB

SrcA srcB
dstA dstB

Instruction

EV$§ Fetch memor

valA valB

A B
RegisterM

file

valP

PC
increment

- 126 -

W
kf“—‘ﬂl;"j"
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,“ﬁr WER SEQ Stages PC — &

valE, valM
H Fetch 58] Write back

. valM
s NESHAFEES Read
instruction from instruction e

memory Wﬁ Memory memory
> Addr Data
%63 Decode

» EfEFEF1FE Read program e
regISterS ............. !7

H4F Execute T Execute 70
n 1TE Bkttt Compute value

or address

|7~]T_7r Memory _ .
] = D d s StB RA istBerM
m ERSEE Read or write data 13 Decode — T
—3@ Write BaCk icode ifun valP

A, 1B
valC
» S5iEFFFES Write program . i
reglsters mj:lé; FetCh memory increment

valA valB

PC
_127 -1 BtERUTEES Update

program counter

PC

CS:APP3



T3 12ER Executing call

call Dest 8 | O] Dest

X return; | XX X3

BFribit target: | x¥ X3

HY3g Fetch
m EE9PEFET Read 9 bytes
m PCIENN9 Increment PC by 9

%65 Decode
n 1EHEIEET Read stack pointer

1T Execute

m &858 Decrement stack
pointer by 8

- 128 -

RTE Memory
s HENEPCERItLIgEFHE

Write incremented PC to
new value of stack pointer

5[g] Write back

n EEREISST Update stack

pointer

PCEiffi PC Update
n IRBHPCHABRIELE Set PC Io

S:APP3e
Dest



S/1nENTR: IEREE i
Stage Computation: call o

call Dest

icode:ifun « M,[PC] Read instruction byte
Fetch o

valC <« Mg[PC+1] Read destination address

valP « PC+9 Compute return point
Decode :

valB < R[%rsp] Read stack pointer

valE « valB + -8 Decrement stack pointer
Execute
Memory Mg[valE] < valP Write return value on stack
Write R[$rsp] « valE Update stack pointer
back
PC update |PC « valC Set PC to destination

n (ERALUREIEET Use ALU to decrement stack pointer
n {FHEEINBAYPC Store incremented PC

- 129 - CS:APP3e



MTZIRIR[E] Executing ret

ret

9

0

I

WR[EIEE return:

HY}g Fetch
m E1/PFETH Read 1 byte

19 Decode

XA

XX

n 1EHEIEET Read stack pointer

1T Execute

s FRISFHEMNS Increment stack

pointer by 8

- 130 -

RE Memory
s AERIRIETHEZREELIE Read

return address from old
stack pointer

5ol Write back

s EBFMEIEET Update stack

pointer

PCEiffi PC Update
n IZEPCHIR[EHIE Set PC to

return address

CS:APP3e



SOMERNTE: PEEE %

Stage Computation:

ret

icode:ifun « M,[PC]
Fetch

valA < R[%
Decode 3z sp]

valB < R[%rsp]

valE < valB + 8
Execute
Memory valM < Mg[valA]
Write R[%rsp] « valE
back
PC update |PC « valM

s {EEALUIEHNE:

ret =

Read instruction byte

Read operand stack pointer
Read operand stack pointer
Increment stack pointer

Read return address
Update stack pointer

Set PC to return address

5ET Use ALU to increment stack pointer

s \NAFEREELE Read return address from memory

- 131 -
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K_\\_/\i,

it PR Computation Steps —

OPq A, rB

icode,ifun |icode:ifun <~ M,[PC] Read instruction byte
Fetch rA,rB rA:rB < M,[PC+1] Read register byte

valC [Read constant word]

valP valP « PC+2 Compute next PC

valA, srcA |valA « R[rA] Read operand A
Decode

valB, srcB |valB « R[rB] Read operand B

valE valE <« valB OP valA Perform ALU operation
Execute

Cond code |[Set CC Set/use cond. code reg
Memory valM [Memory read/write]
Write dstE R[rB] « valE Write back ALU result
back dstM [Write back memory result]
PC update |PC PC « valP Update PC

m fiEIESEREFEINERIER All instructions follow same
general pattern

s ERNEFEETE A Differ in what gets computed on each
—132 — Step CS:APP3e




&

> 1 - S
iHHE R Computation Steps S

call Dest

icode,ifun  |icode:ifun < M,[PC] Read instruction byte
Fetch rA,rB [Read register byte]

valC valC <« Mg[PC+1] Read constant word

valP valP « PC+9 Compute next PC

|A, SrcA R rand A

Decode valA, src [Read operand A]

valB, srcB |valB <« R[%rsp] Read operand B

valE valE « valB + -8 Perform ALU operation
Execute

Cond code [Set /use cond. code req]
Memory valM Mg[valE] < valP Memory read/write
Write dstE R[3rsp] « valE Write back ALU result
back dstM [Write back memory result]
PC update |PC PC « valC Update PC

m fiEIESEREFEINERIER All instructions follow same
general pattern

s ERNEFEETE A Differ in what gets computed on each
— 133 — Step CS:APP3e




it HAYE Computed Values

BY#§ Fetch

1%E88 Decode

—134 -

icode
ifun
rA

rB
valC
valP

SrcA
srcB
dstE
dstM
valA
valB

Instruction code
Instruction function
Instr. Register A
Instr. Register B
Instruction constant
Incremented PC

Register ID A

Register ID B
Destination Register E
Destination Register M
Register value A
Register value B

1T Execute
m valE ALU result
m Cnd Branch/move flag

RTFE Memory

m valM Value from
memory

CS:APP3e



MRS IRIE SEQ Operation

-

Combinational
logic

g
CC
100

Py
o

A

Data
memory

AN

Py
=1

-8
@
I\/I ii a e

Register

file
Srbx = 0x100

8%
75

- 135 -

ZA

PC
0x014

RS State

W
e

~
o

o

s PCEHTEEE PC reqister
n FHBFFES Cond.

Code register

n FEATE Data memory

s FFEENMA (M)

Register file

FrE EFERTAEFA A Al

updated as clock rises

CS:APP3e
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e

IRFRLIRERIRIE SEQ Operation ==

-

Combinational
logic

g
CC
100

Py
o

A

Data
memory

AN

Py
=1

- 136 -

ZA

-8
@
I\/I ii a e

Register

file
Srbx = 0x100

8%
75

PC
0x014

{41848 Combinational
Logic
= HARNZ5EETT ALU
n $=HZB%E Control logic
m AfFE Memory reads

e IFSATE Instruction
memory

o FiFRaNIF (i)

Register file
o EMTE Data memory

CS:APP3e



’é‘
SEQ ¢— Cyclel —»¢— Cycle2 —»¢— Cycle3 —»¢— Cycled —> W
AJ$H Clock | | ‘ | | | ‘_
| | , % |
EE i e

FE#A1 Cycle 1: 0x000: irmovg $0x100,%rbx # %$rbx <-- 0x100
SEQ [E1#A2 Cycle 2: 0x00a: irmovg $0x200,%rdx # $%$rdx <-- 0x200

A A3 Cycle 3: 0x014: addg %rdx, $rbx # $rbx <-- 0x300 CC <-- 000
Operation ....... e ——
#2 FEI#15 Cycle 5: 0x01f:  rmmovqg %rbx,0(3rdx) # M[0x200] <-- 0x300

4 0

Read Write

Combinational o = b —
logic Data <rL n KSR EIRIEE TSR
7S memory irmovgfg$s state set
CC according to second
100 read wite irmovqg Instruction
ports ports
- » ARBEFHARERS
glster /‘_ i X X
file ¢ p¥ZE combinational
R logic starting to react

to state changes

PC
0x014

—137- CS:APP3e




K& E] Pipeline Diagrams

JE#7KkE Unpipelined

OP1
OP2
OP3

s £ E—MEETREBIASEHIRFIRYIRIE Cannot start new

operation until previous one completes

3&.»01@ 3- Wa/ Pipelined
OP1 C
OP2 A B\ C
OP3 A B
Time

n |RE3IMEETERIBIZER Up to 3 operations in process

Time

&

S
==

-138- simultaneously

v
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¥

H2KERIBME Operating a Pipeline e

239241 300 359

A% Clock

OP1
OP2
OP3

0 120 240 360 480 600
B8] Time

100 ps 20 ps 100 ps 20 ps 100 ps 20 ps

Comb. Comb.
%2 Iog:::] %2 5%2 |o;2
A g B

A f®ladiock

— 139 — CS:APP3e
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BRIk ESEFSE Adding Pipeline Reglsters;:

W_icode, W_wvalM

newPC

PC

valE, valM

5[a] Write back

Memory
Data
RF Memory TSR
Addr, Data
Cnd:  valE
Execute
alud, alub
,—
117 Execute
aluA aluB
valA valB
Decode
‘Rﬁtj D d Gen dip A B Write back
105 Decode dstA dstB
file
E
icode ifun
rA, B
valC )
Fetch Instruction
Instruction PC memory predPC
= memory increment
B35 Fetch
PC

— 140 -



2K ER .

W_icode, W _vall W_valE, W_valM, W_dstE, W _dstM

Pipeline Stages

BYE Fetch
m 1EEFEHBIPC Select current PC
m E£3§S Read instruction

n 1TEPCIENN{E Compute incremen
PC Execute

Memory

1689 Decode

n EFERFS1FEE Read program regis
1T Execute

m ¥E{EALU Operate ALU

RE Memory
m s SEHIERTE Read or write data

memory "

5[o] Write Back

— 141 —

s EESTEENE (M) Update register e

Decode

Write back

Fetch

predPC




PIPE-H&E{4
PIPE- Hardware

n IKESFRFRESHT

FEYHRIE{E Pipeline

registers hold
iIntermediate values from
instruction execution

% (FB0) B8R Forward
(Upward) Paths

n N—PEREIT—1ERIE
1BAY(E Values passed
from one stage to next

» AgEEIMET ERIMER
Cannot jump past stages
o flaNvalCEIEEILIFHEM
E& e.g., valC passes
through decode

— 142 -

Write
back

stat

=

Memory

W _stat

......................... s i "'}E'S:T
. wiite

Execute

E sia

Estni 2 n

Decode

D_siat

LA

InSIII:I

Fetch

TSEI:*
Imeam_smor

memary

rc




R Overview -
(Fm KPS T E Make the pipelined processor Wox!

FIREBS Data Hazards
n LAS1FEE R (EABERMESRIRELISFESE R (EABBIIESZIE

Instruction having register R as source follows shortly after
Instruction having register R as destination

n FERER, AEREIERIKEGE Common condition, don’t want to slow
down pipeline

%5 PE Control Hazards

n SRS 2 Mispredict conditional branch
o FAIANETFRMNFRB 232 /91%#E 532 Our design predicts all branches

as being taken
o FMERIKEMITHAREINIMES Nawe pipeline executes two extra
instructions
n IXEretisSAYRMEMBLIE Getting return address for ret instruction

o FNERIKEMIT=RTIMES Nave pipeline executes three extra

instructions
— 143 — CS:APP3e




WIEHEE Deteeting Load/Use Ha

™ H e_valE
ile

|

E stat | icode | ifun valC vala

A B
Decode RegisterM

file . W_valE

—_—r

KR Condition %z Trigger

E dstM in { d srcA, d srcB }

Load/Use Hazard
— 144 — CS:APP3e




<2y 12 8 huieml Control 1or Load/use

Hazard
# demo-luh.ys 1 2 3 4 5 6 7 8 9 10 11
0x000: irmovqg $128, %rdx F| D| E| M| W
0x00a: irmovg $3,%rcx F| Dl E| M| W
0x014: rmmovqg %rcx, 0 (%rdx) F| D| E| M| W
0x0le: irmovqg $10, %ebx F| D| E| M| W
0x028: mrmovqg 0 (%rdx), srax # Load %rax F| Dl E| M| W
bubble P E| M| W
0x032: addg %ebx, $rax # Use %rax F| D| D| E| M| W
0x034: halt F| F| D| E| M| W
s ESESTERUSTIEMEMER Stall
Instructions in fetch and decode stages
n SEANSERIITIER Inject bubble into
execute Stage
AR Condition F D E M W
=5/(EFRER == == S8 IEE IEE
Load/Use Hazard stall stall bubble | normal | normal

— 145 - CS:APP3e



S TR ¥
Detecting Mispredicted Branch =%~

m stat |icode Cnd valk valA - dstE | dstM -

e valE
Execute
H stat | icode | ifun valC valA valB dstE | dstM | srcA | srcB
KR Condition & Trigger
D EINEEIR E icode = IJXX & 'e Cnd

Mispredicted Branch

— 146 - CS:APP3e



FEE RIS Control for Mispredic

# demo-7j.ys 1 2 3 4 5 6 7 8 9 10
0x000: xorqg %rax, frax = D E M| W
0x002: jne target # Not taken F D E M| W
0x016: irmovq $2,%rdx # Target F D
bubble LE|M|w
0x020: irmovqg $3, ¥rbx # Target+l F
bubble LD|E[M|W
0x00b: irmovq $1,%rax # Fall through = D E M| W
0x015: halt F D E M| W
KR Condition F D E M W
3 i = N
o STINER IER ahi:! ! IER IESE
Mispredicted Branch| normal | bubble | bubble | normal | normal
- 147 - CS:APP3e



& MHEE] Detecting Return o

m_stat ' data out m_valM

._ dmem_error
\ Data

memory

write
Memory Satain
_M_Cnd_ M_valE M_valA

m stat |code- Cnd - valE valA dstM -

e_valk

e dstE

Execute

H stat | icode | ifun valC valA valB dstE | dstM | srcA | srcB

KR Condition  (f§i& Trigger

Qb Eret IRET in { D icode, E_icode, M icode }

Processing ret

— 148 — CS:APP3e




iREHZE Control for Return

# demo-retb

s

b o

0x026: ret F Dl E|l M| W
bubble F|{ D| E| M| W
bubble F Dl E| M| W
bubble F Dl E|I M| W
0x014: irmovg $5,%rsi # Return F D E M| W

KR Condition = D £ M w

b Bret &= 8 135 13- 13-

Processing ret stall bubble | normal | normal | normal

CS:APP3e
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EPRSHE R Special Control Case

f&:ll Detection

KR Condition

& Trigger

LQbIret Processing ret

IRET in { D_icode, E_icode, M _icode }

XEL/(EHBPE Load/Use Hazard

E_icode in { IMRMOVQ, IPOPQ } &&

E dstMin{d _srcA, d srcB}

IR Mispredicted Branch

E icode =1JXX & 'e_Cnd

- 150

) Action (on next cycle)

Condition F D E M w
WHBret gi= S8 IEE IEE IEE
Processing ret stall bubble | normal | normal | normal
w5/ EAEE SIS 1= S8 IER IEE
Load/Use Hazard stall stall bubble | normal | normal
3 3ZFNEEIR 135 S8 Si IEE IEE
[Mispredicted Branch| normal | bubble | bubble | normal n&NETF




_\_;’\L’é':,

#I4A4& Control Combinations -

Load/use Mispredict retl ret 2 ret 3
M M M M M ret
E| Load E JXX E E ret E | bubble
D Use D D ret D | bubble | D| bubble

I t Combination A TI

Combination B

» {ER—/ 1 BISPREIHARTRES EEAYISIRIEN Special cases that can
arise on same clock cycle
HE& A Combination A

m P2 A% Not-taken branch
m Retig SENPZBIR ret instruction at branch target

H&B Combination B

n IESMAFEERI%rsp Instruction that reads from memory to
3rsp

-151-m [§ERret}§ < Followed by ret instruction CS:APP3e




Control Logic for State Changes

R B 4D Setting Condition Codes

# Should the condition codes be updated?

bool set cc = E icode == IOPQ &&
# State changes only during normal operation
!m stat in { SADR, SINS, SHLT }
&& W stat in { SADR, SINS, SHLT };

I ERIES] Stage Control
= thiz$IATEE SR Also controls updating of memory

# Start injecting bubbles as soon as exception passes
through memory stage
bool M bubble = m stat in { SADR, SINS, SHLT }

|| W stat in { SADR, SINS, SHLT };

# Stall pipeline register W when exception encountered
bool W stall = W stat in { SADR, SINS, SHLT };

- 152 -

Write

m stat ico-del

Execute

E stat | icode

Decode

u stat |icode
[
imem_ermor }
instr_walid |_ ........
Fetch




_\_[\L’{,

AR IESZRICPI CPI for PIPE o
CPIl~1.0

n BV EHEEIEN—5%1§SFetch instruction each clock cycle
n JIFEB AR IE—EIES Effectively process new

Instruction almost every cycle
RESFRMIESEIBSINFHIAIRIZEE Although each individual

instruction has latency of 5 cycles
CPI>1.0
s iR EEakEGE S Sometimes must stall or cancel
branches
1+&.CPI Computing CPI

s CEREPEHAZL C clock cycles
n IBITEREAYIESEYL | instructions executed to completion
n BEIFABNSESEEL B bubbles injected (C =1 + B)

CPl = C/l = (I+B)I = 1.0+ B/

-0 BEIFB/IFRFKIBRIFEIIET] Factor B/l represents averagepenalty
due to bubbles
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M CPUIRIT Modern CPU Design

Register
Updates

: Prediction
: OK?

Instruction Control
----- Address

Register
File

Operations

struction:

Operation Results

Executio
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FEY86-6415 3R | S RBIEM EHE SHUTITRPEATFMERAHESE ( ).
A EEsES,
B. E;ﬁg% I::./\_o

UC semmpesizs,

LD pesses,
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(KA BERS 13 F2E A/ Optimization Blocker: Procedure Calls =

K IS T AP EaTFstrien FME? /Why couldn’t compiler move strlen
out of inner loop?
» SRR Re B RIER/Procedure may have side effects
« BREARIMEEBIAE/Alters global state each time called
» N EHFNESEERREIZEERB]BEAE/Function may not return same value for
given arguments

- (KIS TFEFIRZ/Depends on other parts of global state
= [ JFElowerB] 85 strlenBEAB{ER/Procedure 1ower could interact with strlen

m Warning:

" RIRESII TR A FEMEER/Compiler treats procedure call as a black box

= R/MEL{/Weak optimizations near them Eizal i ianenth=ho)
m Remedies: ?ize_t strlen (const char *s)

" GCC-O1BNMEAR{L{L/Use of inline functions size t length = 0;

= GCC does this with —01 Whiles+(:;s l‘;gg&: {
— Within single file }
= EEFIFBEIAIE/Do your own code motion izzzzz I:n;f__g?th;
}
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(RALPERS : AT=ERI2 /Optimization Blocker: Memory Alﬁ'u

m BlJ&&/Aliasing
* BNAERIEEHERE/3 | BE—MME/Two different memory

references specify single location

CESEMmIREU/Easy to have happenin C
« IFHEIETE/Since allowed to do address arithmetic

« EERHIRJFELSHE/ Direct access to storage structures
» O] EE(EFHEERES&/Get in habit of introducing local variables

- [EEERERETR /Accumulatlng within loops
« LUXFP ST S AdmIR s AR MBI/ Your way of telling

compiler not to check for aliasing
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H At /Basic Optimizations =

void combined (vec ptr v, data t *dest)

{
long 1i;
long length = vec length(v);
data t *d = get vec start(v);

data t t = IDENT;

for (1 = 0; 1 < length; 1i++)
t =t OP d[i];

*dest = t;

m Fvec_lengthFBHTEIR/Move vec_length out of loop

s BMMECEIRIDFRFEE/Avoid bounds check on each
cycle

s ([FHIGEHTEHITRFR/Accumulate in temporary
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&R EEFF/Loop Unrolling (2x1)

{
long length = vec length(v);
long limit = length-1;
data t *d = get vec start(v);
data t x = IDENT;
long 1i;
/* Combine 2 elements at a time */
for (1 = 0; 1 < limit; 1+=2) {
x = (x OP df[i]) OP d[i+1];
}
/* Finish any remaining elements */
for (; 1 < length; 1i++) {
X = x OP d[i];
}

*dest = x;

void unrollZ2a combine (vec ptr v, data t *dest)

s BNEEEEE R I{E/Perform 2x more useful work per iteration
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s _f\‘q“c_ =
K.\.
-

BIAEHSEIEENES/Loop Unrolling with Separate Accumulators (2x2¥

void unrollZa combine (vec ptr v, data t *dest)

{

long length = vec length(v);
long limit = length-1;
data t *d = get vec start(v);
data t x0 = IDENT;
data t x1 = IDENT;
long 1i;
/* Combine 2 elements at a time */
for (1 = 0; 1 < limit; 1i+=2) {
x0 = x0 OP df[i];
x1l = x1 OP d[i+1];
}
/* Finish any remaining elements */
for (; 1 < length; 1i++) {
x0 = x0 OP df[1i];
}
*dest = x0 OP x1;

m HassociationA\[G)/Different form of reassociation
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SIMD SIMD Operations S
; ‘P1E/' F) I :=Iip=='

B SIMDI{E: BEZXSE/SIMD Operations: Single Precision
vaddsd $ymmO, %ymml, $ymml

SymmO

j@\j@\j@\j@\j@\.:@\:@\:@\]%m

B SIMDIE: XFSE/SIMD Operations: Double Precision
vaddpd S$ymmO, 3%ymml, 3ymml

%ymmO

N\ N\

A A ;®\ ;@\

Symml
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Bl

= i

B

124)y = x * 33 o]

y=x<<6-1
y=X<<5+X
y:x<<32+1

y:x<<5
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{5llER3 ——
s FlEER

IS 2 BSBTHERN— N D N2 X0EERIINSE RIS EM, FlliEx = x OP d[i] OP d[i+1{&X X = x
OP (d[i] OP d[i+1]), HiEeE=BaFTERNZRABISSRIZILK.,

I
O 3

R =
=]

s FXR: 16, RESRASWFRBEIZMN
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fBH15 el ATE/Random-Access Memory (RAM) ——

s EBJF/Key features

= RAMIBEERIIELA

» HEATFHEEITTE—cell (B cell@— bit) Basic storage unit is
normally a cell (one bit per cell).

= ZRAMIG FFAR— N ATFE/ Multiple RAM chips form a memory.

s RAMBFFHZEBY/RAM comes in two varieties:
= SRAM FESRAM/SRAM (Static RAM)
= DRAM ZNZSRAM/DRAM (Dynamic RAM)
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(EFcPUFIRTEZBBI B EZS S/ Traditional Bus Structure Connecting ¥
CPU and Memory

s SEE—EATHATFEELE, SEFEFIESSE/Abusis

a collection of parallel wires that carry address, data, and control

signals.
n BB ERZMEEHER]/Buses are typically shared by multiple
devices.
P D e
Register file
—
ALU

' System bus Memory bus

| /0 Main
Bus interface < > bridge < > memory
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|/O:E\g£/ |/0 Bus

CPU chip

Register file

ALU

§System bus

Memory bus

—
memory

HHAF>

. /O
Bus interface bridge
l ‘ \ ‘ /O bus \ ‘
USB Graphics Disk
controller adapter controller
Mouse Keyboard Monitor i

Expansion slots for
other devices such

as network adapters.
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Bl % /Locality

n [SlakE[RIE/Principle of Locality: $Z2 B {iRF{E IR
sk & Ex (E RIZ RYZNEFNHE S /Programs tend to use
data and instructions with addresses near or equal to
those they have used recently O

n BdBIEiEE/Temporal locality:
* A(ERRIEIRENTAIR RS S5 /Recently referenced

items are likely to be referenced again in the near future

C 2
n F[a)Elak %/ Spatial locality:
» BEPHIEIESTE—ERBY I —iE2131a)/Items with nearby

addresses tend to be referenced close together in time
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CacheE %S /General Cache Concepts —

B BRR BR, EFT7—EoR/

Smaller, faster, more expensive
Cache K 9 10 3 memory caches a subset of
the blocks
FURLAR A BRALH T &
10 /Data is copied in block-sized
transfer units
Memor 0 1 2 3 Ejl B8, BEEENEFHRS
Y Y
4 > 6 7 Larger, slower, cheaper memory
3 9 10 11 viewed as partitioned into “blocks”
12 13 14 15
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CachefinHA/General Cache Concepts: Hit ——

S TS0 A
quest: Data in block b is needed
Cache 8 9 14 3
b freache B ot/
Block b is in cache:
Hit!
Memory 0 1 2 3
4 5 6 7
8 9 10 11
12 13 14 15
O 000000000000 O0COCGFOO OO
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CacheZx5K/General Cache Concepts: Miss

Cache

Memory

Request: 12

8 12 14 3
12 Request: 12

0 1 2 3
4 5 6 7
8 9 10 11
12 13 14 15

l’\q‘g

e T
g s

i /
- r//

1

g

o] I

Data in block b is needed

B fffcacheA: FFE! /

Block b is not in cache:
Miss!

M AIFFIIE R/
Block b is fetched from

memory

175 {7 TEcache 7/

Block b is stored in cache

- I ESRA%Placement policy:
IRTEDITEWER /determines where

b goes
« BTk Replacement policy:

IREHEHR M A /determines

which block gets evicted (victim)
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CacheZE5<Z5BY /General Caching Concepts: =

Types of Cache Misses

n 2BEIESL/Cold (compulsory) miss
» SEIMELEERSINIFFIECache 221/ Cold misses occur because the cache is
empty.
m HSEELS/Conflict miss
" KZ#Cachelgk+ 1 ERIEHBIRIRETEIWEE /N— P EE S MR E /Most

caches limit blocks at level k+1 to a small subset (sometimes a singleton) of the
block positions at level k.

- Ba0k+ 1 ZERISAHEIRETEIKE (i mod 4) BYMVE
= E.g.Blocki at level k+1 must be placed in block (i mod 4) at level k.
= LRSI EIKERNE— MU ERFEHIPSS/Conflict misses occur
when the level k cache is large enough, but multiple data objects all map to the
same level k block.

= 54035508)0,8,0,8,0,8Ft =R S8 Cache ESL/E.g. Referencing blocks 0, 8, 0,
8,0, 8, ... would miss every time.
m BEEI/Capacity miss
» EEKERAYCachetR A/ N AKTF-Cache BERTS SR FELL/Occurs when the

set of active cache blocks (working set) is larger than the cache.
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CacheZHZR4EFE General Cache Organization (S, E, B)

S = 2% sets <

E = 2¢ lines per set

A

\)

tag

B-1

1

valid bit

7

Cache size:
C =S x E x B data bytes

B = 2P bytes per cache block (the data)
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CacheifEE¥E4E Cache Read

E = 2¢ lines per set

* Locate set =

* Check if any line in set
has matching tag
* Yes + line valid: hit

p A * Locate data starting
r at offset
o0 00
Address of word:
oo t bits s bits | b bits
o —
S=2°sets 4 oo tag set block
index offset
0 000000000000 OCOCEOGEOGEOGEOGEOEOSO®OOSOSOO
o0 00
\.
data begins at this offset
Vi tag 1 2 ...... B-1
valid bit ~— —

B = 2P bytes per cache block (the data)
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Cache5#24E What about writes? e

s ZFUBEEIZA Multiple copies of data exist:
= L1, L2, L3, Main Memory, Disk

s SR UnJ4ME? What to do on a write-hit?
» 51F (BEEEAANTFE) Write-through (write immediately to memory)

» SO (B 5(E]) Write-back (defer write to memory until replacement of
line)

- FEFEFECF{SFRR Need a dirty bit (line different from memory or not)

0 %%*Hj!l[lﬁl_ B? What to do on a write-miss?

S9h0 (EzgHCache/51H1TEHT) Write-allocate (load into cache, update
Ime in cache)

« WNERFEABE SRERTELEYF Good if more writes to the location follow
» EESE (BEESARNTFE, A~2EF;) No-write-allocate (writes straight to

memory, does not load into cache)
o JE.%" IH§ Typical
17 + IE5BE Write-through + No-write-allocate
0 EIEI + 599f¢ Write-back + Write-allocate
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Cache®8E1 It Cache Performance Metrics —

m EIZE Miss Rate

H1ES | i B ECache I EIAIELER Fraction of memory references not found in
cache (misses / accesses)

=1 — hit rate
" 1BFEHICacheELLER Typical numbers (in percentages):
= 3-10% for L1
= LR2BEIRER/N, fKEfiCache K\ can be quite small (e.g., < 1%) for L2, depending
on size, etc.
s ApAPEB] Hit Time
= MCachefTZEISMEEEAYATE] Time to deliver a line in the cache to the processor

- AIEFIETCache 25 a5RYAT(E] includes time to determine whether the line is in
the cache

= 1B FHYATE] Typical numbers:
« L1 Cache 4NET$H/EER 4 clock cycle for L1
= L2 Cache 10 ETEREIER 10 clock cycles for L2

n EELFFiE Miss Penalty
 ESEFEEAMIBTE] Additional time required because of a miss

- FEFR9IHIRIEHEAS0~200 typically 50-200 cycles for main memory (Trend:
increasing!)
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BUEE MBI b AR S S =E)
MR ES ERILT

HF—5BB8Hhi/NMeFT (B=16)
EEFMEEIERINE ().

FEE—IN PR
Q Xt FOr(|=O;|=:1 6;|++}{
O For (j=0;j<16;j++){

total_x+=grid[i][j].x;
total_y+=grid[i][j].y;
1}

O AL Z:\ﬁ‘EP%ESD%.,

BihsEAh
0 C s 128R,
0D

COEEF2560R,

, 1024 RIS EIRSIEIEE a8 L |
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EHARIBEIRE (181R) /Three =
Kinds of Object Files (Modules)

s OJEE(BIRX{E/Relocatable object file ( . o file)
» HohpyCRBF ISR LRI E e BB Bin X F—H e 2 AT T B R

{4 /Contains code and data in a form that can be combined with other
relocatable object files to form executable object file.

« BN oSUEM—INERE IS .c3K18/Each . o file is produced from
exactly one source (. c) file

s O TTE#R3{4/Executable object file (a . out file)
= HopyUABFIEEE ] LA EEE I 2 AZH#11T/Contains code and data

in a form that can be copied directly into memory and then executed.
s HEB#R3%/shared object file (. so file)

= SERRTEEMBRNE, seLATEINEBTSE IE TR REHREHT
SN7S5EYE /Special type of relocatable object file that can be loaded into
memory and linked dynamically, at either load time or run-time.

* Windows_EJBEFR TN 5EEZE/Called Dynamic Link Libraries (DLLs) by
Windows
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ELFE#RSZ{HHETE/ELF Obiject File Formatig=

m  ELFSL/EIf header
= RN FERIRRE. SOESEEY. HB3SREY%E /Word size,

byte ordering, file type (.0, exec, .so), machine type, etc. 0
. ELF header
m  EZSL3E/Segment header table
= AN EEHUBHEPITRRR(TS). BRAV/IVPage size, virtual SR IEEEEr il
addresses memory segments (sections), segment sizes. (required for executables)
m .textT/.text section . text section
" fUB3/Code .rodata section

m .rodataP/.rodata section
»  CUSEHUE: BIEESER,../Read only data: jump tables, ...

m .dataTs/.data section

.data section

.bss section

= BB LBEEEE/ Initialized global variables .symtab section
m .bssT3/.bss section .rel.txt section
" RUIBHAIEBZTE/ Uninitialized global variables _rel.data section

=  “Block Started by Symbol”
= “Better Save Space”
= AREWEFEZ[E]/Has section header but occupies no space

.debug section

Section header table
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HERZRRZSHERZ FE/ Linking with Static L
Libraries =

addvec.o multvec.o

| |

main2.c vector.h Archiver

| o

Translators | o _
(cpp, ccl, as) libvector.a libc.a Static libraries
Rzloca;a;bh‘ainz o addvec .o prJC'.’nItf . o” a;;l any c_)the;
object files \ modules called by printf.o
Linker (1d)
prog2c Fully linked

executable object file

“c” for “compile-time”
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HEHESSCEEAUERAINN /) inker’s Symbol RGTe&

s #l1: AARFBZ /I ETFS/Rule 1: Multiple strong symbols are not
allowed

» BPMFSRAFHTEN —IK/Each item can be defined only once
= A& HI5EEEsE1=/Otherwise: Linker error

s #i02: HE—EGSHS/EEFSH, 1®EEfFS/Rule 2: Given a

strong symbol and multiple weak symbols, choose the strong symbol
= XJEERTSHYS | BT ERTSHYS | F3/References to the weak symbol

resolve to the strong symbol

n 3. HESA/BEGSH, mEEAB{ES— 1 /Rule 3: If there are

multiple weak symbols, pick an arbitrary one

= OLUEBIdgec —fno-commonfETE/Can override this with gcc —fno-
common
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Nz BE 1 TS/ Dynamic Linking at Load-time¥

unix> gcc -shared -o libvector.so \
addvec.c multvec.c

Translators /
(cpp, ccl, as) libc.so

main2.c vector.h

l libvector. so
E'EE_/-"E main2.o Relocation and symbol
XA table info
Relocatable
object file Linker (1d)

l

BREEHTHITE  rogal

trX A/ Partially
linked l
executable object file
Loader libec.so
(execve) libvector.so

l Code and data

PIFRTEFEIEZAI AT T !

X f#/Fully linked Dynamic linker (1d-1inux. so)
executable

185
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FTtE B/ Interpositioning Recap =

n §HiERY/Compile Time
= Apparent calls to malloc/free get macro-expanded into calls to
mymalloc/myfree

s 5EIERS/Link Time

= Use linker trick to have special name resolutions

= malloc 2 __ wrap_malloc
= _ real_malloc = malloc

n JNE/1Z17H/Load/Run Time

= |mplement custom version of malloc/free that use dynamic linking
to load library malloc/free under different names
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PICERIZ0RE ==

Data segment Data segment
Global offset table (GOT) Global offset table (GOT)
GOT[0]: addr of .dynamic GOT[0]: addr of .dynamic
GOT[1]: addr of reloc entries GOT[1]: addr of reloc entries
GOT[2] : addr of dynamic linker GOT[2]: addr of dynamic linker
GOT[3] : 0x4005b6 _# sys startup :
GOT[4]: 0x4005c6 # addvec() |
GUI D] : Ux4005d6 # primti()
Code segment Code segment
@ callg 0x4005c0 # call addvec() callq 0x4005c0 # call addvec()
Procedure linkage table (PLT) @ Procedure linkage table (PLT)
# PLT[0]: call dynamic linker # PLT[0]: call dynamic linker
4005a0: pushq *GOT[1] 4005a0: pushq *GOT[1]
4005a6: jmpq *GOT[2] »(4) 4005a6: jmpq *GOT[2]
@ _J—HH;&H-.—eeaH—add-nv(,‘ # PLT[2]: call addvec()
@ [o8e% impa _*GOT[4] %! 4005c0: jmpq *GOT[4] » (2
E 4005c6: pushq $0x1 4005c6: pushq $0x1
4005cb: jmpq 4005a0 4005cb: jmpq 4005a0
(a) First invocation of addvec (b) Subsequent invocations of addvec

Figure 7.19 Using the PLT and GOT to call external functions. The dynamic linker resolves the address of
addvec the first time it is called.
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{HllER1
a JBRE:

MU SIRE, B ENERT.

int x; double x;
int y; p2() {}
pl() {}

FEE—IN

O 3¢
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follz&2 ot
. JUBRE:

PR iRENREEEmiInedZB X T libfunfiE N,

unix> gcc -L. -lmine libtest.o
libtest.o: In function "main':
libtest.o(.text+0x4) : undefined reference to "libfun'

PEE—IN:
O
O %

m 32§58, libtest.oNiIZBI{EBIH
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{HllER3 ——

4] B °
m FliTRR :
AST e — A RIS BB 53— A xRS S EASRX,

PEE—IN:
O 3

Y B
38

n EFE: {5, SFSEENEREENH
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i
ST / Exceptional Control Flow ==

n FEZERIITANEIR / Exists at all levels of a computer system
n {KEX#N# / Low level mechanisms
= 1.5E / Exceptions

- NNERRGESHREEEHIR (FIa0, REPREHEE) / Change in

control flow in response to a system event (i.e., change in system state)

« FEEFNOSER{GHZHE LI / Implemented using combination of hardware
and OS software

n  SEIXRHNE/Higher level mechanisms
» 2 HFR TSR / Process context switch

« FRSBETERFOOSERMASCEL / Implemented by OS software and hardware
timer

= 3 {55 Signals
« OSE4SCH / Implemented by OS software

= 4. JESERHkEL / Nonlocal jumps: setjmp () and Longjmp ()
« C@{TATEESCI/Implemented by C runtime library
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SE5E (Hl/Asynchronous Exceptions (Interrupts) g

0 EIEMLIEE%G’I\*IZE#FEI#_/Caused by events external to the processor
» BT RESAY T EIZS H/Indicated by setting the processor’s

interrupt pin
= hAMERERIREIEH{T F—538< /Handler returns to “next”
instruction

n Zf5l/Examples:
= BFEPERRT/Timer interrupt
= KAYJLEFD, SPERETERSHfhAZ/Every few ms, an external timer

chip triggers an interrupt

= B HINRM B PR #%/Used by the kernel to take back control

from user programs

= HNEBIZESAYI/05H/ 1/0 interrupt from external device
. %E@)\Ctrl-C/Hitting Ctrl-C at the keyboard
2R AR B E X/ Arrival of a packet from a network
T]?Z ZEZX/Arrival of data from a disk

193



/

&
&

I__IJ» & /Synchronous Exceptions =

TSNS EE Y/ Ccaused by events that occur as a result of
executlng an instruction:
= JGA/FEH Traps

= A J9BY/Intentional

- fflan: RFEERA. iR, 157RIE<$ 3/ Examples: system calls,

breakpoint traps, special instructions
- HRE T —5%35< /Returns control to “next” instruction

AXIE Faults
» AREEREERAEIERD]IRE /Unintentional but possibly recoverable

NLYZ

15]9” ﬁ)\#%\ {%]:FE%\ I?/\\\#%/Examples page faU|tS
(recoverable), protection faults (unrecoverable), floating point exceptions

« EFHITEE R LM T/Either re-executes faulting (“current”) instruction
or aborts

. Z8/F Aborts
- AENE B AT E /Unintentional and unrecoverable

- Glg0: IBEEFIES. RELEIR. Vs8t@E&/Examples: illegal instruction,
parity error, machine check

- &R IFEIFEREH{T/Aborts current program
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1HFE/Processes

E X : HIEEIEEFRIETTAISEHI/Definition: A process is an
instance of a running program.

* IFEIRIZEREZAIEEZ—/0ne of the most profound

ideas in computer science

» 5EFEFMIEESANE]/Not the same as “program” or

“processor”

HIZABMEFIRE T AN KSR /Process provides each

program with two key abstractions:

» ZiglE# 7/ Logical control flow

- B MEFRERFRIM S CPU/Each program seems to have exclusive use
of the CPU

- ISR _E TS24 /Provided by kernel mechanism called
context switching
» F\EHHES/E] /Private address space
« BMEREREIRIM G FFZE)/Each program seems to have

exclusive use of main memory.

» RAETIFRIEILARTE/Provided by kernel mechanism called virtual
memory

Memory

Stack

Heap

Data

Code

CPU

Registers
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H A HFE/Concurrent Processes o
s BPMHIEEER—MZiIEETR/Each process is a logical control
flow.

n APMEHEHARETUIRERE _LEES/Two processes run
concurrently (are concurrent) if their flows overlap in time
s BNRIRERT1T/Otherwise, they are sequential

s B0 (EBE/MZLEIETT) /Examples (running on single core):
" Concurrent: A& B,A&C
= Sequential: B&C

Process A Process B Process C

Time
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ET3z]]#/Context Switching e

s HIEEHEEREFZAZEIER/Processes are managed by a shared

chunk of memory-resident OS code called the kernel

" B AZAR— MR AHE, MEFARLEHEN—EDIETT

Important. the kernel is not a separate process, but rather runs as part
of some existing process.

n _ETFUNEEIESTRMA— P EE5E] 55— 3#E2 Control flow

passes from one process to another via a context switch

Process A Process B

I
I
1
1
I
: user code
|

kernel code } context switch
Time user code

kernel code } context switch

|
|
|
|
|
I
: user code
|

|
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fork#fjll/ fork Example =

int main()

{

pid_t pid;
intx=1;

pid = Fork();
if (pid ==0) { /* Child */

printf("child : x=%d\n", ++x);

}

exit(0);

/* Parent */

printf("parent: x=%d\n", --x);

exit(0);

fork.c

linux> ./fork
parent: x=0
child : x=2

—XiEAR, AXRMm]/call once,

return twice

F A 1T /Concurrent execution

" ABEFUAIHFEFNFHIZ Z [BIRYHA
17)lE/Can’t predict execution order
of parent and child

SR BEEMZRIMENEESE)
/Duplicate but separate address
space

" forkBIxAERE1/x has a value of

1 when fork returns in parent and
child

" REXIXHVEERRIRIZAY
/Subsequent changes to x are
independent

HE=FTHAISZ4%/Shared open files

+ otdi TR R —
FERY/ stdout is the same in both

parent and child
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(B IEEEIRfork /Modeling fork with Process e

Graphs

Ay

) €

HEEI R A HAZREFPIEARRXRZABREIE/A process graph is a

useful tool for capturing the partial ordering of statements in a concurrent

program:

BN E—T™MEMA)/Each vertex is the execution of a statement
a -> b FTKRafEbZBUAE/a -> b means a happens before b

MAET LA R EEESE T E1H 1 TinE/Edges can be labeled with current
value of variables

print f PR LR F Houtput /print £ vertices can be labeled with
output
B MEBFET RIZE NIA/Each graph begins with a vertex with no inedges

BRI HEFERI R — nI 1 TRI2 B/ Any topological sort of the

graph corresponds to a feasible total ordering.

ERETRZERNBMNEISEA/Total ordering of vertices where all edges
point from left to right
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HIZE A4 /Process Graph Example

int main()

{
pid_t pid;
intx=1;

pid = Fork();
if (pid ==0) { /* Child */
printf("child : x=%d\n", ++x);
exit(0);
}

/* Parent */
printf("parent: x=%d\n", --x);
exit(0);

fork.

child: x=2

— > Child
printf exit
X== parent: x=0
® >® »® Parent
main for printf exit
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LinuxiHEFEM /Linux Process Hierarchy ==

Login shell

Login shell
Child

ER: AL H pstreefr 4

A A Linux R St ) 3EAE Y/
@ @ Note: you can view the

hierarchy using the Linux

pstree command

‘e
e
.
.
ey
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A] PAF] FHECFA#Z L /ECF to the Rescue! ==

n FRRTER: REEHF/Solution: Exceptional control flow
» RARAEEHEG RS TIRTIE £ IR RAEFHREEERR(1/The kernel

will interrupt regular processing to alert us when a background process
completes

. UnixRZF X FREERITE 212 /In Unix, the alert mechanism is
called a signal
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&5 /Signals
. (5B R AROEA ARSI B AR E RYS R T /A signal s

small message that notifies a process that an event of some type has
occurred in the system
U TF B EFNFRT/Akin to exceptions and interrupts
HRZAIEE— AR (BETEIRIES—EHERNEK) Sent from the
kernel (sometimes at the request of another process) to a process
=SR9ZEBIEH1-3089/ 2Bk R /Signal type is identified by small integer

ID’s (1-30)

&
‘:“N:"j
-

g

SEHE—EEMBX N IDLAN S E1AZIRYEESL/Only information in a signal
is its ID and the fact that it arrived

ID

11
14
17

Name Default Action
SIGINT Terminate
SIGKILL Terminate

SIGSEGV Terminate
SIGALRM Terminate
SIGCHLD Ignore

Corresponding Event
FH F i A\ctrl-c/User typed ctrl-c

NICREST (ASHETE o2 B 2% ) Kill program (cannot
override or ignore)

B 1% /Segmentation violation
845 5 /Timer signal
FEFE(E 1F B 2 11 /Child stopped or terminated
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EE5ME: RiZ—IE5/signal Concepts: =
Sending a Signal
s ARGEEFEH B RN RERESRRIE —ME 5% Binidt
F&2/Kernel sends (delivers) a signal to a destination process by
updating some state in the context of the destination process

s AZRZESEHTUTEREF K —4/Kernel sends a signal

for one of the following reasons:
= RIZTNE PR EEREE FHIER IEE R R4 /Kernel has detected
a system event such as divide-by-zero (SIGFPE) or the termination of a
child process (SIGCHLD)
= ZI—THERA T LIRFRAARINEKAZRE—MESEB T
HFE/Another process has invoked the kill system call to explicitly
request the kernel to send a signal to the destination process
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k\‘.\h/
E5MES: BI—/E 5 /signal Concepts: e
Receiving a Signal
s BRHEREUE SR BT R ARG A 5 B &M R b

/A destination process receives a signal when it is forced by the kernel to
react in some way to the delivery of the signal

o Tﬁﬁ‘]ﬂﬁ}i\Zﬁﬁ/Some possible ways to react:

4

» ZREASS ((HABAMR) /lgnore the signal (do nothing)
. !f.lt,lﬁ_—r (B] LU S E4%4%) /Terminate the process (with optional
core dump)

AR RESU BRI S S HTLE/Catch the signal by executing a

user-level function called signal handler

- FUT R FELIERERS F LRI/ Akin to a hardware

exception handler being called in response to an asynchronous interrupt:

(1) #FEZNK TS (2) 2 HIF E 4 15 5 40 P FE/7IControl passes
/Signal received by lourr 4 to signal handler
process | l (3) 12 B4
/s 1T
(8) 17 SL R /7R NG AT T —575% /Signal
/Signal handler ! handler runs

returns to
next instruction 205
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C ./

%%w@ FAE B FE %’g;ﬁ(]{%‘%/Signal COHCE&

Pending and Blocked Signals

D& RIEHREHHEEEHIE S LT HERIRZE/A signal is pending if sent but not
yet received
»  (HFERERESSRZE— N E#CHY/There can be at most one pending signal of any
particular type

» BHE: (S5AHEBA/Important: Signals are not queued
- MIBENHEE M RBEAMIESER, FerGZHiENEAESHERN
#/If a process has a pending signal of type k, then subsequent signals of type k that
are sent to that process are discarded

— /MRS B 22 EE APy 2 5 BUE S K4 L/A process can block the receipt of

certain signals
= Blocked signals can be delivered, but will not be received until the signal is unblocked

BEIME SR ZHER—K/A pending signal is received at most once
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E5M&: HEag/FHZEAr/Signal Concepts: =
Pending/Blocked Bits

s WEESANHRER LT X4 — MR A ZE R R & /Kernel

maintains pending and blocked bit vectors in the context of each
process
= (R BRIERNIGESES /pending: represents the set of pending signals
- IARIEX T RSRERESITRRIRE BN ELFFAL/Kernel sets bit k in
pending when a signal of type k is delivered

- SRBNESHEEREE R ARSI EKEUIFALEZS/Kernel clears bit k in
pending when a signal of type k is received

= BHZE: FTRPAERISSEES /blocked: represents the set of blocked signals

« BJLAEsigprocmask 1&ETE SR/ Can be set and cleared by using
the sigprocmask function

- HBFRASEIEEY/Also referred to as the signal mask.
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B 5 A FEF /Installing Signal Handlers ==
n  RESignallZ S 5 signumXt M ERIA 1T 4 /The signal function modifies

the default action associated with the receipt of sighal signum:
" handler t *signal(int signum, handler t *handler)

m H] BERYIL TN /Different values for handler:
= SIG_IGN: ignore signals of type signum/ZB&signum=EEFNSS
= SIG_DFL: revert to the default action on receipt of signals of type signum/$#ZEZEsignumE
BN (S SRR ASIELIE
= BNlhandlerE BFR(SS4MIBFEFRIELE/Otherwise, handler is the address of a user-
level signal handler
»  HERIEKEIZERY TsignumBY S SAT1E A/ Called when process receives signal of type
signum
« FRALE(SEAIEFERR/Referred to as “installing” the handler
« KT S S IERERRFR/I/Executing handler is called “catching” or “handling” the signal
. EENEREER, B AR E SRR TS When the

handler executes its return statement, control passes back to instruction in the control
flow of the process that was interrupted by receipt of the signal
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(55 BB FFIEAH RIEHIF K F— B /Another =

View of Signal Handlers as Concurrent Flows

I
Process A 1 Process B
I
I
v I :
55 RIBEHEA —> |y : user code (main)
. . .
Signal delivered ] ol } context switch
to process A
user code (main)
kernel code } context switch

59 I AEARY —>
Signal received
by process A

user code (handler)

kernel code

user code (main)
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5 ZEATIEF FIIR 7 /Guidelines for Writing e o

Safe Handlers
GO: I A BRFE Pk 5] BA R 1T /Keep your handlers as simple as possible

= Flgn, wEEBfRCEIRE]/e.g., Set a global flag and return
RAAH RS ZERE S B R E/Call only async-signal-safe functions in
your handlers
" printf, sprintf, malloc, and exit are not safe! /IXLEERALZ S
G2: FEAFIIB H B - FFerrno/Save and restore errno on entry and exit

= So that other handlers don’t overwrite your value of errno
G3:Ii B} L AT ﬁﬂﬁﬁ%lﬁ By fﬂéﬁﬁﬁ%m/ Protect accesses to shared
data structures by temporarily blocking all signals.

= B R BERYREIA/To prevent possible corruption
G4: ¥4 R & = B fiLvolatile/Declare global variables as volatile

" R ERER S E B TEST RS /To prevent compiler from storing them in a register
G5: K& JHrie 75 B Avolatile sig_atomic_t / Declare global flags as
volatile sig atomic t

" FlagRiEEgH 'E_;'EI’J""‘g/flag variable that is only read or written (e.g. flag = 1, not flag++)

R A EBRNTEAEEGEM BT EARERIP/Flag declared this way does

not need to be protected like other globals

210



&
—

R N Ry e

1

int ccount = 0;
void child_handler(int sig) {

/Correct Signal Handling l‘

int olderrno = errno;

pid_t pid;

if ((pid = wait(NULL)) < 0)
Sio_error("wait error");

ccount--;

Sio_puts("Handler reaped child ");

Sio_putl((long)pid);

Sio_puts(" \n");

sleep(1);

errno = olderrno;

} whaleshark> ./forks 14
Handler reaped child 23240
void fork14() { .
oid t pid[N]; Handler reaped child 23241
inti;
ccount = N;

Signal(SIGCHLD, child_handler);

for(i=0;i<N;i++){
if ((pid[i] = Fork()) ==0) {
Sleep(1);
exit(0); /* Child exits */
}
}

while (ccount > 0) /* Parent spins */

7

forks.c

s FHENESEPHBR

/Pending signals are not

queued

" NENMESRE, RA—
MUFERIMREEEI(E
SHEF/For each signal
type, one bit indicates
whether or not signal is
pending...

" AltBMRZE— 1 ER
BY{SS/...thus at most one
pending signal of any
particular type.

n AT DU RS S XS4
T, Flinr#ELIE

£ /You can’t use signals
to count events, such as
children terminating.
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o
3k 5 B Bk#: /Nonlocal Jumps: setjmp/longjmp ~ge—

s CREERERIMERMERRAR (EERBER) H P &L /Powerful (but

dangerous) user-level mechanism for transferring control to an arbitrary location

SRR call/returnFRIAY S =,/ Controlled to way to break the procedure call /
return discipline

" EFEEPEIRERS S A /Useful for error recovery and signal handling

m int setjmp(jmp buf j)
" PVTElongjmpZ BUYEFE/Must be called before longjmp
= S ELEIongimpIT AR BB/ Identifies a return site for a subsequent longjmp
» —RFER, IRE—IXE& % /Called once, returns one or more times

m  3SEI/Implementation:
= BdEEFRE LT, HEIEEIPCEZFMEEimp_bufPISEZHRIUE

/Remember where you are by storing the current register context, stack pointer, and
PCvalue in jmp buf

= j1R[B]0/Return O
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>
E T EMAFRNFEEILH]/VM as a Tool for Memory ——

Management
K E: BN HES 8 2 ERIHbE T 8] /Key idea: each process has its own virtual

address space

» BREEMBEREIZIEZZE/ 1t can view memory as a simple linear array
»  BRETRRECIG IS BRI IR A FH/Mapping function scatters addresses through physical

memory
«  IFRYBRET RRESSIR S B4 /Well-chosen mappings can improve locality
PR f R © Ho1l-F #/Address o |
Z5/E]/Virtual Y translation %ﬁi’_ﬁl!ﬁfﬁ—f’/ﬂ
Address Space for 5 \) 553 /Physical
Address
Process 1:
Space (DRAM)
N-1
g, REEmER
Anl @/(e.g./, read-only
ﬁfﬁﬁ%ﬁféﬁﬁfzﬁ 0 library code)
Z5/A]/Virtual — —> PP8
Address Space for VP 2
Process 2:

N-1 M-1
216



eI L BE

VIR \

RN /Simplifying Linking and Loading #

Memory
Kernel virtual memory :jnsve':'f;z:o
J %%/Linking User stack

- EMEREE AR S ] (created at runtime) e
/Each program has similar virtual l (;tacli)(
address space pointer)

- RFD. HUEFIHERE AR !
¥5/Code, data, and heap always start at Memory-mapped region for
the same addresses. shared libraries

m % /Loading

" execveT=N.textf].dataf®y T brk
REATOIRRFRCR, e Run-time hes ‘_
18473E%/execve allocates virtual (created b lf )
pages for .text and .data sections & createdbyma’_oc

. . A

creates PTEs marked as invalid Read/write segment Loaded

= textf.data PR EREVIRNFERS (.data, .bss) from
¥ZEF21RY/The . text and .data » the
sections are copied, page by page, on _ R_ead-only S e.xecutable
demand by the virtual memory system (.init, .text, .rodata) file

0x400000 ’
Unused
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Y:;J%?
LT B3l N R N R HLE] /VM as a Tool for Me@
Protection

. NI RIEFHITY B INAR L /Extend PTEs with permission bits
s MMUZESEN WA BB E /MMU checks these bits on each access

\

Physical
Processi: SUP READ WRITE EXEC Address Address Space
VP O: No Yes No Yes PP 6
VP 1: No Yes Yes Yes PP 4
PP 2
VP 2: Yes Yes Yes No PP 2
. PP 4
{ ]
PP 6
Process j: SUP READ WRITE EXEC Address g
VP 0: No Yes No Yes PP9 / —| pp9
VP1:| Yes Yes Yes Yes PP 6
VP 2: No Yes Yes Yes PP 11 —> PP11
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&

HihEEH%: BT FWr/Address Translation: Page Faulte™

Exception
jm—— === == > Page fault handler
| (4
|
|
| (2 J\/L
CPU Chlp I PTEA Victim page
" ’ o
CPU VA 5 mMmu  |e—PTE Cache/ ,
Disk
0 e Memory

New page

1) AR 23K BB L HE & 25 MMU/Processor sends virtual address to MMU
2-3)MMU M P A7 R 1 T2 2 B H TR0 3%/ MMU fetches PTE from page table in memory
4) H{EVEAT OB MMU & B DT Hp B 5525 /Valid bit is zero, so MMU triggers page fault exception

5) i AN AR P R B — 4 T (U SR AE TN S [R5 A% /Handler identifies victim (and, if
dirty, pages it out to disk)

6) S AbFEFE e DL T I 5 387 UK 0 5% /Handler pages in new page and updates PTE in memory

7) i AL BEAR e aR [] iR 3 A R T ) 78 4 B8 P47 /Handler returns to original process, restarting
faulting instruction
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TLBZEZ2/TLB Miss

CPU Chip
TLB a

a PTE
VPN

VA PTEA

> >
CPU MMU Cache/
3 s| Memory

Data

(6
TLBEREEH —NPIIINF N, Eial2, TBEKRIEDKAE

/A TLB miss incurs an additional memory access (the PTE)
Fortunately, TLB misses are rare. Why?
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&

k2% TR 2% i) Ho b8 1%/ Translating with a k-level Page -+~
Table =

T 7
75 /Page table
base register
(PTBR)
FE L HEHE/VIRTUAL ADDRESS
n-1 p-1 0
VPN 1 VPN 2 VPN k VPO
—RK IR, | 2R IK/ kKBRS
Level 1 Level 2 Level k
£age table page table o page table
» PPN |} —
m‘l b p_]- \ 4 O
PPN PPO

Yy ¥ b ik /PHYSICAL ADDRESS
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IR BR 25 R Bt /Keeping Track of Free Blocks=#—

n iRl RBESIR-EHKE#EETE H/Method 1: Implicit list using

length—links all blocks

5 4 6 2

m HiE2: TR AME RSB R 53R /Method 2: Explicit list among

the free blocks using pointers

/_\

5| 4~ 4 6 2

m 13 4 ERIZHFFR /Method 3: Segregated free list
s REIXNHEBRARERIZHFZE/Different free lists for different size classes

n 4 RBIEK/PXTERHEF /Method 4: Blocks sorted by size

s OJLUMER— 1 EERT (ZI284) Can use a balanced tree (e.g. Red-Black tree)
with pointers within each free block, and the length used as a key
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faNFFEK: XA FF/Implicit List: Bidirectional Coalescing =gl

m SR Eri2/Boundary tags [Knuth73]

AT ARERAMLEESIRC KN B BF/Replicate size/allocated word
at “bottom” (end) of free blocks

» PLERAMNYZS EREN 2 [EB 5 ZFEDIEE/Allows us to traverse the “list”

backwards, but requires extra space

» EEFIEARFEIR/Important and general technique!

4 4l a 4l 6 6|4 4
Header —! Size 5 a = 1: Allocated block /4Bt K13k
a = 0: Free block/Z 3k
T ELRIFE R T . .
Format Of Payload and Size: Total block size/ S /B3R K /N
addin
allocated and P S Payload: Application data
free blocks (allocated blocks only)/ N FH 2 58
Boundary tag > Size a

(footer)
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n YEE. RATRER

order

B A A 3R /Explicit Free Lists —
n Z% I /Logically:

A

T = 7> /Physically: blocks can be in any

T
1

/ Forward (next) links

46 / < 6|4 4 a4 4

Back (prev) links
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B PR AL as/Segregated List (Seglist A

Allocators
s BNAFERPBRE 5 CHIZ W 53R /Each size class of

blocks has its own free list

1_2 > > > —>

» I n n
» » » » —>

4 > > L5

5_8 > —>

9-inf ——p

s HE HR/DRPE B CEMEIZE/0ften have separate

classes for each small size

s X T HERPR, 8208 E X EE —12K/For larger

sizes: One class for each two-power size 25
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7 diL by I BB 2LV /Classical GC Algorithms o

m PRicTERREE/Mark-and-sweep collection (McCarthy, 1960)
* FEEBNAFR BRIEREEYREZGAER7) /Does not move blocks

(unless you also “compact”)
n 5| FHiHEE 2 /Reference counting (Collins, 1960)
" AREEBIINTFLR/Does not move blocks (not discussed)
m ¥ NREEEVE/Copying collection (Minsky, 1963)
» EEEEEINTFELR/Moves blocks (not discussed)

n AR BIRWEEF 13 /Generational Collectors (Lieberman and Hewitt,
1983)

= HF4GRREHEBAIWIEE/Collection based on lifetimes
« KEoNTFERIBHREZ 9571k /Most allocations become garbage very soon
- TEREAERESERXISAFFREREIM T{E/So focus reclamation work

on zones of memory recently allocated

m For more information:
Jones and Lin, “Garbage Collection: Algorithms for Automatic Dynamic
Memory”, John Wiley & Sons, 1996.

226



_ﬂ*’““

g
BN E M — 1 B /Memory as a Graph ==

s BATKNEEM—1A HIE/We view memory as a directed graph
» FMNMAREFA)—N T3 R/Each block is a node in the graph
» BMEFREE G EY—25%1/Each pointer is an edge in the graph
= AEEPERSEREREPEFIUERRAETR (FlW, FiFes, ks, UK

£BFZE) /Locations not in the heap that contain pointers into the heap are called root
nodes (e.g. registers, locations on the stack, global variables)

RBH O O O

Root nodes /

V374 aJik/
HeZ) nodes ! O reachable
O Q i/
Not-reachable
/ O (garbage)
O

ANERBE MR REIFEN T REEER XN REREHI/A node (block) is reachable
if there is a path from any root to that node.

AaIARIEBELIR (NFARFRABZEZ) /Non-reachable nodes are garbage

(cannot be needed by the application)
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PicTE BRI BLVE /Mark and Sweep Collectingy=

m 7] PLE Fmalloc/freet/EF % /Can build on top of malloc/free package
= —E{FEAmallocEZ|ZS ] A2 FA/Allocate using malloc until you “run out of space”
o 'f‘l‘/ & A FEA55 B /When out of space:
MRS EBREYMNIKRICAL/Use extra mark bit in the head of each block

" Mark: MET RFHEFH XS RrE eiA T IR B FRICA/Start at roots and set mark bit on
each reachable block

" Sweep: I FEPTB IR FBEIREFRICHAIER/Scan all blocks and free blocks that are not

marked
N ot JER: B EHITL AT
Emic.Z B/ \J TR, AR
I_ I I ZZ75#1/Note: arrows here
Before mark denote memory refs, not
free list ptrs.
tICZ ) Bl /|\Y /_\Ir_l EIREREY
After mark Mark bit set
BRI /\t /I/\T_I
After sweep I— free I L
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PR < B XU RS AR

Pitfalls

-/Memory-Related Perils and#

/
(&
gy
\ —/J‘

n A5 B34 /Dereferencing bad pointers

n ¥ H R840 N FE/Reading uninitialized memory

m 7B i N FE/Overwriting memory

s 5| HAFEERIZE /Referencing nonexistent variables

IImI

B 5 BN 5L /Freeing blocks multiple times

n 5| B A £E/Referencing freed blocks
n BN ARSI /Failing to free blocks
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s UTERFENRBLE:

char s[8];
int 1;

gets(s); /* reads “123456789” from stdin */

A FBEREBERAFRHBRKE
B: SERARVIBICANF

C: 5|FAFERNETE

D: 5|HEBMRIAF

n ERENT: A
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15 i 2
m ZEF. BRWE

" A EH{7s8
= B: AFF

= C. stack
= D: WE

n BERBNT: AL C

AT

1, R R AR E T

s

¥
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m B, XTI BN R A B SRR 5
T AT 325 XE A O R -

= A: p3pEcERN
= B: pAn iR
= C: pSHEEERM
= D: [ RBDHEEEKN

pl = malloc(4)

p2 = malloc(5)
p3 = malloc(6)

free (p2)
p4 = malloc(2)

p5 = malloc (4)
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UnixPItZ AR RRFTH '

How the Unix Kernel Represents Open Fifés=

s BNHERFSI BN ARBRIT X #iRfF1 i)
A, Rt T IR RSO Two descriptors

referencing two distinct open files. Descriptor 1 (stdout)

points to terminal, and descriptor 4 points to open disk file
353K 75 2% Descriptor table TT??I#F?% Open file table  v-node# v-node table

(B — 138 [ R = [FrE R =
one table per process] shared by all processes] shared by all processes]
edin O W AA(Z ) File A (terminal) — stat 24
stdout fd1| —] _ —— T
stderr fd?2 File pos ile size |
fd 3 refcnt=1 File type Info in
fd 4 ~ ; : stat
struct
CA4:B(H %) File B (disk)
. File access
File pos F?Ie size
. . _ o refcnt=1 File t-ype
TPF7 B HEFIN T 0T A :

File pos is maintained per open file
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WAHIEE File Sharing S £
s FARAEA BT F RN R s T

{4 Two distinct descriptors sharing the same disk file through
two distinct open file table entries

= {BanyEEopeniiR, PIIRBINRE SZUEE e.g., calling open

twice with the same £ilename argument

IR 72 Descriptor table ] 3 4}30pen file table  v-nodeZ v-node table

(BB — R A R = AR =
one table per process] shared by all processes] shared by all processes]
File A (disk)
stdin fdO File access
stdout fd1 . : :
stderr fd2 Alapee File size
fd 3 refcnt=1 File type
fd 4 5 :
\File B (disk)
/7
File pos
refcnt=1 - 2 S S =T _
A [TE #H A2 [E FFE H EE XA
Different logical but same physical file
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A=z fork <7
How Processes Share Files: fork —
n TR AZHTERIFTH S A child process inherits its

parent’s open files

m A Hfork.Z /5 After fork:

» FIARRESRHENETR—E, MBS M refent])l— Child’s table same
as parent’s, and +1 to each refcnt

Descriptor table Open file table v-node table
[one table per process]  [shared by all processes]  [shared by all processes]
Parent File A (terminal)
fd 0 / File access
fd1 = ) o
File size

(d 2 File pos '
fd 3 refcnt=2 File type
fd 4 ~ : :

N File access
fd o ——
fd1 File pos File size
:j; refcnt=2 File t.ype
fda

P INEFEE]IEZ 1 File is shared between processes s



WA/ EERTR

I/O Redirection Example (cont.)

n B#H2: A dup2(4,1) Step #2: call dup2 (4, 1)

= SEifd=1 (fRERIL) IEAfd=4FriSRAYHESG Cause fd=1
(stdout) to refer to disk file pointed at by fd=4

Descriptor table Open file table v-node table
[one table per process] [shared by all processes] [shared by all processes]
File A
stdin fdO File access
stdout fd1 N : File size
stderr fd2 N File pos .
fd 3 refcnt=0 File type
fd 4 ~ : :
File B
N File access
File pos File size
s e , , refcnt=2 File type
PIIN186 77 76 1] [T R X1 :
Two descriptors point to the same file
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PRSI /Mt ENH
Buffered 1/0: Motivation =
s MHARBRREYE K/ —/FRKF Applications often read/write

one character at a time
" getc, putc, ungetc

" gets, fgets
- EXAT, IRE—NFR, BENERHRITRILE Read line of text
one character at a time, stopping at newline
m SEINUNix I/OTA FH L8 BBy Implementing as Unix 1/O calls
expensive
» FENBEEUnixNZJER read and write require Unix kernel calls

« KF1AEFEREER > 10,000 clock cycles

Buffer | already read unread
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ZMRIO A\ K%Y Buffered RIO Input Functions-

s N\ EFAENTAFE N X F RIS E BOEBOCAAT :
N — B HE Efficiently read text lines and binary data
from a file partially cached in an internal memory buffer
#include "csapp.h"

void rio readinitb(rio t *rp, int £fd);

ssize t rio readlineb(rio t *rp, voild *usrbuf, size t maxlen);
ssize t rio readnb(rio t *rp, void *usrbuf, size t n);

RIE: RO T, BEEOFNO, HEH-1

Return: num. bytes read if OK, 0 on EOF, -1 on error

* rio_readlineb\ X fdEE G SmaxlenFTRIN AT, F
Bz 177 Eusrbuf rio readlineb reads a text line of up
tomaxlen bytes from file £d and stores the line in usrbuf

- 1 5RlIERTMNEERFIEI AT Especially useful for
reading text lines from network sockets

» (E1F55 Stopping conditions

« EHEIRAKZFT2] maxlen bytes read
« BZEOF EOF encountered

- BEHAITR (“\n”) Newline (‘\n’) encountered o




w
<%

Z&H1/0: m=BH Buffered 1/0: Declaratlo&"

n 5B {ER Allinformation contained in struct

<—— rio cnt ——*

ZZ X Buffer | E413¢ already read AL unread

rio buf -”} , _,/,
- rio bufptr

typedef struct {

int rio fd; /* descriptor for this internal buf */
int rio cnt; /* unread bytes in internal buf */
char *rio bufptr; /* next unread byte in internal buf */

char rio buf[RIO BUFSIZE]; /* internal buffer */
} rio t;

241



EIEAAN /SIS Choosing 1/0 Functions’
n —ARHIN . SEFR AT DUE & R Z001/OK ¥ General rule:

use the highest-level 1/0 functions you can
" IFZCIERF RBe%(E TN/ ORREGT A ATE L{F Many C programmers

are able to do all of their work using the standard 1/O functions

» (HE, —CEIEMEANEREL! But, be sure to understand the
functions you use!

m I {5 F #7#E1/O When to use standard 1/0
v (FRMLEE R IR SERT When working with disk or terminal files
m {8 F JH 45 Unix 1/0 When to use raw Unix 1/0

" ([EELEFEFNES, BIIUnix I/OESFAIE 5L Inside signal
handlers, because Unix I/0 is async-signal-safe

= ERDEIBIRT, BEEEXESEYIESERT In rare cases when you

need absolute highest performance
n {8 FHRIO When to use RIO
» 2T EMIREIZEZHT When you are reading and writing network sockets
» EERNTEE(EAVEI/O Avoid using standard 1/0 on sockets
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FEUnix I/O, #AEIOFIFERRIOZ EHTIAENEARUE ( ).,

A. BEHRIOBTEHRELZEHS.

[ B. REFOJaRifERAUNIx /0,

C. A EfEHscanfairioreadlineb3g #5344,
D. MHMENZIREE /OB,
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BT ERERANE (FFF) &8 N

Transferring internet Data Via Encapsulation =

LAN1 Host A Host B LANZ
client server
(1) | data (8) | data
T2 52 protocol protocol
internet packet software software
(2) data PH | FH1 (7) data PH | FH2
S 1 LAN1 LAN2
LAN1 frame adapter adapter
Router 7y
(3) data PH | FH1 (6) data PH | FH2
LAN1 LAN2
adapter adapter | L2 i
3 LAN2 frame
(4) data PH | FH1 data PH | FH2 | (5)

PH: internet packet header H.Jk ¥ 2% 47 2H 15 38 PR
FH: LAN frame header/ Jaj 38 ¥ i &5 35 protocol software
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{FERIEOfRRIRS S
Using Ports to Identify Services =

Server host 128.2.194.242

Client host AR 24175 3k
Service request for

. 128.2.194.242:80
Client (.., the Web server)

Web server
(port 80)

) 4

Kernel

Echo server
(port 7)

AR 2515 3R
Service request for

i 128.2.194.242:7
Elent (i.e., the echo server)

Web server
(port 80)

Kernel

) 4

Echo server

(port 7)
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m GO}

XM (IPva) 4

2

4.1

socket address:

VRS, TERAEFTE S SRAOR IR Must cast

(struct sockaddr in *)to(struct sockaddr *)for

functions that take socket address arguments.

Nﬁ

EiE 25+ Socket Address Structug‘g_‘s/

S EEEFZHBE Internet (IPv4) specific

b g

struct sockaddr in {
uintleo t
uintl6 t
struct in addr
unsigned char

sin family; /* Protocol family
sin port; /* Port num in network byte order */
sin addr; /* IP addr in network byte order */

sin zero[8]; /* Pad to sizeof (struct sockaddr) */

(always AF INET)

*/

sin port

sin addr

AF

INET

0

0

sa family \_

sin family

V

Hr e APl Family Specific
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IPiBLIE4EHS 1P Address Structure S 2

m IP(VA)HihE == [E] 43 B2R: 1P (V4) Address space divided into

classes:

AZE Class A
B2E Class B
C3& Class C
DZE Class D

E2E Class E

0123

8

16

24 31

0

Net ID

Host ID

Net ID

Host ID

0

Net ID

Host ID

N N

N )

1|10 ZH¥EHLHE Multicast address

1|11| =2IGPREE Reserved for experiments

s MEEE Aw.x.y.z/nfER, Network ID Written in form w.x.y.z/n
s nENHEUEERSBIAIZEL n = number of bits in host address
128.2.0.0/16

= {FlENcMUiEss:
= B2EHELE Class B address

E.g., CMU written as 128.2.0.0/16

s AEEEHR (FAF) IPHLHE Unrouted (private) IP addresses:

10.0.0.0/8 172.16.0.0/12 192.168.0.0/16
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1M #% Protocol Stacks ——_g—

OSIFE] 0S| Model HEEMER] Internet Model
Application Application HTTP  SMTP Ssh DNS
Security TLS
Transport TCP UDP
Transport Addressing IP
Al Phlﬁllfal Ethernet WiFi SDH

Data Link

Physical
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/ Start client \ / Start server \ tl_\kj
Client Server ¥

N
( getaddrinfo getaddrinfo
I sAlist SAlist |
N open listenfd
open_clientfd< 5tacl
S vope listen
R R J
Connectipn l
\\» connect 'i:fﬁqueskl:f accept <
E}ﬂ/ v v
M55 4 » rio writen »rio readlinebfe
A3 _ _ >
ki I I SR AN P
Client / HIERE K
Server rio readlineb [« rio writen Await connection
Session request from
. EOF . next client
SR - -~ - - - - -~~~ Mrio readlineb

close
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LS
Client Server ¥

\
( getaddrinfo getaddrinfo
Il salist SAlist |
socket socket
clientfd listenfd | \ open_listenfd
open clientfd < il
listenfd <->SA |
. v listen
PR R 1)
Connection | listening listenfd
L connect ----request ., accept <
e connected (to SA) clientfd connected [connfd
il J| rio writen »rio readlinebl|,
o1 I I LR
Client / G K
Server tily weadloaed | tdo sulien Await connection
Session request from
. EOF . next client
close W p------------- Mrio readlineb
Y
close
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connect/accept lllustrated-1iil ==

Client l

clientfd

ERE R
Connection

request - ______
Client

clientfd

Client L“

listenfd

T Server

listenfd

»
Server

listenfd

clientfd

I Server

connfd

¢

T
e

1. R % #5H Z#E fraccept IR 4L, 4%
TG Fi3d Flistenfd |- H9 % £
RIS

7K

1. Server blocks in accept,

waiting for connection request

on listening descriptor

listenfd

2. 75 - dig it 1L JiH 2 7 1 flconnect K &k
HIEBEER

2. Client makes connection request by
calling and blocking in connect

3. R %75 MacceptiX [Flconnfd, 25/ %t
Mconnecti& /5], H7F £ fEclientfd 7
connfd Z [ 7 IE

3. Server returns connfdfrom accept.
Client returns from connect.
Connection is now established between

clientfd and connfd
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WebjiS 28 iiWeb Server Basics > L

n B FIARS A3 AR SRR X T
(HTTP) j#@1E Clients and servers

communicate using the HyperText
Transfer Protocol (HTTP)

HTTP request 1K

Web

= EPFIIRSSEFEILTCPIESE Client @l Web
and server establish TCP connection (M ], server

s i s rowser
= ZEFIEKAZA Client requests VurTe response N

content (%5 content)
» RSB EEXNERABTHITINN Server

responds with requested content
» ZPRSESEXAEE (RE) HTTP Web N % Web content
Client and server close connection
(eventually) TCP it Streams
s HFTRARHTTP/2.0, HZ
HTTP/1.1{37E] 2R Current IP F4 4R Datagrams

version is HTTP/2.0
but HTTP/1.1 widely used still

= RFC 2616, June, 1999.
http://www.w3.0rg/Protocols/rfc2616/rfc2616.html
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S SFITNSAZ Static and Dynamic Conte
m HTTPHE S AR B ) A W] PR 27250, A DR 5725 The

content returned in HTTP responses can be either static or
dynamic

» BASHE: EEESUEFHIMMHTTPIERIEZAIAZ Static content:

content stored in files and retrieved in response to an HTTP request

« A HTMLSZE., B&. SFHREYEE. JavascriptfeF Examples: HTML
files, images, audio clips, Javascript programs

« B XRRB RS SE Request identifies which content file
s BARE: WNHTTPIERMEISEREIA S Dynamic content: content

produced on-the-fly in response to an HTTP request

- < RS EEEREPin U THIRERFERHIAZ Example: content

produced by a program executed by the server on behalf of the client

 AEKIMRBE SR TCIEAISIE Request identifies file containing

executable code

m WebABRBE—AN I, Z X HRS S Web content

associated with a file that is managed by the server
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LA AT ERFIAHEORNRAS |, IFHIIE ().

connect, bindflacceptERE ERERK—MERMNY X EIZEF SIS,
struct sockaddr_in218 BEREF &,
ZEEsockaddriglfEiEaksockaddr_inABE{FER,

struct sockaddr2|PEZ il 514,
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SEPLIF R IR 5543 (075 58/ Approaches for 5 =

Writing Concurrent Servers

RSB EE R LAF AR B 21N Flim/Allow server to handle multiple clients concurrently

1. 2T K /Process-based

» NZBhEEZ I NEER/Kernel automatically interleaves multiple

logical flows
» FNARERB E CRFABHELEZS|E]/Each flow has its own private address
space

2. T EH K] /Event-based

» EEFRRFEIBIEEAR/Programmer manually interleaves multiple
logical flows

= FrERE \_:rl__|—/|\ﬂ'|3iJJ:§§|‘Eﬂ/AII flows share the same address space
" E1TI/0ZERE R R/Uses technique called I/0 multiplexing.

3. %?%?E@/Thread based
» NZEBEhRAEZER/Kernel automatically interleaves multiple logical
flows

» FPARHEEEEAUBIEZS(E])/Each flow shares the same address space

» BT R IETS=E0YESE/Hybrid of of process-based and event-
based.
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FER A — R

[Alternate View of a Process

m Process = thread + code, data, and kernel context

Thread (main thread)

Thread context:
Data registers
Condition codes
Stack pointer (SP)
Program counter (PC)

Code, data, and kernel context

Shared libraries

brk —

PC —

Run-time heap

Read/write data

Read-only code/data

Kernel context:
VM structures
Descriptor table
brk pointer
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2 R FERFFE/A Process With Multiple Threads¥

s —PHRER LA 242 FE/Multiple threads can be associated with a process

» B REEECHNZiEIEHIZEKY/Each thread has its own logical control flow
. FNEREEEREAMCEE. 2UEFIAZ LTSI /Each thread shares the same code,

data, and kernel context
. GNEEEEEERTERIAN A /Each thread has its own stack for local variables

« (BEAZ{RIF/but not protected from other threads
» BB HECHYID/Each thread has its own thread id (TID)

Thread 1 (main thread) Thread 2 (peer thread) Shared code and data
shared libraries
stack 1 stack 2
run-time heap
Thread 1 context: Thread 2 context: read/write data
Data registers Data registers read-only code/data
Condition codes Condition codes .
SP1 SP2
PC1 PC2 Kernel context:
VM structures

Descriptor table
brk pointer
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WLE 2R B 5245 B P 77/ Mapping Variable ‘“
Instances to Memory
m £/ & /Global variables

» FV/Def FIEHRTERZNYMNEIRIZSE/Variable declared outside of a function
» 2RTEEERIRAFERRE—13EHI/Virtual memory contains exactly
one instance of any global variable
m 533 & /Local variables

» FVN/Def TERAZIAN =RBAYEstaticaS &=/ Variable declared inside function
without static attribute

» SNEIERE—INNEEREEELEHI/Each thread stack contains one
instance of each local variable

m FEERESAS & /Local static variables

s FVN/Def: TERRENAHNEBBAYstaticEx&/Variable declared inside function
with the static attribute

» ERAERRBE—1 RaFHSZEEER/virtual memory contains
exactly one instance of any local static variable.
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Y:;J%?
$ & AT/ Concurrent Execution (cont) ==
s ANIEFRINT: BWARES MRS, HELGRELM

A #&2/Incorrect ordering: two threads increment the
counter, but the result is 1 instead of 2

\1.

i (thread) instr, %rdx, %rdx, cnt

1 H, - 0
1 L, 0 0
1 U, 1 0
2 H, - 0
2 L, - 0 0
1 S, 1 1
1 T, 1 1
2 u, - 1 1
2 S, 1 1
2 T, 1 1 Oops!
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18 5 &= /Semaphores e
m /555: /Semaphore: IEMER/BUFEILEE, HPFIVEIE/non-

negative global integer synchronization variable. Manipulated by P and V
operations.

m P(s)
= Y0ERs3E0, M2 /IZEMR([E]/If s is nonzero, then decrement s by 1 and return
immediately.
= AN B iR ERF4E5Thak/Test and decrement operations occur atomically

(indivisibly)
" WNRs20, NFEREZEEZISTAIF0HEVER{FERFDI/If s is zero, then suspend
thread until s becomes nonzero and the thread is restarted by a V operation.
= BEE, PERIFERFEIEHISOREIZGERIE/After restarting, the P operation
decrements s and returns control to the caller.
m V(s):
= BHi®1/Increments by 1.
- BIEEEEFESERL/Increment operation occurs atomically
- IREIEAEEPRETERSA T I, NEEHEG—MEE, SR
ot EFFiE e s/If there are any threads blocked in a P operation waiting for s to become
non-zero, then restart exactly one of those threads, which then completes its P

operation by decrementing s.

n 55 EAZER/Semaphore invariant: (s >= 0)
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RO IHITFE P4 BB/ Characterizing Parallel Program
Performance

n pRAEBEE, T 0 EAKN 21T RIEE]/p processor cores,
T, is the running time using k cores
m INIELLSE X /Def. Speedup: S,=T,/T,
= SFRAVERTINERLE, MRT,EFITIRARASEL M LRNETTEIEYS, is

relative speedup if T, is running time of parallel version of the code
running on 1 core.

" S SETUERIIELY, IR T RS TARAMATGIEL MR LRSS TATIAYS, is
absolute speedup if T, is running time of sequential version of code
running on 1 core.

= ERYNERLBETS B INE SLRIZRT A TR AR /Absolute speedup is a
much truer measure of the benefits of parallelism.
o #ﬁﬁi%X/Def Efficiency: E,=S, /p=T,/(pT,)

= 20, 100]Z1BF—1 A7 \tlf,/Reported as a percentage in the range (0,
100].

s IERNE RTINS /Measures the overhead due to

parallelization

s _f\‘q“c_ =
K.\.
-

g

263



Bl #RkiA /R At /Amdahl’s Law =

= Gene Amdahl (Nov. 16, 1922 — Nov. 10, 2015)

m #HR T AT ME/Captures the difficulty of using parallelism to speed
things up.
m [5fFNEIA /Overall problem
= T Total sequential time required/&B{T1={THJIE]
" p Fraction of total that can be sped up (0 < p < 1)/8]F{THOEELLHI
= k Speedup factor/JIIEEF
m B2 HI1EBE/Resulting Performance
" T, =pT/k+(1-p)T
« FHITEBo R IMEKZ/Portion which can be sped up runs k times faster
« B{TEBSRFAEN/Portion which cannot be sped up stays the same
» EISHT[E]/Least possible running time:
. k= oo

= T, =(1-p)T
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) i 1 —
n PEBEZE —ANNEBAIRITE S o8, fEH4
MBI, MK N2, = , AT
B = o
n BT

» FHTINEEAYETAEID: 0.2+0.8/2 =0.6
= EKA: 1/0.6=1.67
s HITHERSN: 1.67/4 * 100=42%
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i} —

n LR AR NEREIF RV B R ELHEFE:
= A [FEREZESLH
= B: £FT=H)
= C: BSTELH
" D: {78

m f&EMr: B. C
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s _f\‘q“c_ =
K.\.
-

il -

n AW BEENRZRPHIFE - HERE AR LY
BEAT B IR RINBRIE, WANEFHAZNFELT, 2K
RIS R SRR

n AT . BRBEERGANSG S, SRBEFAT
REEZR AR -
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