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Hmmm, How Does This Work?!

L HFE2 HHFEn
Process 1 Process 2 Process n
O0O007FFFFFFFFFFF O0O0O07FFFFFFFFFFF
Stack Stack Stack
e o o
Shared Shared Shared
Libraries Libraries Libraries
t t t
Heap Heap Heap
Data Data Data
Text Text Text
400000 400000
000000 000000

R R: BEAF (EXFATF LR

Solution: Virtual Memory (today and next lecture)
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NERN Today ¥

s JtBhE=S[B] Address spaces CSAPP 9.1-9.2

n ETEHAERZENLE VM as a tool for caching CSAPP 9.3
s ZETENAFERAEEENLEH VM as a tool for memory

management CSAPP 9.4
s ETEHARERNEEFHLE VM as a tool for memory
protection CSAPP 9.5

m BhhlEE Address translation CSAPP 9.6
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A System Using Physical Addressing

FHHI RS

/
(&
gy

E % Main memory

0:
Yy st 1:
Physical address  2:
(PA) 3:
CPU - s 1
{ %
7:
8:
M-1:
¥ ¥E ¢ Data word
o SEELEE. B, BARESTRES

R B R G RA AL

|22 Used in “simple” systems like embedded

microcontrollers in devices like cars, elevators, and digital
picture frames
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A System Using Virtual Addressing ot

EF£ Main memory

CPU .5/ CPU Chip 0
FER e YyFE bt 1:
Virtual address Physical address 2:
(VA) (PA) 3:
4100 ;.
'T 6:
7:

8:

M-1

¥+ Data word

s EFrEIRARS 2. BEiLERXMEBFILH MR Used in all modern

servers, laptops, and smart phones

n IFEVBL RIS KB A Z — One of the great ideas in computer science
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Mk 2% 18] Address Spaces =

m ZRPEHBhEZRE]. LR BEIHNLKFE F&E S Linear address space:

Ordered set of contiguous non-negative integer addresses:
{0,1,2,3 ...}

m EHHLBERE]: N =20 EHMEEEE S Virtual address space: Set of N =

2" virtual addresses
{0,1,2,3,.. N-1}

m YPEHHEZE]. M= 2m YR hE4E & Physical address space: Set of M

= 2™ physical addresses
{0,1,2,3,.. M-1}
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Why Virtual Memory (VM)? —

n B EFE Uses main memory efficiently
= (ERDRAMIEAI—E[ 5 EEHIMPHEZSBIAYZE1FE Use DRAM as a cache for

parts of a virtual address space

s RN AFEEHE Simplifies memory management
» FMHEEPRREEERNS—24EIEZS[B] Each process gets the same

uniform linear address space

n RS HHEZ2 (] Isolates address spaces

» —NEEASTHLE—1MHEARIRNTE One process can’t interfere with
another’s memory

* HFPREFRABSRIRSFN RS EFIES User program cannot access

privileged kernel information and code




N AR /Today

m HuhtZ¥[E] Address spaces
s EFEMAREREENEI VM as a tool for caching
s ZETENAFERAEEENLEH VM as a tool for memory

management

s ETEHARERNEEFHLE VM as a tool for memory

protection
m HihlEH ¥ Address translation
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VM as a Tool for Caching
s MRS ERYE, R TR NS AR R R b I S

Conceptually, virtual memory is an array of N contiguous bytes stored on
disk.

n R ERBHANABRREFEYENFFR (DRAMZESE) The contents

of the array on disk are cached in physical memory (DRAM cache)
" 1 XEcacheRFRATT (K/NJ/IP=2P=FT5) These cache blocks are called pages (size
is P = 2P bytes)

BN FE Virtual memory Y3 N EF Physical memory

0

VP 0 | Unallocated
VP 1 | Cached \‘1 Empty | PP O
Uncached PP1

Unallocated Empty

Cached

Uncached >< Empty

Cached PP 2m-p.1
VP 2nP-1 | Uncached M-

EATUVPVEMAERAE . YIET(PP)EAEEDRAMIE
Virtual pages (VPs) Physical pages (PPs)

stored on disk cached in DRAM
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DRAMZZ 1742 DRAM Cache Organuzatug"
s DRAMZEGFHARZAMP FEINSBEHX—E R DRAM cache organization

driven by the enormous miss penalty
= DRAMKIEELSRAMIE10(Z/- 2 DRAM is about 10x slower than SRAM
" WKLY DRAMIE10000{Z Disk is about 10,000x slower than DRAM
» MEEBENRIETEIRF1ms GBIdT—BE A ETER/EEE) Time to load block from disk > 1ms

(> 1 million clock cycles)
« TEULCHABICPURBEIE MR ZZ1TEL CPU can do a lot of computation during that time

s [t Consequences
» PYERKAYTA (BR) : @54 KB Large page (block) size: typically 4 KB
= LinuxB9“EKma"8JLI2MB  (BRIA) FU1GB Linux “huge pages” are 2 MB (default) to 1 GB
= £FHEX Fully associative
- (FEAEITRE LB EEAIYIIETTH Any VP can be placed in any PP
Hcache IFEAR, EE—NEREHIMETEEZEL Requires a “large” mapping function —

different from cache memories

» SEEZY, BB EFHEELEIK Highly sophisticated, expensive replacement algorithms
« BT I TFEZRMNMAREE, TTEERESSCIl Too complicated and open-ended to be

implemented in hardware

» XASEWHEHMAEREEIAYLE Write-back rather than write-through

10
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Enabling Data Structure: Page Table
s —NRRSER EREDRBSE R TRKZE (PTE) MBHIHA A

page table is an array of page table entries (PTEs) that maps virtual pages to
physical pages.
s FPHEEDRAMAF IO EIREEEFY  Per-process kernel data structure in DRAM
YIE N (DRAM)

=
%Eﬁﬁﬁjﬁﬁﬁﬁﬁ Physical memory
Physical page (DRAM)
=24 number or
Valid  disk address i e PPO
VP 2
PTEO] 0 null / VP 7
1 — VP4 PP 3
1 —
0 e
1 — BN B
0 null PR Virtual memory
0 o« | >~_ (disk)
PTE7[ 1 o« "~ AN VP 1
AR BIER (DRAND, VP 2
Memory resident Sso ~a VP 3
page table Tee
(DRAM) Sso vp4
VP 6
VP 7 1"
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Jigiidas Page Hit o

s Zad: SIANENANFAEDENFT (DRAMEETF)  Page hit:

reference to VM word that is in physical memory (DRAM cache hit)
MEANF (DRAM)

=
RE 0L HiL bk %ﬁﬁéﬁvﬁ@ﬁﬁﬁl]ﬁf Physical memory
Vi | add Physical page (DRAM)
irtual address number or
Valid disk address vP1 PPO
PTEO| o null ’ .
L VP4 PP 3
> 1 0/_‘
0 o
1 = BHAE (R
0 null e N Virtual memory
0 D N (disk)
PrETL < = The VP 1
NFFEE TR (DRAM~. VP2
Memory resident SS s
RN VP 3
page table ~.
(DRAM) . VP 4
VP 6
VP 7

12



&R 1 Wt Page Fault
o BT 5 PR SRR J 5 DRAMEB R AT ) Page

fault: reference to VM word that is not in physical memory (DRAM cache

2%
b o

miss)
VI AT
e i bk %Eﬁgﬁgjﬁﬁﬁﬂﬂ Physical memory
AE Physical page (DRAM)
Virtual address Z#  number or
Valid  disk address / x:: ; PPO
- VP4 PP 3
1
0
1 BIAFF
0 Virtual memory
0 (disk)
PTE7[1 o« "~ [N VP 1
Wﬁ%%ﬁ% \‘\\ \\\\ VP2
Memory resident S~ W =
page table NN I VP |
(DRAM) .. VP 4
VP 6
VP 7

13
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% S0 W Triggering a Page Fault
S = 2

HP N NFEMEE AN User writes to memory location

80483b7: c7 05 10 9d 04 08 0d movl $0xd, 0x8049d10

AP NERXE () HEfEME E That portion (page) of user’s

memory is currently on disk

MMUfl & B8 5 MMU triggers page fault exception
= (BEZHET FXREH More details in later lecture)
» IBFHLAREISEZS  Raise privilege level to supervisor mode

RN ER TR ANEFEFESFEVEFE Causes procedure call to software page

fault handler

JHF GG User code i1 CiG Kernel code | ont, 1 °°

{

l STFiE A Exception: page fault a[500] = 13;

}

movl

| #rrs o rere
/7% Execute page
fault handler

14
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BT WA Handling Page Fault —

n AAHFEBRTRFE (REB—F) Page miss causes page fault (an

exception)

Y BE T 5B AL %ﬂéﬁ\]ﬁ'— (DRAM)
e i bk Physical page Physical memory
Virtual address B3t number or (DRAM)
Valid disk address / VP1 PP O
2
: Cai VP4 PP 3
1 —
0 o
1 —_ B CREAD
0 null 2F Virtual memory
0 o o | "~ (disk)
PTE7| 1 o« "~ . VP 1
AFEEBE TR (DRAM> TN —
Memory resident S~ S :
page table so VP
(DRAM) AN VP 4
VP 6
VP 7

15



R H WAL Handling Page Fault ¥

s RAAWH BRI CGRER—)

exception)

-

Page miss causes page fault (an

s BRIUFWT AR PR TS Y (BlvP 485D  Page fault

handler selects a victim to be evicted (here VP 4)

YIF N (DRAM)

YT SR A A _
REFH bk Physical page Physical memory
Virtual address Z¢ number or (DRAM)
Valid disk address / VP 1 PP O
R nuu./é/ xgs
1
VP4 PP 3
1 ./4
0 N
. RN BRIATE ()
0 null N Virtual memory
0 o« | -~ (disk)
PTE7| 1 o« "~ S~ VP 1
MFFEER R (DRAM N —
Memory resident Ss o ~a —
page table \\
(DRAM) Se VP4
VP 6
VP 7 16




n AW SEBRTHE (BEB—F) Page miss causes page fault (an

exception)

s BRIUFWTACERE R E (BLVP 4RI Page fault

handler selects a victim to be evicted (here VP 4)

S i AbF Handling Page Fault S
7 EFag e

YIFE NG (DRAM)

=
%ﬁﬁ?jﬁﬁﬁﬂ Physical memory
B HE Physical page (DRAM)
Virtual address 53t number or
Valid__disk address / vP1 PPO
VP 2
PTEO] 0 null /
e VP 7
1 — VP 3 PP 3
1 —
1 — |
0 . BUAT (R
0 null "~ Virtual memory
0 [ 3 \/‘ Sk o (diSk)
PTE7] 1 o "~ . VP 1
AFEER TR (DRAMM . "o VP2
Memory resident Sso s
page table \\ Sa VP3
(DRAM) ~. VP4
VP 6
VP 7 17
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BT 2 B A3 Handling Page Fault W
n AR SR (R F B —Fl) Page miss causes page fault (an exceﬁ

n FREHPEAAEERFEE MR (BAVP 43%]) Page fault handler

selects a victim to be evicted (here VP 4)

n fIRBSEFHHIBHAT: TWarH ! Offending instruction is restarted: page hit!

MR S SR A 41 YIEPI%E (DRAM)
REFY Sk Physical page Physical memory
Virtual address Z#%  number or (DRAM)
: : VP 1 PP O
Valid  disk address / i
PTEO| 0 null // TF
1 — VP 3 PP3
1 —
> 1 — |
0 - RN GRS
0 null "~ Virtual memory
0 o ~ L. (disk)
PTE7| 1 o« ~ | >~ VP 1
ATFEER 1% (DRAM), . —
Memory resident \\ N
page table \\ S VP 3
) (DRAM) S~ VP 4
K SRR A T D BIDRAMB IR BT AT
Key point: Waiting until the miss to copy the page to >

DRAM is known as demand paging

18



3 T Completi fault
L RIRTAFAER Completing page fau e

x BOURWAERE AT REGE RS () oo oriooe

Page fault handler executes return from main ()

interrupt (iret) instruction {
= FKTFretiBS, ERERWEMITHK Like ret

instruction, but also restores privilege level }

a[500] = 13;

= JR[EZS|FEEHPFERIFES Return to instruction that
caused fault

" HE, XIRAESFERRTAPRT But, this time there
is no page fault

80483b7: c7 05 10 94 04 08 0d movl $0xd,0x8049d10

JH 05 User code A% 1C£5 Kernel code

| SEH: B Exception: page fault

. Py, _ | 17 Copy page
BT from disk to

| movl 75> Return
memory

and reexecute
movl

movl

19



W4BE Allocating Pages S
n DEEDNER—NFR (VP5) Allocating a new page¥

(VP 5) of virtual memory.

B FE IR 5B 7t O A WE AN (DRAM)
Physical page Physical memory
(DRAM)

£  humber or
Valid disk address VP 1 PPO

PTEO[ 0 null % VP2

VP 7

g ; VP3 PP 3
1
1 — |
0 - BT (D
0 el Virtual memory
0 o« k. (disk)
PTE7[1 o« L~ VP 1
AFEEE TR (DRAMY S "o VP2
Memory resident  “~_ s S 3
page table \\\\ .
(DRAM) \\\\ VP 4
SN VP 5
VP 6
VP 7

20
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Locality to the Rescue Again! —
s BHNEREREERN, BEMITIEREANFHME Virtual memory

seems terribly inefficient, but it works because of locality.

o %‘t}ﬂﬁf R A, B EMET RU5H—MERBIRES, BN
TAEZ Atany point in time, programs tend to access a set of active
virtual pages called the working set

- BEEFRINEEBIEERSEE/NNIIFSE Programs with better

temporal locality will have smaller working sets

s MBTEERK/NDNNFEFER/D If (working set size < main memory
size)
= BHEREESAGRPEMSIKELLRFIIMEESE  Good performance for
one process after compulsory misses

s WRTEERBRKPRTFTEFERPD If(SUM(working set sizes) > main

memory size )

= 5. MEEESETFFEEHIREIRA L TIE 2 Thrashing: Performance
meltdown where pages are swapped (copied) in and out continuously

» IRZMNHERIFNETT, eIV ITIEEXRNKTFEENTRERED
If multiple processes run at the same time, thrashing occurs if

their total working set size > main memory size ”



W Today

m HuhtZ¥[E] Address spaces
n ETEHNFRZFEMLE] VM as a tool for caching
s EFEVAREFNREEEE VM as a tool for memory

management

s ETEHNFR NEEFHLFH VM as a tool for memory

protection
m HihlEH ¥ Address translation

22
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VM as a Tool for Memory Management

o'
e

X E . BN HES g 2 ERIHbE R 8] Key idea: each process has its own virtual

address space

» BHNEFEEMEERIZMEIZE 1t can view memory as a simple linear array
»  BRESEREUIG IS ENEIIIEATES Mapping function scatters addresses through physical

memory

» IFRVMETRREISIRSBERE Well-chosen mappings can improve locality

HFELH 2 A O
Z¥/E] Virtual
Address Space for
Process 1:

N-1

HFE2 HI AL O
Z5/A] Virtual
Address Space for
Process 2:

N-1

VP 1

VP 2

VP 1

VP 2

MG EE#e Addresso
translation
PP 2
PP 6
—> PP8
M-1

BB 45 ]
Physical
Address
Space (DRAM)

i, RBEREA
4 (e.g., read-only
library code)

23
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VM as a Tool for Memory Management ¥

n LTS ES Simplifying memory allocation
» FPETRET LIRSS ZIEEYPIETT Each virtual page can be mapped to any physical page
» — N EURAUAEAERR B REEEARRIEET A A virtual page can be stored in

different physical pages at different times

n EHERILZEREAEDE Sharing code and data among processes

» CEEHATIIRETEIE—MIIETT Map virtual pages to the same physical page (here: PP 6)

Ho il FE P Address o

izl ) . IEEH A5 ]
HUHLE 5 ] = translation Physical
Virtual VP 2 PP 2 Address
Address ses Space (DRAM)
ipace fo;. N1

rocess & S (B PR

e.g., read-only

, 0 lib d

zz;fw}fj By ibrary code)
a1 VP 1

Virtual VP 2
Address
Space for

N-1 M-1
Process 2: 2%
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T A BE B IR S
Simplifying Linking and Loading

PBEAR
m ¥ Linking _ il
s o . . Kernel virtual memory Memory
- RS RE ZSTE e o
Each program has similar virtual Usder stack user code
created at runtime
address space ( | untime) srsp
= F5. HBURFNHERENEERIHEIF (Hefast
%8 Code, data, and heap always start at 4 stack
the same addresses. ' pointer)
Memory-mapped region for
m 0%, Loading shared libraries
" execveEHN.textfl].dataTy
RENIHEIRTERE, HER
IO execve aIIocajces virtual brk
pages for .text and .data sections & .
) : Run-time heap
creates PTEs marked as invalid
. (created by malloc)
= textFl.data T PRITTEHEMAFR \ .
FHIGE—N—IE R The . text Read/write segment MRITX
and .data sections are copied, page (.data, .bss) HEAN
by page, on demand by the virtual + Loaded
memory svstem Read-only segment from
¥y (.init, .text, .rodata) the
0x400000 " executable
Unused fil
0 ile




W Today

m HuhtZ¥[E] Address spaces

n ETEHNFRZFEMLE] VM as a tool for caching
s ETEHNFRNFEEEHNLFH VM as a tool for memory

management

» BEFEVAREFRREFRIPYLE] VM as a tool for memory

protection
m HuhlEH % Address translation

26
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VM as a Tool for Memory Protection

n NI BRIEFHITY BRI Extend PTEs with permission bits
s MMUZESRAFV EFHEE MMU checks these bits on each access

- WE I
HEE Physical
Processi: sSUP READ WRITE EXEC Address Address Space

VP O: No Yes No Yes PP 6
VP 1: No Yes Yes Yes PP 4
VP 2: Yes Yes Yes No PP 2 pp2
. PP 4
{ ]
zis] PP 6
Processj: SUP READ WHRITE EXEC Address oy
VPO:| No Yes No Yes PP9 / PP 9
VP1l:| Yes Yes Yes Yes PP 6
VP2:| No Yes Yes Yes PP 11 —> PP11

SUP: FENZER SUP: requires kernel mode
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W Today —

m HihlkZ=[E] Address spaces
n ETEHARERZENLE VM as a tool for caching
s ZETENAFERAEEENLEH VM as a tool for memory

management

s ETEHARERNEEFHLE VM as a tool for memory

protection
n JHHEENSE Address translation

28
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S HEFY P VM Address Translation ==
s EHHEHEZEE] Virtual Address Space

= V={0,1,.., N-1}

n Y)FHhEZS[E] Physical Address Space

= p={0,1,.. M1}
s HihEEHi¥ Address Translation

= JREf MAP: V> P U {O}

= YFREHMBLE For virtual address a:
= MAP(a) = a’ if data at virtual address a is at physical address a’in P

NSRRI P RIS HEEPRYYIIE RIS
= MAP(a) = & if data at virtual address a is not in physical memory
ANEREFAENE a P RVEHEAEYIIE R
—- IEERIEE TR A2 | Either invalid or stored on disk

29
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HOOERRERT T B4 N
Summary of Address Translation Symbols — g

m AR S Basic Parameters
= N =2": Number of addresses in virtual address space EEH IEHEZS|BIRY
HBHENEL
= M =2": Number of addresses in physical address space ¥JIRiBLHIZS|E]
A9t
= P =2P:Pagesize (bytes) TAA/N (ZFT)
s B HubEVAR]S Components of the virtual address (VA)
= TLBI: TLB index TLBZ75|
= TLBT:TLBtag TLBfFIC
= VPO: Virtual page offset  FEHATAR{HE
= VPN: Virtual page number EEHITAIS
n YJEHBEPAR] 4 Components of the physical address (PA)

= PPO: Physical page offset (same as VPO) ¥JIETaN{HE#Z ([EVPO)
= PPN: Physical page number YIRS

30



2= T DR R H bR PR :
Address Translation With a Page Table =

[#44f Virtual address
Page table n-1 p pl 0
base register
(PTBR)

Virtual page number (VPN) Virtual page offset (VPO)

7 Page table
AR Valid Physical page number (PPN)

R H R TR bR
Physical page table
address for the current

process

£ %4740 Valid bit = 0:
TR ERTE < T

. Valid bit=1

Page not in memory
(page fault)

m-1 Vv p p-1 Vv 0

Physical page number (PPN) Physical page offset (PPO)

YEEH A Physical address

31



w
&

'
BuhtENPE: T Ay Address Translation: PageHit—

CPU /A CPU Ch:po pEA
PTE
VA < RIEZIT
CPU > MMU
© |mx
PA > Cache/
o Memory
B HE Data

1) AR ES R RE U A IE A MMU Processor sends virtual address to MMU
2-3) MMUM N TR SR TTI R 25 H MMU fetches PTE from page table in memory

4) MMUB B HLHE 7% 45 Cache B3 =47 MMU sends physical address to
cache/memory

5) CacheB{ & F 1K HE 7 RIE A AL BESS  Cache/memory sends data word to
processor

32



HuhEEPE: BT T Address Translation: Page Fau

S Exception R S b AR

| 0 Page fault handler
I {l(g
[
[ AN
CPU v/ CPU Chip . (2 WA
o PTEA S _Victim page o
CPU VA > MMU |e PTE Cache/ ek
o e Memory
?‘?ﬁ New page

1) AL 288t B LB HE & Z5MMU Processor sends virtual address to MMU
2-3)MMUM NAFH R TRV 11K 25 H  MMU fetches PTE from page table in memory
4) Y44 A NOBT MMUfil & 51 T3 H T 5% & Valid bit is zero, so MMU triggers page fault exception

5) 5 AL BRAR P B — AN B UL CUn SR @ NE DT S BG4, ) Handler identifies victim (and, if
dirty, pages it out to disk)

6) S AL FERE e DL 55 0% 25 H Handler pages in new page and updates PTE in memory

7) 53 H RS FERE R v SR RE R T FE 2 B TR AT Handler returns to original process, restarting
faulting instruction

33



/

&

=

& EMNEM Cache Integrating VM and Cache =g

PTE
CPU &/ CPU Chip Y
PTEA -
CPU VA | mMmu
¥ PA
¥ #E Data

PTEA

PTE

hit

PTEA

PTEA

miss

PA

PA

miss

PA

A

B

hit

L1
cache

Data

VA: EHGE VA: virtual address, PA: JEEH AL PA: physical address,
PTE: 7% H PTE: page table entry, PTEAR] T 7645 H #ifiF PTEA = PTE address

N7

Memory

34



fsk FA TLB I k- o
Speeding up Translation with a TLB =
s WERFKE (PTE) BIEMHEMMAFF—FHERIFLELL cacheH

Page table entries (PTEs) are cached in L1 like any other
memory word

» RFEMEEELRPTERRESMIKZE L NTF PTEs may be evicted by

other data references
» PTEARIPATEELY/\IILIZETFIEIR PTE hit still requires a small L1

) -

delay
m FRRFR: HEE#A#Z/#X (TLB) Solution: Translation
Lookaside Buffer (TLB)
= FEMMUARRY/NBYBFEELIE{4 %1% Small set-associative hardware cache
in MMU

» BEHITISIRET AYIIETIS Maps virtual page numbers to physical
page numbers

» B8 7T —/VDERS TREAYSEEETIZRSSH Contains complete page table
entries for small number of pages
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HH B RS R xE
Summary of Address Translation Symbols

m A ZSH Basic Parameters
= N =2": Number of addresses in virtual address space EEH IEHEZS|BIRY
HBHENEL
= M =2": Number of addresses in physical address space ¥JIRiBLHIZS|E]
HYIEIENEL
= P =2P :Pagesize (bytes) TAA/N (ZFT)
s B HubEVAR]S Components of the virtual address (VA)
* TLBI: TLBindex TLBZR5|
= TLBT:TLBtag  TLBFRIC
= VPO: Virtual page offset  EEHITAN{RFE
= VPN: Virtual page number EEHITAIS
n YJEHBEPAR] 4 Components of the physical address (PA)

= PPO: Physical page offset (same as VPO) ¥JIETIAR{HERE ([EVPO)
= PPN: Physical page number YIRS
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1

Ui RITLB Accessing the TLB =
s MMU{EF B HE VPN 435 R TLB - MMU uses the

VPN portion of the virtual address to access the TLB:
T=2tsets 4H

VPN

TBTZEA AW LESTF — ~

T n-1 p+t p+t-1 p p-1 0

TLBT matches tag TLB tag (TLBT) | TLB index (TLBI) VPO

of line within set
Set 0 v tdg PTE v tag PTE

TLBIIEFEA
4 TLBI selects the set

Set 1 v tag PTE v tag PTE <€

SetT-1 v tag PTE v tag PTE

37



TLBAr ¥ TLB Hit

CPU.& 5 CPU Chi
BA P TLB

Q PTE

VPN e

VA PA
>
CPU > MMU a Cache/
] Memory
#¥3E Data

TLBfy <> —IR N EEV5 8] A TLB hit eliminates a memory
access

38



TLBAfTH TLB Miss

CPU &/ CPU Chip

TLB

o=

VA PTEA
> >
cPU MmU Cache/
] 3 5| Memory
#HE Data

(6
TBBAMHF S — MM NGE N (RERKE)
iR, TIBAMmPIRISRE. N7

A TLB miss incurs an additional memory access (the PTE)
Fortunately, TLB misses are rare. Why?
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Z 2% T3 Multi-Level Page Tables ‘_.;;"

e
m fRi% Suppose: Level 2
= AKBA/NTIER, 4s8fiittilZSiE), SFETHIURICR  4KB (212) Tables
page size, 48-bit address space, 8-byte PTE
m A Problem: —R/F
= RGO ANTEEEIA512GB Level 1
= Would need a 512 GB page table! Table
n D48 % 2-12 x 93 — 939 bytes ;/’

s BERAE: LHTE Common solution:
Multi-level page table

m Fl0: 2240 F Example: 2-level page table .

= —RIER: B RRICRERN— X (BRHBEERTE)

Level 1 table: each PTE points to a page table (always memory
resident)

= ZRIGR: BPRRICREA— R (GREER—FHRAR
1) Level 2 table: each PTE points to a page
(paged in and out like any other data)

40
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RN A Two-Level Page Table Hierarchy .
JETU A7
— R K 2] 7 Virtual
Level 1 Level 2 memory .
page table page tables VPO A
01— | o KB RIMAEAE T 2K
VP 1023 \ PEH P FER
PTE1 VP 1024 2K allocated VM pages
PTE 2 (null) PTE 1023 for code and data
PTE 3 (null) VP 2047
S
PTE 4 (null) PTE O N
PTE 5 (null)
PTE 7 (null) Gap 6K unallocated VM pages
PTE 8
1023 null
null PTEs PTE 1023 1023 1023 KA FEHIR
\ unallocated 1023 unallocated pages
—— It BRI BT
3207 Hitt, AKBI, 4FHHEIIR =2 |7 1allocated M page
. for the stack

32 bit addresses, 4KB pages, 4-byte PTEs

4
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Translating with a k-level Page Table

RN FF
75 Page table
base register
(PTBR)
1 Efl#ilk VIRTUAL ADDRESS
n- p-1 0
VPN 1 VPN 2 VPN k VPO
—HKAWRI | 28 TR/ kZRARI— 1
Level 1 Level 2 Level k
Jage table page table page table
» PPN [}—
m'1 y p'1 L 4 0
PPN PPO

Y3 ikl PHYSICAL ADDRESS

k'\.
C /
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BE45 Summary ==

B RIRPEERIATFE Programmer’s view of virtual

memory

» B MHAEEIE R BB EREIEZS[B] Each process has its own

private linear address space
» REEHEIHFEIGIA Cannot be corrupted by other processes

s RGRFHIEHATE System view of virtual memory
» BUEFEUIARFERERUERRATFE Uses memory efficiently by

caching virtual memory pages
- SNEEIBFEBIE Efficient only because of locality

» BCAREEIEFSRE Simplifies memory management and
programming

= EIRESERNEF TRRCRIGERIR, B TIRIF  Simplifies

protection by providing a convenient interpositioning point to check
permissions

H
~
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100076202: itEIEZHRSIO
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[REH:
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Carnegie
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o
Review: Virtual Memory & Physical Meméry=

Physical memory

Virtual address Physical page (DRAM)
number or T
Valid disk address / i PPO
PTEO| 0 null /
1 — VP 7
o VP4 PP 3
> 1 —
0 N -
1 ~ o
0 null "L Virtual memory
0 &\/ \\\ (diSk)
T o< S Ta. VP 1
Memory resident ~~_ AN VP 2
page table NN s
(DRAM) NN vP3
. VP 4
VP 6
VP 7

m A page table contains page table entries (PTEs) that map
virtual pages to physical pages.
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Translating with a k-level Page Table

/

%
&

m Having multiple levels greatly reduces page table size

Page table base register
(part of the process’ context)

VIRTUAL ADDRESS

n-1 p-1 0
VPN 1 VPN 2 VPN k VPO
the Level 1 a Level 2 a Level k
page table page table page table
> > > >
] » PPN |} —
m-1 i p-1 | 0
PPN PPO

PHYSICAL ADDRESS

46



Translation Lookaside Buffer (TLB)

m A small cache of page table entries with fast access by MMU

CPU

TLB
QT PTE
VPN ve
VA PA
o il ° ”] Cache/
Memory
Data
(5 )

\_n*’*"

.
—

Typically, a TLB hit eliminates the k memory accesses required
to do a page table lookup.
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Steps for a READ:

Recall: Set Associative Cache -iocate set

* Check if any line in set

E = 2¢ lines per set

has matching tag

AL * Yes + line valid: hit
p - A * Locate data starting
ce oo at offset
Address of word:
oo t bits s bits | b bits
= s ~——"~"
S 2 SetS < o000 CT CI CO
tag index offset
0 000000000000 OCOGCOGEOGOEOGOEOGEOSGSEOSOSOSOOSOO
o0 00
\.
data begins at this offset
Vv tag 1 z ...... B-1
valid bit ~

B = 2® bytes per cache block (the data)
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Review of Symbols .

I Il oo |
| " |' v 'I | Address nfwar.d: i
m Basic Parameters ! S S
= 2" 5ets [EXE
" N=2":Number of addressesin | ——— e ndex ot
virtual address space | ' e | |
= M=2": Number of addresses in . —
physical address space \‘“ mmmem
= P =2P :Page size (bytes) [v] [Cess] [ofs]2] --T51]
valid bit

B = 2" bytes per cache block (the data)

m Components of the virtual address (VA)

TLBI: TLB index

* TLET #4— TLBI —*
] TLBT: TLB tag 13 12 11 10 ] B8 7 ] 5 4 3 2 1 o
= VPO: Virtual page offset N N Y N P -
. VPN o VPO
" VPN: Vlrtual page number Virtual Page Number Virtual Page Offset
m Components of the physical address (PA) (bits per field for our simple example)
=  PPO: Physical page offset (same as VPO)
=  PPN: Physical page number « c a »+—CO —
- . N . . 11 10 9 8 T & 5 4 3 2 1 1]
CO: Byte Offset within cache line | | | ] l ] I | ] [ |
= (Cl: Cache index - PPN - PPO
®  CT: Cache tag Physical Page Number Physical Page Offset

49



W Today N

s BERAERESTMGI Simple memory system example CSAPP 9.6.4

m ZHIBFF: Corei7/LinuxIFF R SE Case study: Core i7/Linux
memory system CSAPP 9.7

m NFEBES Memory mapping CSAPP 9.8
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5 Bl i Review of Symbols

m ARSI Basic Parameters
= N =2": Number of addresses in virtual address space REH\IHLEZS(E]

Epiihil eSS

= M =2": Number of addresses in physical address space ¥JIEHHIZ

= P=2P :Pagesize (bytes) DR/ (?ZI'_U'_)

[E1]:pchrleassy

n B HLHEVAXRI4 Components of the virtual address (VA)

TLBI: TLB index  TLBZZ5|
TLBT: TLB tag TLBERIC

VPO: Virtual page offset  FEHITAAN{RTE

VPN: Virtual page number [EHITRES

n Y)FEHBEPAKISS Components of the physical address (PA)

PPO: Physical page offset (same as VPO)
PPN: Physical page number

CO: Byte offset within cache line

Cl: Cache index

CT: Cache tag

YR AR® ([EvPO)
YIRS
CachefTHHIRTZ
CacheZ5|

CachefriC

51
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4 [ AR R G S

Simple Memory System Example

m 5k Addressing

w14 EEHIMBIE  14-bit virtual addresses
12379 IRHBIE 12-bit physical address
TUAR/IN964=ZT5 Page size = 64 bytes

13

12 11 10 9 8 7 6 5 4 3 2 1 0

A

VPN ~ VPO .
BRI S Virtual Page Number B AR Virtual Page Offset

11 10 9 8 7 6 5 4 3 2 1 0

: PPN > PPO >
YIE S Physical Page Number #J3 T /W% Physical Page Offset
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m 16125 H 16 entries

N7 RSTLB

Simple Memory System TLB

m AFEZHAHEL 4-way associative

/

¥

S 2
\.._H

g

< TLBT ><— TLBI —
13 12 11 10 9 8 7 6 5 4 3 0
o, 00 0|1 101
: VPN = VPO -
VPN =0b1101 = 0x0D
EE &2 MIX (TLB) Translation Lookaside Buffer (TLB)

Set Tag PPN | Valid | Tag PPN | Valid | Tag PPN | Valid | Tag PPN | Valid
0 03 - 0 09 oD 1 00 - 0 07 02 1
1 03 2D 1 02 - 0 04 - 0 0A - 0
2 02 - 0 08 - 0 06 - 0 03 - 0
3 07 - 0 03 oD 1 0A 34 1 02 - 0
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HNTFRGT

Simple Memory System Page Table

1R

&
K\q\k_-ﬂ—
.

o
o

RERTHI1610%H (25672 H) Only showing the first 16 entries (out

of 256)

VPN | PPN | Valid
00 28 1
01 - 0
02 33 1
03 02 1
04 - 0
05 16 1
06 - 0
07 - 0

TLBT
13 12 11 10

++— TLEI —*

7

5 4

3 2

(0JoJofoJaf1]o]1]

VPN

VPO

VPN | PPN | Valid

08 13 1

09 17 1

0A 09 1

0B — 0

0C - 0

ob | 2D 1 0x0D — 0x2D

OE 11 1

OF 0D 1
mo1 s s 7 & s 4 3 2 1 o
1jofJajafofal | [ [ [ [ |

] —p |

PPN
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&) BL N R Gt i Cache

Simple Memory System Cache

m 1617, 4FFicachefT K/ 16 lines, 4-byte cache line size

n %ﬁfﬂ_’;ﬁt Physically addressed v[0b00001101

] = V[0x369]
- P[0b101101101001] = P[OxB69 1
n BB Direct mapw ] = P[0XB69] = 0x15
< > <« > < co —>
1 o 9 8 7 6 / X 1 o
1011 0|11 0|01
. PPN - PPO .
ldx Tag Valid BO B1 B2 B3 ldx Tag Valid BO B1 B2 B3
0 19 1 99 11 23 11 8 24 1 3A 00 51 89
1 15 0 - - - - 9 | 20 | o - - - -
2 1B 1 00 02 04 08 A 2D 1 93 15 DA 3B
3 36 0 - - - - B (1] 23 0 - - - -
4 32 1 43 6D 8F 09 C 12 0 - - - -
5 oD 1 36 72 FO 1D D 16 1 04 96 34 15
6 31 0 - - - - E 13 1 83 77 1B D3
7 16 1 11 C2 DF 03 F 14 0 - - - -
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Ho it #HPE7~%] Address Translation Examgle

ﬁi”uﬂﬁﬁt Virtual Address: 0x03D4

TLBT ><— TLBI —
13 12 11 10 9 7 6 5 3 2 1
0 0 0 0 1 1 1 0 0 1 0
VPN = VPO >
VPN OxOF TLBI Ox3 TLBT 0x03 TLB Hit? Y Page Fault? N PPN: Ox0D
TLB Set Tag PPN | Valid Tag PPN | Valid Tag PPN | Valid Tag PPN | Valid
0 03 - 0 09 oD 1 00 - 0 07 02 1
1 03 2D 1 02 - 0 04 - 0 0A - 0
2 02 - 0 08 - 0 06 - 0 03 - 0
3 07 - 0 03 oD 1 0A 34 1 02 - 0
Y3 Hi Bk Physical Address
11 10 9 8 7 6 5 3 2 1
0 0 1 0 1 0 0 1 0 0
. PPN = PPO >
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Hh k#9345 Address Translation Exam

Y)EE bk Physical Address

< CT > < Cl >«— CO —
11 10 7 5 4 3 2
0 0 1 0 0 0 1
< PPN >4 PPO -
CO 0 Cl 0x5 CT 0x0D Hit? Y Byte: 0x36
Cache
ldx Tag Valid BO B1 B2 B3 ldx Tag Valid B0 B1 B2 B3
0 19 1 99 11 23 11 8 24 1 3A 00 51 89
1 15 0 - - - - 9 2D 0 - - - -
2 1B 1 00 02 04 08 A 2D 1 93 15 DA 3B
3 36 0 - - - - B 0B 0 - - - -
4 32 1 43 6D 8F 09 C 12 0 - - - -
5 oD 1 36 72 FO 1D D 16 1 04 96 34 15
6 31 0 - - - - E 13 1 83 77 1B D3
7 16 1 11 C2 DF 03 F 14 0 - - - -
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HibE R B :  TLB/Cache A S 2
Address Translation Example: TLB/Cache MisS

EdlHLAE Virtual Address: 00020

< TLBT ><— TLBI —
13 12 11 10 9 8 7 6 5 4 3 2 1 0

o,o|o0|0|0| 0|0 |O0O|1 0|0 |O0]|O

« VPN > VPO >
VPN 0x00 TLBI_O0  TLBT 0x00 TLB Hit? N Page Fault? N PPN:
V¥ bt Physical Address Page table
« cT . ol e O —» VPN | PPN | Valid
) ] 00 | 28 | 1
11 10 9 8 7 6 5 4 3 2 1 0 01 — 0
1 0 1 0 0 0 1 0 0 0 0 0 02 33 1
03 | 02 1
< PPN > PP >
° 04 - 0
co_0 C10x8 CT 0x28 Hit? Byte: 05 16 1
06 - 0
0

07 -




bl B F~B: TLB/Cache /iy H

4
ae N
R
\

&

Address Translation Example: TLB/Cache Miss=g*=

Cache
ldx Tag Valid B0 B1 B2 B3 ldx Tag Valid BO B1 B2 B3
0 19 1 99 11 23 11 8 24 1 3A 00 51 89
1 15 0 - - - -~ 9 2D 0 - - - -
2 1B 1 00 02 04 08 A 2D 1 93 15 DA 3B
3 36 0 - - -~ - B 0B 0 -~ - - -
4 32 1 43 6D 8F 09 C 12 0 -~ - -~ -
5 oD 1 36 72 FO 1D D 16 1 04 96 34 15
6 31 0 - - -~ - E 13 1 83 77 1B D3
7 16 1 11 c2 DF 03 F 14 0 -~ - -~ -
Yok Physical Address
“ CT > < Cl »«— CO —
11 10 9 8 7 6 5 3 2 1
1 0 1 0 0 0 1 0 0 0
< PPN > PPO >
co 0 C1 0x8 CT 0x28 Hit? N Byte: Mem
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W Today

n BB ANFRGR~H Simple memory system example
n ZHIHFFR: Corei7/LinuxHTEZR S Case study: Core

i7/Linux memory system
m NS Memory mapping
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Intel Core i771E R A S
Intel Core i7 Memory System e

R S84 Processor package

ZL>x4 Core x4

i Registers Instruction MMU E

: g fetch (addr translation) |

: A A A :

| L1 d-cache L1 i-cache L1 d-TLB L1i-TLB |

E 32 KB, 8-way 32 KB, 8-way 64 entries, 4-way 128 entries, 4-way !

1 A A A 1

: A 4 A 4 \ 4 \ 4 :

i L2 unified cache L2 unified TLB | e
: 256 KB, 8-way 512 entries, 4-way : Wil '[?o
! 7y ' A

i » other

: QuickPath interconnect > cores

: 4 links @ 25.6 GB/s each , := %11/ O¥f
| ' Tol/O

i L3 unified cache DDR3 Memory controller i bridge

i 8 MB, 16-way | g 3 x 64 bit @ 10.66 GB/s i

i (shared by all cores) 32 GB/s total (shared by all cores) i

________________________________________________________________ I_I

Main memory
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75 [B] il Review of Symbols

m EAZSH Basic Parameters

= N =2": Number of addresses in virtual address space FEfAIBLHIZS|E]

= M =2": Number of addresses in physical address space ¥JIEHHIZ

Epiihil eSS

B)RYtENEERE
P = 2P : Page size (bytes) TTA/N (1)

s B HLHEVARI4 Components of the virtual address (VA)

TLBI: TLB index  TLBZRS|

TLBT: TLB tag TLBRIC

VPO: Virtual page offset FEEHATA R (RFE
VPN: Virtual page number FE{iTAS

n Y)FEHBEPAKISS Components of the physical address (PA)

PPO: Physical page offset (same as VPO) #JIETIR{RFZ ([EVPO)

PPN: Physical page number YIRS
CO: Byte offset within cache line Cache{THRY R E
Cl: Cache index CacheZ 5|

CT: Cache tag Cachefric
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) ) ° M (G
¥ 2| B Core i7HMHEEY BE S
End-to-end Core i7 Address Translation —
CPU . o %3;26;“ . L2, L3, and
BERIHLE Virtual address (VA) 3 main memory
36 | 12 11 _
\_' VPN | VPO, it it L1
3 I . Miss A a7
TLBT | TLBI L1 d-cache HIEEFF
| (64 sets, 8 lines/set)
v v v v TLB@HH (6441, HLH8IT)
> TLB >
TLB A > Rit D
s T T ] [
miss L1 TLB (16 sets, 4 entries/set) TT 11 11
s o s 164, FHAKH)
v a0 | |12 6| 6
VPN1 [ VPN2 | VPN3 VPNfJ PPN PPO — ’_i Cl. ch
28] 1 T TR ——
3 J J Physical
CR3 PTE| b PTE |l Lo{ PTE || Ls{ PTE address
(PA)

WK Page tables 64



Corei7 1-3Zk WK% H -

Core i7 Level 1-3 Page Table Entries —

63 62 52 51 12 11 9 8 7 6 5 4 3 2 1 0
ERYIEEbE ~

XD | Unused Page table bhysical base address Unused G | PS A | CD | WT |U/S|R/W|P=1

RERRH (RFEAFHLE L) Available for OS (page table location on disk) P=0

/O EENUM—MNkFTIER, EERIFEREIE:  Each entry references a 4K child
page table. Significant fields:

P FIIREAREYIIERTE Child page table present in physical memory (1) or not (0).
R/W: R EEEERFRIC{I Read-only or read-write access permission for all reachable pages.

u/s: BPEAFN (R#Z) FRILFRICHI user or supervisor (kernel) mode access permission for all reachable
pages.

WT: FIUERNEEIAEE S[BlCacheSklE Write-through or write-back cache policy for the child page table.

A: S|FEfRC(EAMMUESHIZE, B45ER) Reference bit (set by MMU on reads and writes, cleared by
software).

PS: TAEIA/N, 4KBEREAMB({NI1LPTEEN) Page size either 4 KB or 4 MB (defined for Level 1 PTEs only).

Page table physical base address: ¥JIE U ZRIBUAYE 4010 (SREITTZRIZIBAKBYIFF) 40 most significant bits of
physical page table address (forces page tables to be 4KB aligned)

XD: 2| P iFENFE2{E Disable or enable instruction fetches from all pages reachable from this PTE.




Core i7 42k W £ % H g
Core i7 Level 4 Page Table Entries — g

63 62 52 51 12 11 9 8 7 6 5 4 3 2 1 O

XD | Unused - / Unused G D| A |CD|WT|U/S|R/W|P=1

Page physical base address

RERRT N (RERLIFELER) Available for OS (page location on disk) P=0

MEAENN—MKFRE, ETER9FEREIE: Each entry references a 4K child page.
Significant fields:

P FIIEREARTEYIEATE Child page table present in physical memory (1) or not (0).

R/W: R EEEERFRIC{I Read-only or read-write access permission for all reachable pages.

u/s: BPEAFN (R#Z) FRICFRICHI user or supervisor (kernel) mode access permission for all reachable pages.
WT: FIEHNEBRIATE E[ECachetklg Write-through or write-back cache policy for the child page table.

A: S| FBtFRC(EMMUEEERNEE, H{4758R)/Reference bit(set by MMU on reads and writes, cleared by
software).

D: (B ERTEHMMUIZE, 4EER) Dirty bit (set by MMU on writes, cleared by software)

Page physical base address:¥JIRTu RNV =405 (38 H TAZRILABAKBYISF) 40 most significant bits of physical
page address (forces pages to be 4KB aligned)

XD:ZE Pl /1 FEIEE{E Disable or enable instruction fetches from this page.
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Core i7 0 RB % -
Core i7 Page Table Translation L
9 9 9 9 12 @wﬂg‘tﬂ:
VPN 1 VPN 2 VPN 3 VPN 4 VPO .
Virtual
PRER 2/ ES L2 PT L3 PT L4 PT address
L1 PT Page upper Page middle Page
Page global Directory Directory Table
BRTGES | | dicctory  ag TLRAR |agHARAR |99 TTH
T ™ ™
G AR AT B
Physical JTIPTE T e R yyy /12 Offs.et into
address > physical and
of L1 PT T E A virtual page
Physical
17 cB 1GB 2 MB 4 KB address
| region region region of page
region per entry per entry per entry
per entry
#74 H512GB X 15 40
l ' Y2 b
40 12 Physical
PPN PPO

address
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L1 [ B N 5 e
Cute Trick for Speeding Up L1 Access

J— A R tRiCHEE Tag Check

40 ::j 6 6 A A A A Ar Ar ;r ‘r
18t Physical CcTé |cl|co
address
(PA) PPN PPO
T 4 .’Jo|o|o|o|0|u|u|u|
Address No
bt virtual Translation Change
~Cl
address ¢ — &
(VA) VPN VPO ¢ L1 Cache
m M2%Z Observation 36 12

BN IRt FRFCache ZR5 B 2FB[EEY  Bits that determine Cl identical in

virtual and physical address

HHEEREAIEIR T LAH {TCacheZ5| Canindex into cache while address translation taking
pIace

BB FTLBSAs®, PPN (Cachefrid) ETNEESTIH Generally we hitin TLB, so PPN
blts (CT bits) available next

EWIZ=ES|, YIEBfre  “Virtually indexed, physically tagged”
Cache XK/NFZITEEFEABEXFEFI T Cache carefully sized to make this possible 68
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LinuxiZE A Y K2 $0L i 1k 2 1] e
Virtual Address Space of a Linux Process —~—

(| HEMEEEEL |

Process-specific data

ﬁ//\ﬁﬁf/l? 3 structs (ptables,
Different for task and mm structs, 1% 7 P77 Kernel

each process kernel stack) > Virtual memory

PSR # N FF Physical memory
Identical for WA A 3R

each process Kernel code and data | ./
TSP — F P % :ser stack | )

FEEFE ) AF BLET X 35, Memory mapped region
for shared libraries
2T P FF Process

brk_, t Virtual memory
iIZAT I HE Runtime heap (mallo¢)
RYTTEALEHE Uninitialized data (]bss)

HIIEACBAE Initialized data (.data)
0x00400000 > AXAD Program text (.text)
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Linux K HEILL A TR 4L 50— B R IR AR S
Linux Organizes VM as Collection of “Areas” : ‘
HEEMANT

Process virtual memory

vm_area_s truct

task struct S
mm struct vm_end
vm_prot
mmap vm_flags
Shared libraries
T vm_end
— \
m pgd: vm_start
= TRLEEZRMHE Page global directory vm_prot
Data
address vm_flags
» SMEILIZRTTIZE Points to L1 page table
m vm_prot:
n x n“gl:,:‘ . " .
E.i;h,k SPR Read/write permissions for Text
this area R
| vm_end
m vm_flags €
T PO vm_start >
= SHHFELZEE SRIHEAE R = orot
Pages shared with other processes or vm_pro
private to this process vm_flags
vm_next 0

RN B Cifjtask_struct5$ Each process has own task_struct, etc 7



Linux 3 1) 80 TR 5 by A 3 g

Linux Page Fault Handling —
54472 2 ]
vm_area_struct Process virtual memory
vm_end
vm_start
vm_prot
vm_flags
shared libraries
rg B4~ Segmentation fault:
S ) Vi A FER R
vm_start R 9 accessing a non-existing page
vm_prot dat d .
vm_flags ata read 38 Bk T H
Normal page fault
text @ {R¥ 7 Protection exception:
oo L wite g, xR ERTGET BN
vm_start —, fE (Linuxih G RNEREIR) eg.,
vm_prot violating permission by writing to
vm_flags a read-only page (Linux reports as
vm_next

Segmentation fault)
7



W Today

n BB ANFRGR~H Simple memory system example
m ZHIHFFR: Corei7/Linux N EE RS Case study: Core

i7/Linux memory system
s AFLE Memory mapping
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N LS Memory Mapping —

VM X 15 i 5 HAH SR BRREAE T R AT 46 4L VM areas initialized by associating

them with disk objects.
 IX—IIFERRN AIERRE T Process is known as memory mapping.

XA A AR $24t:  Area can be backed by (EJ )\ LA FIREBHIIRIE i.e.,

get its initial values from) :

" B LRSS F Regular file on disk (FIRI—AJ AT BRI e.g., an

executable object file)

» BRI IR TR Initial page bytes come from a section of a
file
» EEXAFE Anonymous file (e.g., nothing)
« FREIAA D EC— MEFT I0HUIIETR (IE R ZHEHHIZRIT)  First
fault will allocate a physical page full of 0's (demand-zero page)

- WEFEZE (BER) SAFIEMBIT—F Once the page is written to
(dirtied), it is like any other page

AETR S 7E N A —DMRFIR AL B AT 2 T8I R [E]#5 IU Dirty pages are

copied back and forth between memory and a special swap file.
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BIEE: N EEMRY 3£
Review: Memory Management & Protection

n REMEBIE W EHREZ B EEItE Code and data can be isolated or

shared among processes

oD B HEEH

H# g ° Address 0 HF5%/E]
5] VP 1 translation ZZ};SICGI
Virtual VP 2 \> PP 2 soo Cf :ss
Address P
Space for N1
Process 1: — i R

% e.g., read-only
T2 2 0 By library code)
L5 [E] VP 1
Virtual VP2
Address
Space for N1 -

Process 2:
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FLEEEP: EEXR
Sharing Revisited: Shared Objects

HERABBATE oy EABDAR

Process 1 Physical Process 2
virtual memory memory virtual memory
FEEXF A Shared

object

K\.
=

g

n I IEE
XTH Process 1

maps the shared
object.
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HEEEBP: HREXNR > o
Sharmg Revisited: Shared Objects =
3 ‘;‘ 2 v L )
HBIVEMAT ympr  HEZEUANE . 1;? HH%E—J‘;Z&EXT
Process 1 Physical Process 2 rocess 2 maps
virtual memory memory virtual memory the shared object.
n VEREHHEE AR
A 5] Notice how
: the virtual
2 , addresses can be
. different.
n B2, ARDBIR
TN R R A

But, difference
must be multiple

%éXETZiIShared of page size.

object
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LR E B EAE SR R R R

Sharing Revisited: Private Copy-on-write (COW) Objects

HERUEUNT  ymmpz  #EUBBAR

Process 1

Physical
virtual memory

memory

MH SRR

Private copy-on-write object

Process 2
virtual memory

WH B
B I X 35

Private
copy-on-
write
area

\_f\’g"

=2

g

P BB T —A
HESHER (cow)
%T% Two processes
mapping a private
copy-on-write (COW)
object.

X i ARE S
S % Area flagged

as private copy-on-
write

A X BHIPTERAR
1IN REE PTEsin
private areas are
flagged as read-only
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H
—

H

B:AAA B I R X R

Sharing Revisited: Private Copy-on-write (COW) Objects

HBEVBMANTF ygmmpyr  ERBUARF

Process 1

virtual memory

Physical
memory

. B R

Copy-on-write

-
-~o
-
-
-
-

MEBERERIXTR

Private copy-on-write object

Process 2
virtual memory

le—

BEAREE
B & 1] T
Write to

private
copy-on-write
page

ERARB MK
BRI R 'E Instruction
writing to private
page triggers
protection fault.

R PRI — AN BT
FIR/WIH Handler

creates new R/W
page.

A FRFEFPIR B 5 B
HATHEL Instruction
restarts upon handler

return.

JR T RESEIR B Bl
Copying deferred as
long as possible!
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fork ER 2 E [F] Jii g
The fork Function Revisited —

n  VMAI N TEBRETAERE T fork i yREAV AR Bt EAA ik == [A] VM and

memory mapping explain how fork provides private address space for
each process.

o ﬁ%ﬁﬁﬁﬂ@ﬁwﬂlﬁk To create virtual address for new process
» fETEEMENTEHERENAFEURAIIFIIZ Create exact copies of

currentmm_struct,vm area struct, and page tables.

" MHAEERISERC /IR Flag each page in both processes as read-only

- Y_WA HETEFAIvm area struct IXEHNFABCOW  Flag each
vin_area struct inboth processes as private COW

s REE, BNMHEERESMEEIRIERINTE On return, each process has

exact copy of virtual memory

n 5SS EESENCOWERIEFT KT Subsequent writes create new pages

using COW mechanism.
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execve E [A] i S
The execve Function Revisited —
1E 24 B HFE FH execve N FH1E1T

»
BEH, BERZHEHNEY
User stack Private, demand-zero ! %%ﬁﬁ a.out To Ioac'l and
l run a new program a . out in the
current process using execve:
- 4 . RSB AT
: . X Free vim_area struct’s
ddid Memory mapped region HFE, ARG and page tables for old areas
fext [ o for shared libraries Shared, file-backed

o BUEHT X A SR B S AT

#F Create vm_area struct’s
1 and page tables for new areas

e = ERFIYRHERIEUREBIRY
A BRI {4424 Programs and initialized
data backed by object files.

Uninitialized data (.bss) } A, EHR_ILFN " bssTltkHERZUFHRL

Private, demand-zero

Runtime heap (via malloc) Private, demand-zero

a.out

- .bss and stack backed by
data —— [nitialized data (.data) } BE, WIEEL anonymous files .
dext | Program text (.text) Private, file-backed B EPCAH.textH A0 x5 Set PCto

entry point in . text

0 " LinuxEIRIEEERARIBF0EL
}ETT Linux will fault in code and
data pages as needed.
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KB EZ T Finding Shareable Pagg“;”‘

s A1ZAHE W H S 3 Kernel Same-Page Merging
» OSHHIERTBYIEARTE, BEESTE OS scans through all of

physical memory, looking for duplicate pages

» SHEIREFAE—TE, RS ASRTES When found, merge

into single copy, marked as copy-on-write
= 2009FTELinuxPRA#ZSEH Implemented in Linux kernel in 2009

» (Y RFFre ] 8E&ZERYTAME Limited to pages marked as likely

candidates

= SEREITRES N EIUVETREBIS R Especially useful when

processor running many virtual machines
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] P 2% N User-Level Memory Mappuﬁ,‘

void *mmap (void *start, int len,
int prot, int flags, int fd, int offset)

s KRR fdF B Eoffset FIEHIKE Nlen1FTH
BT Rtk start Map len bytes starting at offset
offset of the file specified by file description £d, preferably

at address start
" start: may be O for “pick an address” BRJEEZ0, LUKEN— Mt
" prot: PROT_READ, PROT_WRITE, ...
= flags: MAP_ANON, MAP_PRIVATE, MAP_SHARED, ...

n 3R (B — ARG XIR TG b 3R ST CRATBEAS Rstart)

Return a pointer to start of mapped area (may not be start)
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1 P 2% NAFBLET User-Level Memory Mappiné

N

void *mmap (void *start, int len,
int prot, int flags, int fd, int offset)

..............................................  Len bytes

< start

................................................. et
len bytes < ........................................ %E{-’ﬂﬁtﬂ:

or address
RF¥% offset chosen by

(bytes) kernel)

» O, 0
X AEH 11 d 75 8 BT 1 2P FF Process virtual memory
Disk file specified by
file descriptor £d4 83
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mmapHJfEF Uses of mmap S = 2

m BRI Reading big files
» (FERTTAENFEIESHERNRNTE Uses paging mechanism to bring files
into memory
s HLEHIELEH Shared data structures
= HFAMAP_SHAREHREVEFBRT/When call with MAP SHARED flag

« ZNHEILOEFERIRNTEXE, Multiple processes have access to
same region of memory

» BXEE! Risky!
n ETHEIEEES M File-based data structures

= BIANEHERE E.g., database
= 5Hprot2409: Give prot argument PROT READ |
PROT WRITE

= SREMRGTXERY, MBI SR TEET When unmap region, file

will be updated via write-back

= ATLASCILM I INER/ /S RIZIS4 Can implement load from file
/ update / write back to file 5

) -
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Example: Using mmap to Copy Files

. DRERBTER AP ZER, BUATDOR— AN SRS DB b e

Copying a file to stdout without transferring data to user space.

#include "csapp.h"

void mmapcopy(int fd, int size)

{

/* Ptr to memory mapped area */
char *bufp;

bufp = Mmap(NULL, size,
PROT_READ,
MAP_PRIVATE,
fd, 0);

Write(1, bufp, size);

return;

}

mmapcopy.c

/* mmapcopy driver */
int main(int argc, char **argv)

{

struct stat stat;
int fd;

/* Check for required cmd line arg */
if (argc 1= 2) {
printf("usage: %s <filename>\n",
argv[0]);
exit(0);
}

/* Copy input file to stdout */

fd = Open(argv[1], O_RDONLY, 0);
Fstat(fd, &stat);

mmapcopy(fd, stat.st_size);
exit(0);

mmapcopy.c
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Bl A mmapsCRFEE SE S 7

Example: Using mmap to Support Attack LﬁI‘
m |5/ Problem

s A RBHITAIEEANIBD Want students to be able

to perform code injection attacks

n AT HLEARA BEFAITFCHY Shark machine stacks are not

executable

m R TS Solution

m HSam King& i (PLfEFEDavis) Suggested by Sam King
(now at UC Davis)

n ¥ mmapZ AR ic 8 AT $14T B N 7 X 3 Use mmap to

allocate region of memory marked executable

n BB BE B X 35 Divert stack to new region
n FUTFER BT Execute student attack code
m KRB B JFU51R Restore back to original stack

n THERBLET ) X 3 Remove mapped region "
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Hmmap > 7B SE LR

Using mmap to Support Attack Lab

0x40000000

0

Kernel virtual memory

User stack
(created at runtime)

'
T

Memory-mapped region for
shared libraries

Run-time heap
(created by malloc)

Read/write segment
(.data, .bss)

Read-only segment
(.init, .text, .rodata)

Unused

|

YRR BATRRE
Memory
invisible to
user code
srsp
(H$5%t stack

pointer)
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Using mmap to Support Attack Lab

Kernel virtual memory

User stack
(created at runtime)

'
T

Memory-mapped region for
shared libraries

0x55586000

Region created by mmap

0x40000000

Run-time heap
(created by malloc)

Read/write segment
(.data, .bss)

Read-only segment
(.init, .text, .rodata)

0

Unused

Memory
invisible to
user code

srsp

(o

stack
pointe

0x55586000
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Using mmap to Support Attack Lab

0x55586000

0x40000000

0

Kernel virtual memory

User stack
(created at runtime)

'
T

Memory-mapped region for
shared libraries

Region created by mmap

Run-time heap
(created by malloc)

Read/write segment
(.data, .bss)

Read-only segment
(.init, .text, .rodata)

Unused

Memory
invisible to
user code

srsp

(Hefast

stack

pointer)

Frame for launch

Frame for test

Frame for getbuf

0x55586000
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Using mmap to Supp

Hmmap> RS2

Kernel virtual memory

User stack
(created at runtime)

'
T

Memory-mapped region for
shared libraries

0x40000000

Run-time heap
(created by malloc)

Read/write segment
(.data, .bss)

Read-only segment
(.init, .text, .rodata)

0

Unused

ort Attack Lab

Memory
invisible to
user code

srsp
(terast
stack
pointer)

90



m k5

m kK

H45 Summary

n KB AR S

Exception handling mechanism

= REALIEYLH.
= TLB

%F VM requires hardware support

» RFhisHElIZT{F2E Various control registers

EL N R ERIERSSCHF VM requires OS support

» &=THTIZR Managing page tables
= SCIITAEHESRER Implementing page replacement policies
» EEV(HZRS Managing file system

SN EBE 22 B2 /7 VM enables many capabilities

» MINTFEINEFER Loading programs from memory

" IRERFER:

tH Providing memory protection
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SECHEIX IR Allocate new region

Hmmap> Bl S S

Using mmap to Support Attack Lab

void * = mmap (START ADDR, STACK_SIZE, PROT_EXEC|PROT_ READ |PROT WRITE,

MAP PRIVATE | MAP GROWSDOWN
0, 0);
if (new_stack !'= START ADDR) ({
munmap (new_stack, STACK SIZE) ;
exit(1l);
}

| MAP ANONYMOUS | MAP FIXED,

2 R BR BT X B AT B S

Divert stack to new region & execute attack code

stack top = new_stack + STACK SIZE - 8;
asm("movg %$%rsp,%%rax ; movqg %1,%%rsp ;
movqg %%rax,%0"

: "=r" (global save stack) // %0

: "r" (stack_top) // %1
)

launch (global offset);

R AR I ok [X 35

Restore stack and remove region

asm("movg %$0,%%rsp"

: "r" (global save stack) // %0
) ;

munmap (new_stack, STACK SIZE) ;
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BIE EIAEF

Dynamic Memory Allocation:
Basic Concepts

NS ST : B A2

100076202: itEHRFESIE

(EiRELH:
AR 2B Enia

[REH:
Randal E. Bryant and David R. O’Hallaron

Carnegie
Mellon

University
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W Today

s EAHWELE Basic concepts
m BRRZTHFNZE Implicit free lists
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A NFESES Dynamic Memory Allocation”

FBFW%E’&F

W i i
. Application TR
N 7753 EC 2% Dynamic Memory Allgcator Kernel virtual memory I !Vle.njslrvt
invisipie to
HE Heap User stack user code
(created at runtime) ors
T R | o
(malloc)fEIZ4T B B 18 B 0L P9 77 T stack
Programmers use dynamic | pointer)
memory allocators (such as BRI ETRE] MR (2
. . shared libraries
malloc) to acquire virtual
memory (VM) at runtime
¢ ST BRI BT T o
Hjjﬁgﬁuﬁﬁgéﬁiﬁg—%:*@ For Run-time heap
data structures whose size is only (created by malloc)
known at runtime | MHIFX
_ . \ Read/write segment
2573?55 Wﬁﬁ%ﬁ%ﬁﬁﬁﬁw (.data, .bss) ﬁ:a dg
A — AN RR O HE R X 3 >
i Read-only segment from the
Dynamic memory allocators (. Seie, G, ek executable
manage an area of process VM 0x400000 /- file
known as the heap 0 Unused o
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AN AE5BC Dynamic Memory AIIocatg}‘

s SEHFBEIJMAR KR PDHIRFESHITEE, AR
STEEELRZ A Allocator maintains heap as collection of

variable sized blocks, which are either allocated or free

m HECEESRA Types of allocators
» BRohrss: NBRERDBCFITEZSIEl Explicit allocator:

application aIIocates and frees space
- fFla0cAImallockdfree  E.g., malloc and freeinC

» Bl D irEs: MARGEDEEEATENZIE Implicit

allocator: appllcatlon allocates, but does not free space

- fHl40Java, MLUFOLispHPAILIIRICEE E.g. garbage collection in
Java, ML, and Lisp

s SRIFEGTRRBERERNFESE Will discuss simple

explicit memory allocation today
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mallocfl The malloc Package S =

#include <stdlib.h>

void *malloc(size t size)
= BY%I Successful:
- IREIK/NEDEsizefINTFHIETT, x86 LRIZSFHXITF, x86-64RIR16FTXIST
Returns a pointer to a memory block of at least size bytes aligned to an 8-byte (x86)
or 16-byte (x86-64) boundary
= WN&RsizeJ0, MIREINULL  If size == 0, returns NULL
" ARBRIN: IREINULLFFIZ Eerrno  Unsuccessful: returns NULL (0) and sets errno

void free(void *p)
» BplEmRFEHRIREISETFHRNTER  Returns the block pointed at by p to pool of available
memory

» pWEZBEIEAnallocEiE reallocskBHY  p must come from a previous call to
malloc orrealloc

HABKEL Other functions
" calloc: malloclIB—MEA, B S ECHINTFELAFIIE{L/I0  Version of malloc that
initializes allocated block to zero.
" realloc: W ZHIDEHILRAIA/N  Changes the size of a previously allocated block.

" sbrk: S HECEEREBRAREINEE B/ NERIA/N  Used internally by allocators to grow or

shrink the heap
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malloc/# malloc Example =

#include <stdio.h>
#include <stdlib.h>

void foo(int n) {
inti, *p;

/* Allocate a block of n ints */
p = (int *) malloc(n * sizeof(int));
if (p == NULL) {
perror(“malloc");
exit(0);
}

/* Initialize allocated block */
for (i=0; i<n; i++)
pli]l =i;

/* Return allocated block to the heap */
free(p);

}
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B A4 B~ Visualization Conventions's™=

n BRBFETFEN—I B Show 8-byte words as squares
m ECRAXENSF Allocations are double-word aligned

\ v J \ J
Allocated block Free block
(4 words) (2 words) 2% [N % Free word

BBt Allocated word
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51 EC~# Allocation Example "

(wﬁi“ Conceptual) #define SIZ sizeof (size t)

pl = malloc(4*SIZ)

P2 = malloc(5*SIZ)
p3 = malloc(6*SIZ)
free (p2)

p4 = malloc(2*SIZ)

101



W
&

-

fRfE Constraints S 3

m M Applications
= AL H{EEmallockOfreeid kE5! Can issue arbitrary sequence of malloc and free requests
" freel5 KWENT— T malloclEKAIER free request must be to amalloc’d block

n BRECEE Explicit Allocators
»  ToEIEHISECRIREVELEFN K/ Can’t control number or size of allocated blocks
= WM AT IEA mallociE3K Must respond immediately to malloc requests
« R0, ARBEXHIERHEFRFIZE R ie., can’t reorder or buffer requests
= WM HT B BECATFEIR Must allocate blocks from free memory
« {5l30, SECRIRMNIRTETIAANTESR i.e., can only place allocated blocks in free memory
»  WATHEHBEESKSCIIEAYTSS Must align blocks so they satisfy all alignment requirements

« LinuxBIx8628FTXITF, x86-64216FTIXITF 8-byte (x86) or 16-byte (x86-64) alignment on
Linux boxes

= DBEERMEFZ I IRRTE Can manipulate and modify only free memory
» —BSFEEAEERBIINTER Can’t move the allocated blocks once they are malloc’d
« 580, FEEEARTIFR ie., compaction is not allowed
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Hge HA%: HHZE Performance Goal: Throughput =&~

m T2 EKmallocfifree[¥%1 Given some sequence of malloc and free
requests:

Ry Ry ..o Ry oo, R,

s Hir: BAUFHRMEENEFRFHZE Goals: maximize throughput and

peak memory utilization
» XERNEEZREHREIPIEA These goals are often conflicting

s FHZE Throughput:
= BT ENSERAVEKEIE Number of completed requests per unit time
= {Fl0: Example:

= 10FPASERK5000/Kmallock]50007Rfree 5,000 malloc calls and 5,000
free calls in 10 seconds

« HIERFHE10007732/E/F> Throughput is 1,000 operations/second
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Performance Goal: Minimize Overhead

fe Hbr: B/MUFF4ES S

XTT45 2 FImallocHifree F/MEXR 51 Given some sequence of malloc
and free requests:

Ry Ry ooy Ry o) R,
KAXiER2Z 5, BENT/2E): After k requests we have:
JEX: BERER Def: Aggregate payload P,

* malloc(p) REI—1MEHATHNpFTHIER malloc (p) resultsin a block
with a payload of p bytes

= B3R TG, BREREAP EEBIC N ERIEAAIE KN After request R,
has completed, the aggregate payload P, is the sum of currently allocated
payloads

JEX: ZHTHEKR/NH, Def: Current heap size H,
= (BRIZH BEIEAEIR Assume H, is monotonically nondecreasing

- BPHE o B sbrkBTHEIEN i.e., heap only grows when allocator uses
sbrk

JEX: k+1IRFERZ JGRENFFIFHZE Def: Peak memory utilization

after k+1 requests
" U,=(max,._,P;)/ H,
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PERE HAn: B/MUTTHE 2%

Performance Goal: Minimize Overhead —%—
n X T2 EKFImallocHifree—LL3E K £ %1 Given some sequence

of malloc and free requests:
* Ro,Ry, o, Riy o, Ry g

m KXERZE, ENT7ZZ: After k requests we have:
ENX: HMBEREH Def: Aggregate payload Py,

* malloc(p) REI—PMERNpFTHIR /malloc (p) resultsin a
block with a payload of p bytes

» BN EEP EEBIEDEcAIE HISF] The aggregate payload Py is
the sum of currently allocated payloads

* IFERBERETRERFPEHEREEKREBBE ST The peak
aggregate payload mg{xP is the maximum aggregate payload at any point
l
in the sequence up to request

105



Performance Goal: Minimize Overhead =%~

n X485 B HFmallocfifree—22i5 K 7% Given some sequence
of malloc and free requests:

® Ro,Ry, o, Ry ooy Ry q

n KXERZE, ENT/ZE: After k requests we have:

m EX: HEHEKR/PH,  Def: Current heap size H,,
s (RIRHEDBECRHEsbrkBT IS, MARULE Assume heap only grows

when allocator uses sbrk, never shrinks

m EX: /48, O, Def: Overhead, O,
» A E NSRS ABILLA Fraction of heap space NOT used for

program data
" O = (Hk/ma}(xpi) - 1.0
<
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E AN R ~%] Benchmark Example

FHEMN R Benchmark

syn-array-short

mallocSCEGHRMHAVERER Trace
provided with malloc lab

D ECFIRERIES 10 R Allocate
& free 10 blocks

afXZE_ B a = allocate
RN f = free
REEFIRR DB, E45R

BJFEHR Bias toward allocate at
beginning & free at end

IRE1-10 Blocks number 1-10
Entc: FrEnicEAYF0
Allocated: Sum of all allocated
amounts

IBH: BREDERISKE

Peak: Max so far of Allocated

HR
Step

1

th th th Hh @ Hh Hh ® Hh O Hh® HO O HDDOWE

we

Command

0

© Ul OO JOPRPRJIMNMNONOUVGEEA_BWWDMNDHR

9904
50084
20
16784

840
3244

2012

33856

136

20

B

Delta
9904
50084
20
16784
-16784
840
3244
-9904
2012
-20
33856
-50084
136
-33856
-2012
20
-840
-136
-3244
-20

24 BC
Allocated

9904
59988
60008
76792
60008
60848
64092
54188
56200
56180
90036
39952
40088

6232

4220

4240

3400

3264

20
0

V{5

Peak

9904
59988
60008
76792
76792
76792
76792
76792
76792
76792
90036
90036
90036
90036
90036
90036
90036
90036
90036
90036
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FAEMA R PE4L Benchmark Vlsuallzatlg.‘

B fnd T B S AR i 1

Step Command Delta Allocated Peak

1 a 0 9904 9904 9904 9904

2 a1 50084 50084 59988 59988 & 0.8

3 a2 20 20 60008 60008 O

4 a 3 16784 16784 76792 76792 § 0

5 £ 3 -16784 60008 76792 o '

6 a 4 840 840 60848 76792 N

7 a5 3244 3244 64092 76792 £ - 04

8 £0 -9904 54188 76792 g E

9 a 6 2012 2012 56200 76792 O

10 £ 2 20 56180 76792 E = 02 1

11 a 7 33856 33856 90036 90036  p

12 f£1 -50084 39952 90036 4 0

13 a 8 136 136 40088 90036 % 12345678 91011121314151617181920
14 £ 7 -33856 6232 90036 = s

] 7wk Step

15 £ 6 2012 4220 90036

16 a 9 20 20 4240 90036 e Allocated  —e—peak
17 £ 4 -840 3400 90036

18 £ 8 -136 3264 90036

0 £ a0 oo x BAFNENIEERETESBIIRESE

! Plot P, (allocated) and max Py (peak)
<

as a function of k (step)

= YiHF—{LabIE — SR AERIELS] Y-axis

normalized — fraction of maximum 108
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Typical Benchmark Behavior

A A 0.
Operation / Operation Count

n SEABEBRANFERKFS] (400005) Longer sequence of mallocs
& frees (40,000 blocks)

» FHAERREDECRF, AREEMEFRBATF Starts with all mallocs, and

shifts toward all frees

m ECES D INEE NI BRI BN A B B ZX ] Allocator must manage

space efficiently the whole time

m A2 S ] PARZEHE Production allocators can shrink the heap
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NFEREF Fragmentation
s HNFE R FEE N KR 2 Poor memory

utilization caused by fragmentation

= NEBBEF  internal fragmentation
= AEBBEF external fragmentation

\
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NEBBEH Internal Fragmentation >

s XPTHEERR, MRFE/DTRRPRESSBAFES Fora
given block, internal fragmentation occurs if payload is smaller
than block size

B Block
A
o N
NIHEF Internal l ANEBE A Internal
fragmentation #fi Payload R fragmentation

m JRX Caused by
o AEPHERE S5 K TT4Y Overhead of maintaining heap data structures
= N T XSFIEFERIE 9 Padding for alignment purposes

= ARS8 Explicit policy decisions
(Ban: N7 E — AN/ NITE KR [ — N KEJER e.g., to return a big

block to satisfy a small request)

REEGZ BRERKE A< Depends only on the pattern of

previous requests
- JHZ%:_FE% Thus, easy to measure
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Internal Fragmentation Effect -

/N ]

1.0
8
©
a
= 0.8
[
a
~
s @mmm Peak + Internal Frag
3
i; 0.6 @ Peak
5 0.
13
Q
2

lllllllll

nnnnnnnnnnnnnnnnnnnnnn

m %@%% Hﬂﬂ‘ﬁﬁﬂ%&ﬁ@%ﬁ%+ﬁ%ﬁé% iz%jvJ\iEﬂn Purple

line: additional heap size due to allocator’s data + padding for
alignment

s NWFZEE, 1.5%89FFE For this benchmark, 1.5% overhead

» FoiETESEREHSCI Cannot achieve in practice

» BERIR R AT EERINEDHECEIER Especially since cannot move allocated

blocks 112
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MR External Fragmentation >

\

AR _4

#define SIZ sizeof(size t)

n SHEEBHRSHANRT, EREFE—HNZTHIEHK
B P2 A A EEE T Occurs when there is enough aggregate
heap memory, but no single free block is large enough

pl = malloc (4*SIZ)

malloc (5*SIZ)

O
N
I

p3 = malloc (6*SIZ)

free (p2)

p4 = malloc(7*SIZ) %'%T (ﬂﬁéﬁéﬁﬁ ? )

Yikes! (what would happen now?)

future requests

» FItL, ¥ELLNE Thus, difficult to measure

%1\, Depends on the pattern of
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External Fragmentation Effect -

IIIIIIIII

1.0
8
©
a
= 0.8
&
~ Peak + All Frag (Best Fit)
°
g @ Peak + Internal Frag
Zos am Peak
5
2

Operati ion / Operation Count

m ZR%%: HTANEBAE SERIBINER/D Green line:

additional heap size due to external fragmentation

n BEILHES: —Fh4BCSKES Best Fit: One allocation strategy

. (*ﬁ)zlj'lb) (To be discussed later)
s RFFE=-AEER]S.3% Total overhead = 8.3% on this benchmark
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SEPL A fE Implementation Issues =
s HE—NEE, BITE2MEERREZ KKIZE How

do we know how much memory to free given just a
pointer?

s BATEABREZT R How do we keep track of the free

blocks?

s S ERIGEH RN TERERZHREE470? What

do we do with the extra space when allocating a structure
that is smaller than the free block it is placed in?

s HHFZANHRTT AR ZEA%E? How do we pick a

block to use for allocation -- many might fit?

s A HEXIBEATHE? How do we reinsert freed block?
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SREUB K /> Knowing How Much to Free

n IR ¥E Standard method ¥
» R ZBIRNZFRFHISE Keep the length (in bytes) of a block in the

word preceding the block.
« B3ESLER Including the header

« X PNFERRSLERIEEE=LEE This word is often called the header
field or header

» GO BECHVREE—PEWIMIZE Requires an extra word for every
aIIocated block

pO
pO = malloc(4*SIZE) 1

48

IV
\

HLR /) block size  FA (X)) EARCIRFF)

Payload Padding
free (p0) (aligned) (for alignment)
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EREE T R B Keeping Track of Free Blocks‘;‘

ZHTA R Method 1: Implicit

n HiEl: BER

- K B

list using length—Ilinks all blocks

,,,,,,
Unused _-=7 7S, .

——————————————
~~~~~~
¢¢¢¢¢

P

» 7/ 32 28

&
¥,

&

T RN bR
N et/
N
Need to tag
each block as
allocated/free

n FiE2: R EEAEE R E SR Method 2: Explicit

list among the free blocks using pointers

7/ 32

48 3

2

7

- 16

] 7‘5‘%3 SERE

classes

Fiet 7 2 o 521
Need space
for pointers

IH%1Z3 Method 3: Segregated free list
» REIXKNRERARBZTRYIZFR Different free lists for different size

m 4 BBIER/PSEHEF Method 4: Blocks sorted by size

= AJLAER—EN (LLEKN) | BT HRNEIEEFIM/I%E
(BAY1<E Can use a balanced tree (e.g., Red-Black tree) with pointers
within each free block, and the length used as a key

117



W Today

m EAMES Basic concepts
s [RNZ=AFUFER Implicit free lists
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FiEL: B2 R Method 1: Implicit Free List’
n SHEABEEER/NIATEIIRA For each block we need both sizS S

allocation status
» OJLARERT=Z9HB2 Could store this information in two words: wasteful!
m FRERTS Standard trick

» YNERBRENITFEY, NMBHHMEAIERSER0 If blocks are aligned, some low-order
address bits are always 0

= 5HEE, A NBEEEAE DT/ ABIFRESL Instead of storing an
always-0 bit, use it as a allocated/free flag

» JSEHRA/ NIRRT E RS IX LN kIR When reading size word, must mask

out this bit 14M% 1 word
S
K/NSize |a a = 1: Allocated block Az 1R
Bﬁkﬁgﬁfﬁgﬁéﬁﬁ a = 0: Free block Ak
Format of Size: block size K/}
allocated and HEEAT Payload
free blocks Payload: application data #fif: N FHEIE
_ (N EA4 BRI

ﬂlﬁ.jﬁ% (allocated blocks only)

Optional

padding
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fea 2R 2 R 22 ) VE A T g
Detailed Implicit Free List Example =

L st b
N T TN, e T~ T . End
HEFFGE  unused “\* \‘ ~~~~~~~~~~~~~~~~~~ o \xBIock
Start
of ‘ ‘16/0 ‘32/1 ‘64/0 ‘32/1 ‘ 8/1 ﬂ
heap i / ! ! ! ! ! ! ! ! ! /
WFFES heap start HHR heap end
: IEERIFF S ECHL: B8 Allocated blocks: shaded
; Double-word EWE: JTCEARS Free blocks: unshaded
aligned S RN RALEATARE, Sk

A AL FIEXTFFHLE Headers: labeled with

“size in words/allocated bit”
Headers are at non-aligned positions

> AT LI FF Payloads are aligned
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faFER: BIEEW
Implicit List: Data Structures =

T payload ‘

L8 header

75 B Block declaration

uint64_t word t;

typedef struct block
{

word t header;

unsigned char payload[0]; // Zero length array
} block t;

//block t *block

MR IR1EH AT Getting payload from block pointer

return (void *) (block->payload);

MB B IRE LI Getting header from payload // bp points to a payload

return (block t *) ((unsigned char *) bp
- offsetof (block t, payload));

Ci& 5 B # offsetof(struct,member)iR [ElmemberfEstruct # )i

C function offsetof (struct, member) returns offset of member within struct
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R EER: Vi ASLER s

Implicit List: Header access .

s MLEBIREB 4 HCL Getting allocated bit from header

return header & 0x1;

. MLEBIREBHK /D Getting size from header

return header & ~0xfL;

m FIUEALER Initializing header // block t *block

block->header = size | alloc;
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fREER: BH#ER

Implicit List: Traversing list

header header

payload | unused

payload

LK/ block size ——

s IR TF—H Find next block

/

%
&

static block t * (block t * )
{
return (block t *) ((unsigned char *) block
+ get_size(block));

______
\\\\\\
’ N

- ~—~
- ~
- ~~o
- ~
- ~
- ~
- ~
- ~.
- ~..
- ~,
PR ~
- SS
- ~.
- ~.
- ~.
- ~,
- ~,
R ~

-

Unused

______
~~~~~
2 ~,

g
End

. Block
p Y

‘ ‘16/0 ‘32/1 ‘64/0 [:::]32/1

7]
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AR BERTRHR <%

Implicit List: Finding a Free Block =
m B AVLED First fit:
= MWPERFFIGHEER, EEFE—NERESARIZTSIALR Search list from beginning,

choose first free block that fits:
» HHasizeF W HIA] ((FE3LE)  Finding space for asize bytes (including
header):
static block t *find fit(size t )
{

block t * ;
for (block heap start; block != heap end;
block = find next(block)) ({

{
if (! (get _alloc(block))
&& (asize <= get size(block)))
return block;

}
return NULL; // No fit found

}
heap start- =

,,,,,,,,,,,,,, heap end

- ~—~
- ~
- ~~o
- ~
- ~o
- ~.
- ~
~.
R ~
- SS
- ~,
- ~
- ~
- ~
- ~.
R ~

-

\ '/ .
€{ 4

/' ,// \\‘
16/0 32/1 ‘64/0 D32/1 8/1
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fasRER: IR TR iImplicit List: Finding a Free Block
m B XAULHD: First fit: ¥

* MIERARER, BES—REFMHIZAR Search list from beginning,

choose first free block that fits:

» 555 (BRI BRZEIERTRIRE Can take linear time in total number

of blocks (allocated and free)
» SEfR ESERERFFRRNERTER In practice it can cause “splinters” at beginning
of list
5 T—/j’ﬂﬂﬁ Next fit:
Sfirst fits8ll, (BREM E—IXKIERERAMIETIAEX Like first fit, but search

list starting where previous search finished

. —ARSECfirst fitbR : R T EIIFEFTSAHRIER Should often be faster than first fit:

avoids re-scanning unhelpful blocks

s IO ARFRIAEBSZIERNTFR S Some research suggests that fragmentation
is worse

m fﬁ"ﬂ-ﬂﬁ' Best fit:
» NPERPIGEESENTHR: H/INEEFRKAILR Search the list, choose the

best free block: fits, with fewest bytes left over

 (REREERR/IME-BFEESUEARTFFIFEER Keeps fragments small—usually
lmproves memory utilization

» —Ag=Elfirst fit|2 Will typically run slower than first fit 25



KBS L8 Comparing Strategies

~
—

O O v ® M

" / \\

Operati ion / Operation Count

n B4 GFAEARE) Total Overheads (for this

benchmark)

= SZEELVED Perfect Fit: 1.6%
» Ex{EPTHED Best Fit: 8.3%
= EVXRPUED First Fit: 11.9%

= TIRPLEC Next Fit: 21.6%
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RREER: WERSP R ~
Implicit List: Allocating in Free Block =%

s \—PMZEHESEL: $5% Allocating in a free block: splitting
* BFoERNTETRESE=RTE)N, Rt AsESiRa=IRR

Since allocated space might be smaller than free space, we might want
to split the block

- —
~~~~~
’/ ~

7732 32

split block(p, 32)

-
~~~~~
'/ ~

Sa
[ [/
7 32 32 32 16 |16] &
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SEER: HOTERR

Implicit List: Splitting Free Block

split block(p, 32)

______________
- ~
- ~

- ' R h TR ~,
64 16 32 32 1%}
p

// Warning: This code is incomplete

static void split block(block t *block, size t asize) {
size t block size = get_ size(block);

if ((block size - asize) >= min block size) ({
write header (block, asize, true);
block t *block next = find next(block);
write header (block next, block size - asize, false);
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SR BER— R 2
Implicit List: Freeing a Block e o

n BRI EAISEH Simplest implementation:
» QEEFERESEFRCHL Need only clear the “allocated” flag
» (HERJBESESH“(IFEHE" But can lead to “false fragmentation”

~~~~~~~~~~~~~~~~~~~
\\\\\\

? ol . - ~’ YW :A
7/ 32 32 312 16 |16 78
free(p) p I
”’ \\\\\\ ‘,” \\\\\\ oo \\M,,—N\‘lla-s:‘
732 32 32 16 16| &)

malloc (5*s1z) 24F! Yikes!
BB HIFELZETIN TN, (257 B a6 A2
There is enough contiguous
free space, but the allocator
won’t be able to find it
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e

[RBEER: &3 Implicit List: Coalescings;";

s 5T —N/E— M ERRES, WREZERER Join

(coalesce) with next/previous blocks, if they are free
» 5T —PREF Coalescing with next block

T N ) e %

//J 32 32 32 16 16 X

7 1 2 B

free® * . FEET
\\\\\ el \\‘,—” =~ et

A logically
7
10 % gone

N
K
w
N
&
=
(@)}

~
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_J\%:
fREER: &I Implicit List: Coalescingz &
s 5T —NH— TR EH, WREZERR Join

(coalesce) with next block, if it is free
» 5T —PREFH Coalescing with next block

---------------------- ,”’—_--~~\\A’z’_”\‘," N\‘
77 64 32 16 |16 &/
“ A ,
t THE LA
free(p) P ﬁ‘ET
e T T S —= logicall
e Wl ey ol

gone

» (BREAFBI—MREFH? How do we coalesce with previous block?
« EARKDEMEFFIE? How do we know where it starts?

 EABEREEREZNHBEIHHZET? How can we determine
whether its allocated?
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faER: WHEIH
Implicit List: Bidirectional Coalescing

m WS Prid Boundary tags [Knuth73]
. EERREY () MRS EAES Replicate

size/allocated word at “bottom” (end) of free blocks

= PIERSMNY=SE)HRE R A0 5ZRINEE Allows us to traverse the “list”

backwards, but requires extra space

» BEMBEAIFN Important and general technique!

------------------------
,”a s\\‘l”a s\\» ~~~~~~~~~ N o Sea
e ¢
/ﬁ32 3232 32 48 48 32 32 87
- DAL TS =7 -~ ‘
\\ NNNNNN - SNvae"” e e o SN -

L3 Header——| ] a = 1: Allocated block =\ 4;ACHR
HR Tieader IV B ° a = 0: Free block FHER
B BRI ES 5 20
Format of iﬁ?d%ﬁ Size: Total block size K/>: EHIER A/
allocated and padding Payload: Application data A 3 fT: SLAE
free blocks (allocated blocks only) N B4 EeHe)
A F 5 Boundary tag——  k/hsSize |a

(&S footer)
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&

FIEEEISEE Implementation with Foote e

header

footer | header

payload | unused

payload ‘

asize >
asize >

«——— dsize

n BN LETHHIIEE Locating footer of current block

const size t dsize = 2*sizeof (word t);

static word t *header to footer(block t * )
{
size t asize = get size(block);
return (word t *) (block->payload + asize - dsize);
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&

&

BRI SEER Implementation with Footers"‘”=

header footer | header

payload | unused payload ‘

(—
1M 1 word

n BN E—NHREI IR Locating footer of previous block

static word t *find prev footer(block t * )

{
return &(block->header) - 1;

}
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¥

PR SR a3
Splitting Free Block: Full Version

split block(p, 32)

i,

—,——’—— "‘~~~* e ~\\A,4”’ N
64 64(16 32 32 32 32/ 16
P

static void split block(block t *block, size t asize) {
size t block size = get size(block);

if ((block size - asize) >= min block size) ({
write header (block, asize, true);
write footer (block, asize, true);
block t *block next = find next(block);
write header (block next, block size - asize, false);
write footer (block next, block size - asize, false);
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HEF A4S Constant Time Coalescing

/7] )2 243 b4
Case 1 Case 2 Case 3 Case 4
ﬂﬂ‘ﬁﬁfﬁ Allocated Allocated Free Free

—

Block being
freed Allocated Free Allocated Free
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RIS (EHID g

Constant Time Coalescing (Case 1) N
ml 1 ml 1
ml 1 ml 1
n 1 n 0
n 1 n 0
m2 1 m2 1
m2 1 m2 1
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ERIEAHE (R -

Constant Time Coalescing (Case 2) L s
ml 1 ml 1
ml 1 ml 1
n 1 n+m2 0
n 1
m2 0
m2 0 n+m2 0
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EENNEEH (RHFI3) >

Constant Time Coalescing (Case 3) o
ml 0 n+ml 0
m1l 0
n 1
n 1 n+ml 0
m2 1 m2 1
m2 1 m2 1

139



&
\‘——_/-\J:._ j

HRIEAH (EHa) -~

Constant Time Coalescing (Case 4) b ot
ml 0 n+ml+m2 0
m1l 0
n 1
n 1
m2 0
m2 0 n+ml+m2 0
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= ks %
HEZS 4 Heap Structure S
I JE0 88 5 W 3k
‘ Dummy N\ ~~~~~~~~~~~~~~~~~~~~~~ -~ ™. Dummy
iﬁﬁﬁé Footer ',// \‘;~ /// \\‘ ~~~~~~~~~~~~~~~ . skleader
Start
of ‘ 8/1 ‘16/0 ‘32/1 ‘64/0 ‘32/1 ‘ 8/1 |I
heap / | | | | | | | | | /
WIS heap start H45R heap end

n B L2 TS Dummy footer before first header
» FRCHAESEE Marked as allocated
» UEWE— 1 RET, BHLEESMSFE Prevents accidental coalescing

when freeing first block

n 552 5N SLES Dummy header after last footer

» ERENEG—RET, BHLEESMSFE Prevents accidental coalescing
when freeing final block
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W«
&

=Malloc/thS Top-Level Malloc Code;;‘;

T

—

const size t dsize = 2*sizeof (word t);

void *mm malloc(size t )
{ = — round up(n, m)
size t = round up(size + dsize, dsize); =
m *((n+m-1) /m)
block t * = find fit(asize);
if (block == )
return ;
size t = get size(block);
write header (block, block size, )
write footer (block, block size, )

split block (block, asize);

return header to payload(block) ;
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T EFreeftfS Top-Level Free Code

void mm free (void *bp)

{
block t * = payload to header (bp) ;
size t = get_size(block) ;

write header (block, size,
write footer (block, size,

. e

-
~

coalesce_block (block) ;
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A SR IC KBRS g
Disadvantages of Boundary Tags .

s AR Internal fragmentation

m A DLiE—BE4LS ?  Can it be optimized?
o [IRLCTREEFRMIEIFRIC? Which blocks need the footer tag?
n XEKEHA? What does that mean?

K/ Size a

AT AIEA
Payload and

padding

K/ Size a

144



E R EE A F il

No Boundary Tag for Allocated Blocks

s NEHRFELF51C Boundary tagn
n HHRK/DRIHIEEE, FEANTR

eeded only for free blocks
I When sizes are

multiples of 16, have 4 spare bits

1M 1 word 1M+ 1 word
~ - ~ / —" ~
K/NSize  |bl a = 1: Allocated block 243t Size b0
a = 0: Free block ZFIHBR
E—AHRESE
BB b = 1: Previous block is allocated KA
Payload MR ERE Unallocated
b = 0: Previous block is free nallocate
ﬂ‘:@.jﬁ?ﬁ Size: block size K/: BRI/
Optional . ”
: ize
padding Payload: application data & 377 :
A€ N
[ Vo TR
Allocated Free
Block

Block
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S ERE AL e (RHF1) -
No Boundary Tag for Allocated Blocks g
(Case 1)

F—AH m1 ?1 m1l ?1
previous
block

Eﬁgmﬁgﬂ n 11 n 10

block being —
freed n 10

T_‘/l\ij% m2 11 m2 01

next
block

K. fEH226r (BTXFFRIRRE, XRAMBEAIIG 2 AE)

Header: Use 2 bits (address bits always zero due to alignment):

E—AEREIBR<<1 | 24HT 4 BC ISR

(previous block allocated)<<1 | (current block allocated)
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B EREA AT IRE (RE]2) -

No Boundary Tag for Allocated Blocks .

(Case 2)

e m1 21 m1 21
previous
block

IERE BRI R n 11 n+m2 10
block -
being
freed

i =S

next
block

m2 10

m2 10 n+m2 10

K. fEH226r (BTXFFRIRRE, XRAMBEAIIG 2 AE)

Header: Use 2 bits (address bits always zero due to alignment):

E—ANEREIBR<<1 | ZET BB

(previous block allocated)<<1 | (current block allocated)
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EARRBELRIFT (EA3) O
No Boundary Tag for Allocated Blocks .
(Case 3)

e m1l ?0 n+ml ?0
previous
block m1 ?0
EI&%HE‘J@% n 01
block -
being

?ffﬁ;f'ﬁ% m2 11 m2 01

n+ml ?0

next
block

K. fEH220r (BTXFFRIRE, XRA-MIEAIIGZAE)

Header: Use 2 bits (address bits always zero due to alignment):

E—AEREIER<<1 | TS BC ISR

(previous block allocated)<<1 | (current block allocated)
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CAMBREH L FFE (Fha) -
No Boundary Tag for Allocated Blocks =
(Case 4)

Jiﬁ/l\ﬁ% ml ?0 n+ml+m?2 20
previous
blOCk m1l ?0
block
being
freed
T_‘/I\ﬁ% m2 10
next
block m2 10 n+ml+m?2 ?0

K. fEH226r (BTXFFRIRRE, XRAMBEAIIG 2 AE)

Header: Use 2 bits (address bits always zero due to alignment):

E—ANEREIBR<<1 | ZET BB

(previous block allocated)<<1 | (current block allocated)
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B0 W o b &
Summary of Key Allocator Policies ;.;

m IEFEFME Placement policy:
s BHRIUES. T—/RPUEC. s={EPTESSE First-fit, next-fit, best-fit, etc.

» ER(EREMRFE DR ZIB¥E Trades off lower throughput for less
fragmentation

~ HHERIE. oENTRYIRSHENIERREEL, BEARAERENMER
Interesting observation: segregated free lists (next lecture) approximate a best fit
placement policy without having to search entire free list

m PR ERE: Splitting policy:
" HABHMEREEIRSZTHER?  When do we go ahead and split free blocks?
= FAIRIReR B S/ DHERE?  How much internal fragmentation are we willing to
tolerate?

m 53KB%: Coalescing policy:

» THISH: FiRfreeBTSFF Immediate coalescing: coalesce each time free is called

» IEREEFH: TR reelYMRE, BEENTHESFE, HIU0: Deferred coalescing: try

to improve performance of £ree by deferring coalescing until needed. Examples:

« B FmalloctFHETHFIZFRETHITEFE Coalesce as you scan the free list for
malloc

- LN R EITENEERNHITESFE Coalesce when the amount of external
fragmentation reaches some threshold
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faFR: B5 Implicit Lists: Summary o

s ZH: JEEME Implementation: very simple
m JECHFES:  Allocate cost:

» E2EMRTE] linear time worst case

m FIIF4H: Free cost:

» EEERTE] constant time worst case
« EFEEIESF even with coalescing

s HNEFH Memory usage:
= (KERTFIEIEIREE will depend on placement policy
» BERPCER. T—IRUUECEER{EDTHLD First-fit, next-fit or best-fit

n HTLEFERSEFE, LhrmallocfifreedF ¥ A Not used in

practice formalloc/free because of linear-time allocation

» FRZ45FHERIBIMN A used in many special purpose applications
s AWM MET L RFRCRIEFHFRIBEX FrE B9 Bias #8 =E H BY

However, the concepts of splitting and boundary tag coalescing are
general to all allocators

151



BIE EHAF
Dynamic Memory Allocation:
Advanced Concepts

MSTFEHSE : SRBZ

100076202: itEHRFESIE

{EiRELP:
B kiE BIF Enia

[RES:
Randal E. Bryant and David R. O’Hallaron

Carnegie
Mel Ion
University
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W Today

s BN HFIUFE Explicit free lists
m BRI HFZE Segregated free lists
m B IRWCEE Garbage collection

m PN EAE SR XS AR B Memory-related perils and
pitfalls
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PRERTNIR Keeping Track of Free Blocks ==

n iRl RBRAZRIREHKEERETER Method 1: Implicit free list

using length—links all blocks

-y
- SN

FAHEFH ) Unused _o="" -~ ~

P A

% 32 48 32 16

-
~~~~~~~
~~~~
-

n Fi5R2: AT IIRMEHTEF B ETEINIR Method 2: Explicit free list

among the free blocks using pointers

/\/\

7/ 32 48 32| 7 16

A

m HE3: BEHIZEHFIFE Method 3: Segregated free list
" AREIARNRERARIYIZREIR Different free lists for different size classes

m ¥4 RBIEK/PHERFEL Method 4: Blocks sorted by size
= (ERELIEN, 87SHRAESIEEFIRIERERKE Canusea

balanced tree (e.g. Red-Black tree) with pointers within each free block, and the
length used as a key
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TR Explicit Free Lists g

EH CGHBART—#)

P4

Allocated (as before) Z2H Free
j(/J\ Size a j(/]\ Size a
T—" Next
BB AR E—4" Prev
Payload and
%k padding
Optional\
K/hsize | a K/Nsize | a

n FEPFRHRFIER, TMARFAEI Maintain list(s) of free blocks, not all blocks
" F— TR AIBEE(E—1E/S The “next” free block could be anywhere
- FFLAZEFERIE/EEEET, AREX/IN So we need to store forward/back
pointers, not just sizes

s (AREEFERILFRRCHITEFE Still need boundary tags for coalescing
- IRIEAEINFEATISBEIR To find adjacent blocks according to memory order

» EEERINREERIETHR, FRLARTLERERE R X Luckily we track

only free blocks, so we can use payload area
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n Z#E L Logically:

— A

s Y E. HATRRRA

BTN FIZFE Explicit Free Lists

-E i Physically: blocks can be in any

BE (F—1") #E&

order
/ 0
A B
32 — 32|32 3248 / | |48)32 3232 ' , 32

s

c ~~

rward (next) links

Bl (E—1) §EE
Back (prev) links
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BRI FIR 4 L
Allocating From Explicit Free Lists ——

Mt Bl conceptual graphic

ZHY Before

2

2T After (75 with splitting)

W

= malloc(..)
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Freeing With Explicit Free Lists e

m FHAFEE: ETHINERF A BN — DRI NE? Insertion

policy: Where in the free list do you put a newly freed block?
m S HSERE LIFO (last-in-first-out) policy
s FERYVERNFEIFEATIAIR Insert freed block at the beginning of the free
list
» e BB BEEATE)SER Pro: simple and constant time
= BT WHRRIBLLHIHER S E SRR Con: studies suggest

fragmentation is worse than address ordered

n HHEHEF KR Address-ordered policy
» AT HRLUEHFRRGZIZHUEHERF Insert freed blocks so that free

list blocks are always in address order:
addr(prev) < addr(curr) < addr(next)

s Flicy: EEFEHEZR Con: requires search

= re: FREREBLLLIFOB{RAIRTERE R Pro: studies suggest fragmentation is
lower than LIFO
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ZTLIFO

Paran

RIS HIRE (RH1)

R

Freelng With a LIFO Policy (Case 1)

B4 Bt Allocated

&4 Bt Allocated

ZHY Before

R

Root

free(p)

o5
b o

Mt conceptual graphic

ao

n BT HBHEAN R FZR L Insert the freed block at the root of

the list

ZJ/5 After

Root

R ]

v@
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HTFLUFOSE IS IR (ZH2) S

Freelng With a LIFO Policy (Case 2) —— o
B4t Allocated ZZH Free | 514 conceptual graphic
ZHY Before free(p) o
R
Root I a O
'l

s BB, &M NRIFETIRLIEAFEL Splice out successor

block, coalesce both memory blocks and insert the new block at the root
of the list

ZJ/5 After

ot H*'\\@

o ¢
@
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T LIFOSRIS KRR (FRH13)

Freelng With a LIFO Policy (Case 3)

ZZH Free 24> EcAllocated
Z 5V Before R free(p)
tR
Root i
'l

o~
=

Mt & conceptual graphic

s PFEHETIR, GIHPIPDRIFEFIRLFEAFR Splice out

predecessor block, coalesce both memory blocks, and insert the new

block at the root of the list

Z/5 After

R
Root H
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ZTLIFO

Paran

R R (614D

R

Freelng With a LIFO Policy (Case 4)

ZHY Before

R

Root

ZXIN Free ZZIH Free
o free(p) o
i

o5
g

Mk B conceptual graphic

ao

s BREHATRAG 4R, SH=AHRIEFIRKIEAFIR Splice out

predecessor and successor blocks, coalesce all 3 memory blocks and insert
the new block at the root of the list

Z/5 After

Root
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—ER: TS =2

Some Advice: An Implementation Trick =%~

LIFOfE A\ =
FIFO$E A R / LIFO Insertion
FIFO Insertion \’\ / Point A
Point | _ - R
A |11 B 1 ¢ [ o [
1 f
sl SRR R
Free k@@ﬁ Next fit
Pointer

n [FHTEHAXEER Use circular, doubly-linked list
s HE—FEEHZFTFLZ L Support multiple

approaches with single data structure

m BIRILESXT F—RILALS First-fit vs. next-fit
» BARSTSHIBREIRE, BEAREERSIFRDS) Either keep free

pointer fixed or move as search list

n JEiEGE X SeikSeHH LIFO vs. FIFO

= BN TR (LIFO) Eff/9_E— IR Insert as next block
(LIFO), or previous block (FIFO)
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R 5 55 Explicit List Summary > o

s 52 FFR AL Comparison to implicit list:
» SRR ST HRAVEIEMZIMERTE], MASEATERIR Allocate is
linear time in number of free blocks instead of all blocks

- SARFAEBD WA RBRIRRIEZ Much faster when most of

the memory is full

* BTFEENIIERPHFRFIRSERFPEAR, SEAIEIEREZ—
L6 Slightly more complicated allocate and free since needs to splice
blocks in and out of the list

= RS EEIMNITSE (B MRFE2MEIMIF) Some extra
space for the links (2 extra words needed for each block)
- SIENNAERREHFTS? Does this increase internal fragmentation?

n BREERMSBRTZHIIR —EMFHEK Most common
use of linked lists is in conjunction with segregated free lists
" (REFZPAEIRNZERIFIR, SE AIFEERERNIRIKEARRRS
2% Keep multiple linked lists of different size classes, or possibly for
different types of objects
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W Today

BT 53R Explicit free lists

[ |

s P ERIZ=HFIZE Segregated free lists
m IR IKEE Garbage collection
[ |

N FEAE < B XU A B B Memory-related perils and
pitfalls

165



FBEZERFIER (Seglist) 7rHELs g
Segregated List (Seglist) Allocators =

s BPMAFERPDERIE H 2SI Z N 3R Each size class of

blocks has its own free list

16 > > > —

32-48 > > —

64—inf —

s BHEEB/PRREA B S EBEMEZE Often have separate

classes for each small size

s X T HERPBR: 828X EHE —12K Forlarger

sizes: One class for each size [2! + 1,2!1]
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T ETHFRTECES Seglist Allocator

s ZFRINBEAHFEIENTTERNPNIEANK/DNZE Given an array of free lists, each

one for some size class

m SER/MAnKIIREF:  To allocate a block of size n:
» EERWWAIRHSIE, HEFRILRK/)\m> n Search appropriate free list for block of

sizem>n
» YNERKEI—PEIERYER:  If an appropriate block is found:
« IR RFEIEEEEERISMNAIFIZER (B]1k)  Split block and place fragment on

appropriate list (optional)
= PNERSFE], MEHT—NEKRKAIFIZE If no block is found, try next larger class
» FELIEEEEFFREI— R Repeat until block is found

m WEREFIRE]: If noblockis found:

= MOSHIEEZHIHERTFE ({Esbrk()) Request additional heap memory from OS
(using sbrk ())

»  METERIBHIRNTESECA/ N InFETRIER Allocate block of n bytes from this new
memory

» EFEI TR M— N AR EIRAKRISEERT Place remainder as a single free block in
largest size class.

&
-
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Seglist 7L #5(4E) Seglist Allocator (cont.)

m BE— H: To free a block:
s SHHBHEIEIERIFIZERT Coalesce and place on appropriate list

m seglistZEC A3 X JEseglist /3 AL A L R (B3R A & IR ILEE)

Advantages of seglist allocators vs. non-seglist allocators
(both with first-fit)
= SAFMTZE Higher throughput
« X 2HTEHUR T HIK /N R IoghIEIEZE log time for power-

of-two size classes

- Eﬁ?ﬂ’]?{lrﬂﬁﬁy Better memory utilization
D BEERYRFHERLEERLUTEAN HE CRYSREICHEE

% First-fit search of segregated free list approximates a best-fit
search of entire heap.

- himZEfl: MRBPREECHIX/NE, NEF N T=ELE
Extreme case: Giving each block its own size class is equivalent to
best-fit.
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AR EC S E £ Bl More Info on Allocators ==

n “TFEHRERIZAR” D.Knuth, “The Art of Computer
Programming”, vol 1, 3" edition, Addison Wesley, 1997

» T EIISAHFEDERIZLESE The classic reference on dynamic
storage allocation

“IFESE: WESITEFL”  Wilson et al, “Dynamic
Storage Allocation: A Survey and Critical Review”, Proc. 1995
Int’l Workshop on Memory Management, Kinross, Scotland,

Sept, 1995.

» ZZETIE Comprehensive survey

= 15/8)CS:APPE 4L Available from CS:APP student site
(csapp.cs.cmu.edu)
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W Today

m BT HFFE Explicit free lists

m BRI HFZE Segregated free lists
n BIRUSEE Garbage collection

[ |

N FEAE < B XU A B B Memory-related perils and
pitfalls
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Implicit Memory Management: Garbage Collection

n WRKSE: BENEMOET S ECH N FR-M AR AR R SUBIK Garbage

collection: automatic reclamation of heap-allocated storage—application
never has to free

void foo () {
int *p = malloc(128);
return; /* p block is now garbage */

}

n FEHSESHERISYE common in many dynamic languages:
=  Python, Ruby, Java, Perl, ML, Lisp, Mathematica

s CHIC++ZETH (RTFAINIIRULEE) Variants (“conservative” garbage
collectors) exist for C and C++

= SAM, A~—EUWERTBLIIKL However, cannot necessarily collect all garbage
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B UNEE Garbage Collection #

s NFREEFWMAREIEAN R AR AR ? How does the memory

manager know when memory can be freed?

= BERIEFAERER=AZIMLE, RAERFRNTEEERESEY In
general we cannot know what is going to be used in the future since it depends
on conditionals

» (BRNRELHCHIETHERN I LABERA=FERY But we can tell that

certain blocks cannot be used if there are no pointers to them

m RTIREH—E{R1 Must make certain assumptions about pointers

» NIFEEEREEB X oI5ETF13EFEET Memory manager can distinguish pointers
from non-pointers

» FRERYSETIEERAYFFERIELE All pointers point to the start of a block
» ABEPRIEISET Cannot hide pointers

(540, sBFIEENint, BFE[E|SE e.g., by coercing them to an int, and then
back again)
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% by IR BV Classical GC Algorithms o

n RCTERRBERE T Mark-and-sweep collection (McCarthy, 1960)
* AHRERHNER PRIFEEFBEZSRAEES) Does not move blocks

(unless you also “compact”)

n 5| 8B E Reference counting (Collins, 1960)

» REEBIHHRFR (FR18) Does not move blocks (not discussed)
n P NREHE Copying collection (ATFE) (Minsky, 1963)

» EEEINATFEER Moves blocks (not discussed)

n R BIIRIREE D Generational Collectors (Lieberman and Hewitt,
1983)

» HF4EHEARIWEE Collection based on lifetimes
« KEBD INTFERIRRE A1k Most allocations become garbage very soon
- FEREARISENIXERFRERIUCTE So focus reclamation work

on zones of memory recently allocated

s BHRABEESN: “BiRlE: B3IESAREE” Formore
information:
Jones and Lin, “Garbage Collection: Algorithms for Automatic Dynamic

Memory”, John Wiley & Sons, 1996.
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K NHFELH—1 B Memory as a Graph

0 ﬁi{l]«l@ﬁﬂﬁ%ﬁi—/\ﬁﬁ K We view memory as a directed graph
BMRAEEFEI— T3/ Each block is a node in the graph
» BMEFEEFEY—%8 Each pointer is an edge in the graph

= FEEPEEREEEREPEFRINERART R (fla0, FfFes, &Haxs, UK
£FZE) Locations not in the heap that contain pointers into the heap are called root
nodes (e.g. registers, locations on the stack, global variables)

O

Root nodes

R

O

lll E‘L
Heap nodes O reachable
O FiE (HHR)
Not-reachable
x} / i (garbage)

MREMEDREIFEN P RREENZAN T REER A node (block) is

reachable if there is a path from any root to that node.

AHERIERRLIIR (MFAIEFEABESE) Non-reachable nodes are garbage

(cannot be needed by the application)
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PieTE BRI R YE Mark and Sweep Collectlg"

\_f\’i“i
o

m 7] PLE Fmalloc/free B #& Can build on top of malloc/free package
» —BE({EAmalloccEEIFBAIZHA Allocate using malloc until you “run out of space”
o ‘_—"| NHEAEH When out of space:
BN RRYLEMERERIMNYIRRICI Use extra mark bit in the head of each block
" Mark: NRETS

each reachable block

" Sweep: IFEFTBRIRFREINRFRCAIER Scan all blocks and free blocks that are not

marked

fric.ZEY

Before mark

Vo e bd) =

After mark

ARl

A fter sweep

RITEFXIRrE RN

root
/\v

TRIREIRC Start at roo

ts and set mark bit on

JER: X g
GIHFZ, A2
7275/ Note: arrows here

I_\/J/I

denote memory refs, not

e
free list ptrs.
/\Y /\r SigEIFE
I I I _I Mark bit set
/\¥
I_ free I » free _I
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Sy M

Conservative Mark & Sweep in C =

n CERFF—/METHIRIESS A “conservative garbage collector” for C programs
= is ptr() ARFAM—FEEEER— BEoERNNEFRINIESET is_ptr()

determines if a word is a pointer by checking if it points to an allocated block of memory
= (BHE, c8EaILASmERAERYIE But, in C pointers can point to the middle of a

block S5+ otr (B4 1] 45 1 T BUF T Sk b
SL Hoader | MAEfTHE Ty, {HA BB Ak

Assumes ptr in middle can be
used to reach anywhere in

the block, but no other block
= ﬁfugﬁnﬁ&*@]ﬂﬁﬁ%ﬁ“ So how to find the beginning of the block?
B LUER— N X IRERFTE B4 0 FeHItR (key2HRFFIAMBIE) Can use a

balanced binary tree to keep track of all allocated blocks (key is start-of-block)

P4 = SUAMOISE BT A7 PEhead FR(EFERT MITIGMIIS) Balanced-tree pointers can be

stored in header (use two additional words)

3k Head #32 Data

Size , \
i/ \5 Left: smaller addresses %¢/NHihl:
g5t Left FIEET Right '

Right: larger addresses % Ak
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Assumptions For a Simple Implementation — g

m M Application
" new(n): IREISHIFRAYIEET, FRFERIELEER returns pointer to new block with

all locations cleared

" read(b, i) : BHEbPEHIFIRNZIERIZIFEE read location i of block b into
register

" write(b,i,v): BvEARFRUEL write vinto location i of block b

n B)E—A LB Each block will have a header word
= Nba]LA{sEFb[-1]3 1t addressed asb[-11, for a block b

s EAERLIREESSEEmMBARAIAIR Used for different purposes in different

collectors

0 i_f@ill&%%%ﬁﬁﬁ H1EEYE Instructions used by the Garbage Collector

" is ptr(p): HWEPEREE—TI8ET determines whether p is a pointer

" length (b): IREIAIKE, ABEFELED returns the length of block b, not
including the header

= get roots(): IR[EIFTELRAYRE returns all the roots
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FRICFITERR (48) Mark and Sweep (cong:"

IR EFEERGREMR I BHBIRIC Mark using depth-first traversal of the

memory graph

ptr mark (ptr p) {
if ('is_ptr(p)) return; // do nothing if not pointer
if (markBitSet(p)) return; // check if already marked
setMarkBit (p) ; // set the mark bit
for (i=0; i < length(p); i++) // call mark on all words

mark (p[i]) ; // in the block

return;

}

BRI EREEKEEI T — MR Sweep using lengths to find next

ptr sweep (ptr p, ptr end) {
while (p < end) {
if markBitSet (p)
clearMarkBit () ;
else if (allocateBitSet(p))
free(p) ;
p += length(p);
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Mark and Sweep Pseudocode o

I RAFERGRE R BHBIRIC Mark using depth-first traversal of

the memory graph

ptr mark (ptr p) {
if (!'is_ptr(p)) return;
if (markBitSet(p)) return;
setMarkBit (p) ;
for (i=0; i < length(p);, i++)
mark (p[i]) ;
return;
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Mark and Sweep Pseudocode e

I RAFERGREMR I BHBIRIC Mark using depth-first traversal of

the memory graph

ptr mark (ptr p) {
if ('is_ptr(p)) return; // if not pointer -> do nothing
if (markBitSet(p)) return;
setMarkBit (p) ;
for (i=0; i < length(p);, i++)
mark (p[i]) ;
return;
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Mark and Sweep Pseudocode s

I RAFERGREMR I BHBIRIC Mark using depth-first traversal of

the memory graph

ptr mark (ptr p) {

if ('is_ptr(p)) return; // if not pointer -> do nothing
if (markBitSet(p)) return; // if already marked -> do nothing
setMarkBit (p) ;

for (i=0; i < length(p); i++)
mark (p[i]) ;
return;
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Mark and Sweep Pseudocode =

I RAFERGRE R BHBIRIC Mark using depth-first traversal of

the memory graph

ptr mark (ptr p) {

if ('is_ptr(p)) return; // if not pointer -> do nothing
if (markBitSet(p)) return; // if already marked -> do nothing
setMarkBit (p) ; // set the mark bit

for (i=0; i < length(p); i++)
mark (p[i]) ;
return;
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Mark and Sweep Pseudocode s

I RAFERGREMR I BHBIRIC Mark using depth-first traversal of
the memory graph

ptr mark (ptr p) {

if (!'is_ptr(p)) return; // if not pointer -> do nothing
if (markBitSet(p)) return; // if already marked -> do nothing
setMarkBit (p) ; // set the mark bit

for (i=0; i < length(p); i++) // for each word in p’s block
mark (p[1]);
return;
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Mark and Sweep Pseudocode s

I RAFERGREMR I BHBIRIC Mark using depth-first traversal of

the memory graph

ptr mark (ptr p) {

if ('is_ptr(p)) return; // if not pointer -> do nothing
if (markBitSet(p)) return; // if already marked -> do nothing
setMarkBit (p) ; // set the mark bit
for (i=0; i < length(p); i++) // for each word in p’s block
mark (p[i]) ; // make recursive call

return;
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Mark and Sweep Pseudocode e

I RAFERGRE R BHBIRIC Mark using depth-first traversal of
the memory graph

ptr mark (ptr p) {

if (!'is_ptr(p)) return; // if not pointer -> do nothing
if (markBitSet(p)) return; // if already marked -> do nothing
setMarkBit (p) ; // set the mark bit
for (i=0; i < length(p); i++) // for each word in p’s block
mark (p[i]) ; // make recursive call
return;

BRI EREIT I E K EI T —/ R sweep using lengths to find next block

ptr sweep(ptr p, ptr end) {
while (p < end) { // for entire heap
if markBitSet (p)
clearMarkBit () ;
else if (allocateBitSet (p))
free (p) ;
p += length (p+1) ;
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Mark and Sweep Pseudocode =

I RAFERGREMR I BHBIRIC Mark using depth-first traversal of

the memory graph

ptr mark (ptr p) {

if ('is_ptr(p)) return; // if not pointer -> do nothing
if (markBitSet(p)) return; // if already marked -> do nothing
setMarkBit (p) ; // set the mark bit
for (i=0; i < length(p); i++) // for each word in p’s block
mark (p[i]) ; // make recursive call
return;

BRI ERET KEEI T — MR Sweep using lengths to find next block

ptr sweep(ptr p, ptr end) {

while (p < end) { // for entire heap
if markBitSet (p) // did we reach this block?
clearMarkBit () ;
else if (allocateBitSet (p))
free (p) ;

p += length (p+1) ;
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Mark and Sweep Pseudocode e

I RAFERGREMR I BHBIRIC Mark using depth-first traversal of

the memory graph

ptr mark (ptr p) {
if ('is_ptr(p)) return; // if not pointer -> do nothing
if (markBitSet(p)) return; // if already marked -> do nothing
setMarkBit (p) ; // set the mark bit
for (i=0; i < length(p); i++) // for each word in p’s block
mark (p[i]) ; // make recursive call
return;
}

BRI ERET KEEI T — MR Sweep using lengths to find next block

ptr sweep(ptr p, ptr end) {

while (p < end) { // for entire heap
if markBitSet (p) // did we reach this block?
clearMarkBit () ; // yes -> so just clear mark bit
else if (allocateBitSet (p))
free (p) ;

p += length(p+1l) ;
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Mark and Sweep Pseudocode =

I RAFERGRE R BHBIRIC Mark using depth-first traversal of

the memory graph

ptr mark (ptr p) {

if ('is_ptr(p)) return; // if not pointer -> do nothing
if (markBitSet(p)) return; // if already marked -> do nothing
setMarkBit (p) ; // set the mark bit
for (i=0; i < length(p); i++) // for each word in p’s block
mark (p[i]) ; // make recursive call
return;

BRI ERET KEEI T — MR Sweep using lengths to find next block

ptr sweep(ptr p, ptr end) {

while (p < end) { // for entire heap
if markBitSet (p) // did we reach this block?
clearMarkBit () ; // yes -> so just clear mark bit
else if (allocateBitSet(p)) // never reached: is it allocated?
free (p) ;

p += length(p+1l) ;

188



JEﬁﬁ;fEiifi]jF*’Igégufﬂyyffi]izg ﬁ:;jif
Mark and Sweep Pseudocode e

I RAFERGREMR I BHBIRIC Mark using depth-first traversal of
the memory graph

ptr mark (ptr p) {

if ('is_ptr(p)) return; // if not pointer -> do nothing
if (markBitSet(p)) return; // if already marked -> do nothing
setMarkBit (p) ; // set the mark bit
for (i=0; i < length(p); i++) // for each word in p’s block
mark (p[i]) ; // make recursive call
return;

BRI ERET KEEI T — MR Sweep using lengths to find next block

ptr sweep(ptr p, ptr end) {

while (p < end) { // for entire heap
if markBitSet (p) // did we reach this block?
clearMarkBit () ; // yes -> so just clear mark bit
else if (allocateBitSet(p)) // never reached: is it allocated?
free(p) ; // yes -> its garbage, free it

p += length (p+1) ;
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Mark and Sweep Pseudocode =

I RAFERGREMR I BHBIRIC Mark using depth-first traversal of

the memory graph

ptr mark (ptr p) {

if ('is_ptr(p)) return; // if not pointer -> do nothing
if (markBitSet(p)) return; // if already marked -> do nothing
setMarkBit (p) ; // set the mark bit
for (i=0; i < length(p); i++) // for each word in p’s block
mark (p[i]) ; // make recursive call
return;

BRI ERET KEREI T — MR Sweep using lengths to find next block

ptr sweep(ptr p, ptr end) {

while (p < end) { // for entire heap
if markBitSet (p) // did we reach this block?
clearMarkBit () ; // yes -> so just clear mark bit
else if (allocateBitSet(p)) // never reached: is it allocated?
free(p) ; // yes -> its garbage, free it

p += length(p+l); // goto next block
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C Pointer Declarations: Test Yourself! —#—

int *p p is a pointer to int

int *p[13] p is an array[13] of pointer to int

int *(p[13]) p is an array[13] of pointer to int

int **p p is a pointer to a pointer to an int
int (*p) [13] p is a pointer to an array[13] of int
int *£ () fis a function returning a pointer to int
int (*£f) () fis a pointer to a function returning int
int (*(*x[3]) ()) [5] X is an array[3] of pointers to functions

returning pointers to array[5] of ints

Source: K&R Sec 5.12
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CREFAH: WR—THRAS
C Pointer Declarations: Test Yourself! ==

int *p p is a pointer to int

int *p[13] p is an array[13] of pointer to int

int *(p[13]) p is an array[13] of pointer to int

int **p p is a pointer to a pointer to an int
int (*p) [13] p is a pointer to an array[13] of int
int *f£() fis a function returning a pointer to int
int (*£f) () fis a pointer to a function returning int
int (*(*x[3]1) () [5] X is an array[3] of pointers to functions

returning pointers to array[5] of ints

int (*(*£())[13]) () fis a function returning ptr to an array[13]
of pointers to functions returning int

Source: K&R Sec 5.12
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4Hfr: Parsing: int (* (*£()) [13]) s“ﬁﬁ

int (*(*£()) [13]) () £
int (*(*£()) [13]) () f is a function
int (*(*£())[13]) () f is a function

that returns a ptr

int ( [13]) () f is a function
that returns a ptr to an
array of 13

int (* [13]) () f i1is a function that returns
a ptr to an array of 13 ptrs

int (*(*£())[13]) () f is a function that returns
a ptr to an array of 13 ptrs
to functions returning an int
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W Today

m BT HFFE Explicit free lists
m BRI HFZE Segregated free lists
m B IRWCEE Garbage collection

s ATFEBIXBEFOPEBR Memory-related perils and
pitfalls
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Memory-Related Perils and Pitfalls o

m 25| ([E)8E5H) HEg4 Dereferencing bad pointers
n ¥ H R#¥4E40 N 7F Reading uninitialized memory

m 7B i N FE Overwriting memory

n 5| HAFEERIZ B Referencing nonexistent variables

s BB AT Freeing blocks multiple times

n 5| AR A £ Referencing freed blocks

s BN AR R Failing to free blocks

IImI
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SEERT

Dereferencing Bad Pointers
s Z B Iscanf bug The classic scanf bug

int val;

scanf (“3d”, wval);

_ﬂ*’““
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{58 F R #1454 22 & Reading Uninitialized Me@
s [BREHEEIERILE/L N0 Assuming that heap data is initialized

to zero

/* return y = Ax */

int *matvec(int **A, int *x) {
int *y = malloc (N*sizeof (int));
int i, j;

for (i=0; i<N; i++)
for (j=0; j<N; j++)
y[i]l += A[1][]]1*x[]];
return y;

m [ HcallocF] LLiEES Can avoid by using calloc

197



/
(e
Ry

-Hj_l"/j

8 55 NFF Overwriting Memory et
m BEC T RIREEE IR /DI A Allocating the (possibly) wrong

sized object

int **p;
p = malloc(N*sizeof(int));
for (i=0; i<N; i++) {

pl[i] = malloc(M*sizeof (int)) ;

}

n REERINIX I bughd? Can you spot the bug?
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8 5= N 1F Overwriting Memory ==

m A4S R Off-by-one error

int **p;
p = malloc (N*sizeof (int *)) ;

for (i=0; i<=N; i++) {
pl[i] = malloc (M*sizeof (int)) ;

}

char *p;

p = malloc(strlen(s));
strcpy (p,s) ;
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s BEREREKFER S KE Not checking the max string size

Overwriting Memory

char s[8];
int 1i;

gets (s) ;

/* reads “123456789” from stdin */

n S IX i B IR A Basis for classic buffer

overflow attacks
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8 5= N 1F Overwriting Memory ==

n BEHEE A IR Misunderstanding pointer arithmetic

int *search(int *p, int wval) {

while (*p && *p != wval)
p += sizeof (int);

return p;
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% = N fF Overwriting Memory ——
m 5T —/M8E, MARLEIERRIXT S Referencing a

pointer instead of the object it points to

int *BinheapDelete (int **binheap, int *size) ({
int *packet;
packet = binheap[0];
binheap[0] = binheap[*size - 1];
*size--;
Heapify (binheap, *size, 0);
return (packet) ;

}

n IR 4 ? What gets decremented?
= (WTFIRZIKTH) /(See nextslide)
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CiES1EHE AT Coperators
J5 2% Postfix
()

—JtLUnary ~ —JG Unary
. “HIZ Prefix

<< > __JL Binary

< <= > >=
CA \—‘_

__JG Binary

|

&&

| |

?:

= 4= —= *= /= = &= M= 1= KL= >D>=

/

¥

S 2
\.._H

g

2 Associativity

left to right
right to left
left to right
left to right
left to right
left to right
left to right
left to right
left to right
left to right
left to right
left to right
right to left
right to left
left to right

WA B
WA B A
MBI
MBI
MBI
MBI
WA B
WA B
WA B
WA B
WA B
MBI
Mo B /e
Mo B /e
MBI

m ->, (), and [] have high precedence ->. (JFI[1B & BT HK, with *

*. &HIKEMEX

and & just below

m — o+ -FI*HL R RE E BN Unary +, -, and * have higher

KJE: Source: K&R page 53, updated ,,

precedence than binary forms



%8 5= N 1F Overwriting Memory

n S5IHT AR, AR

L35 |1 X & Referencing a

pointer instead of the object it points to

int *packet;

*size--;

return (packet) ;

packet = binheap[O0];
binheap[0] = binheap[*size - 1];

int *BinheapDelete (int **binheap, int *size) {

Heapify (binheap, *size, 0);

Operators

o

" size--;
5’5~ Rewrite as

(*size)--;

|

() [1 =2 . %+
I ~ o == o = & (type) sizeof

* /%

ﬁ%(%*ﬁ A Same effect as i b

< <= > >=

/

%
&

Associativity

left to right
right to left
left to right
left to right
left to right
left to right
left to right
left to right
left to right
left to right
left to right
left to right
right to left
right to left
left to right
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5| FH ATFEAE K AR & Referencing Nonexistent Variabtesg™
n SILEREUR B2 5 REA AT H Forgetting that local

variables disappear when a function returns

int *foo () {
int wval;

return &val;
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% IR B B B Freeing Blocks Multiple Times'™=

m RfERE! Nasty!

X = malloc (N*sizeof (int)) ;
<manipulate x>
free (x) ;

y = malloc (M*sizeof (int)) ;
<manipulate y>
free (x) ;
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5| FH E 2B ) B Referencing Freed Blocks ===
m S ATTIR! Evil!

x = malloc (N*sizeof (int)) ;
<manipulate x>
free (x) ;

y = malloc (M*sizeof (int));
for (i=0; i<M; i++)
y[i] = x[i]++;
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BREBEBAFR (NAHERE w
Failing to Free Blocks (Memory Leaks) ——

s BHEKBREE Slow, long-term killer!

foo() {
int *x = malloc(N*sizeof (int)) ;

return;
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B RBETA

FHR (N h

Failing to Free Blocks (Memory Leaks) ——
s REBERTEHESHEI —E4 Freeing only part of a data

structure

struct list {

int wval;

struct list *next;

};

foo() {

struct list *head = malloc(sizeof (struct list)) ;

head->val

head->next = NULL;
<create and manipulate the rest of the list>

free (head) ;

return;

= 0;
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N.XT A f£Bug Dealing With Memory Bug“;’"

iR es: gdb  Debugger: gdb
» BENZT{EF 05 EHRS | Good for finding bad pointer dereferences
= YELURNEMEPRTFEEE Hard to detect the other memory bugs
BHREEH —B A Data structure consistency checker
» FENETT, HIEETFIEN(SE Runs silently, prints message only on error
» FAEERIFZEIRET Use as a probe to zero in on error
kBN RE: valgrind Binary translator: valgrind
= B KAYEIAFD DTN Powerful debugging and analysis technique
» EETHITEIRSUERICIEER Rewrites text section of executable object file
» TR ERNERIEAIS | Checks each individual reference at runtime
- [BO)RUEET. BE. #515(8) Bad pointers, overwrites, refs outside of
allocated block
glibc malloc 88 T KEACH glibc malloc contains checking code
" setenv MALLOC CHECK 3
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