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Printers Used to Catch on Fire




ST A P
Highly Exceptlonal Control Flow

static int 1lp check status(i minor)

error = 0;

igned int last = 1p table[minor]
insig tus = r_sti (minor):;
if ((status & LP_PERRORP) && ! (LP_F(minor) & LP_CAREFUL))

ed iar sta

last = 0;
else if ((status & LP POUTPA)) {
if (last != LP POUTPAR) |
last = LP POUTPA;
printk (KERN INFO "lp%d f paper\n”, minor);
}
error = =ENOSPC;
} else if (! (status & LP_PSELECD))
if (last !« LP_PSELECD) ({
S PSELECD;
printk (KERN INFO "I ff-1i ", minor):;

}
error = =EIO;
} else if (! (status
if (last

:\n", minor);

lgir.vd'-lo'-Inin-Wri.lf:;' error = last;

if (last != 0)
lp error(minor);

return error;

https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/tree/drivers/char/lp.c?h=v5.0-rc3
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s FEIEFIR Exceptional Control Flow CSAPP 8

m 55 Exceptions CSAPP 8.1

m 1H%E Processes CSAPP 8.2

m 1 HIEIEH Process Control CSAPP 8.3-8.4




}=24%li% Control Flow '

s ISR —{%ZE Processors do only one thing:
= NFFHLEIRAL, BPNCPURZREIENFIT (FBRR) 18951,

JR—%& From startup to shutdown, each CPU core simply reads and
executes (interprets) a sequence of instructions, one at a time *

" XNNEHFLERECPURIAEE) 7 This sequence is the CPU’s control flow
(or flow of control)

YIEBIZE7 Physical control flow
<startup> //FFHl

inst,
Time Inst,
inst; *MINBBIRREINBE (NERKRE
, CPURJLAERIHATELFHAT)
. * Externally, from an architectural
InStn viewpoint (internally, the CPU

<shutdown> //5%# may use parallel out-of-order
execution)
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e 32127 Altering the Control Flow -

Bii: mafeEIEEiRA4NE : Up to now: two mechanisms

for changing control flow:
» MEESTIES Jumps and branches

o U;_UEHWL@T > Call and return
= N FEEALES BUZS {4, React to changes in program state

s WEHBRNERFIEARIZ: Insufficient for a useful system:
MELA R B Z 22425 BUE 3T Difficult to react to changes in

$y$tem state
= MR EEMEZIERESSREAVEIEZIX Data arrives from a disk or a

network adapter

15 FRZE Instruction divides by zero
FFP$EEIZ T 7 Ctrl-C User hits Ctrl-C at the keyboard
A ERT2EFEHT System timer expires

s RREESEEELR A IEHE] System needs mechanisms
for “exceptional control flow”
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1=l Exceptional Control Flow
s FEETEINZESIENEIX Exists at all levels of a computer system
s {KEXHNEI Low level mechanisms

= 1.55 Exceptions
- NN RFEEFBEEFR (FINARFIRSHES) Changein
control flow in response to a system event (i.e., change in system
state)

« BREFOOSERHZB S SCIN Implemented using combination of
hardware and OS software

s SEIXH# Higher level mechanisms
2 HFE ETJHE Process context switch

« BRE-ERTESFOOSEXLSEH Implemented by OS software and
hardware timer

= 3 {52 Signals
= OSEX{HECIR Implemented by OS software
= 4. JEFEBHEEE Nonlocal jumps: setjmp () and longjmp ()
CI={THIZESLEH Implemented by C runtime library
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SEEELR Exceptional Control Flow
S5 Exceptions
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-

= Exceptions
. RESHTHAEEEG (EEERSHE) TSEETsEaosH

#% An exception is a transfer of control to the OS kernel in response to some
event (i.e., change in processor state)

" NIZERIEERFBINTFLEEE Kernel is the memory-resident part of the OS
= E4EM]: BRE, BAREH, R, 1/0iEKTek, $#EACtrl+C Examples of

events: Divide by 0, arithmetic overflow, page fault, I/O request completes, typing
Ctrl-C

15 User code P Kernel code

5/# ! E/_’,‘:j:"‘ Excep tion Ei%q @fﬁf){lff Ei%q

Event II o » LM Exception
N prOCESSing
by exception handler

« R[EIFYZEFIFES Return to Iey
« IR[E[ZY F 5575 Return to I,
| < Z&1f Abort




S 3R Exception Tables

ity
SES

Exception
numbers

S E3E Excepfion

Code for
exception handler 0

Code for
exception handler 1

Code for
exception handler 2

VTable

0 "4 /

1 '

2 o
n-1 o

Code for
exception handler n-1

/
(&
gy

-Hj_l"/j

g

BN EEHRETE—RE
#m=k Each type of event has a
unique exception number k

AkARERNZES|] (B
BiMI&E) k=index into
exception table

(a.k.a. interrupt vector)

SXEEREWN, HeRA
DAk (DRFREFELIERE
[F38%t) Handlerk s called
each time exception k occurs

10



(E89) 925 (partial) Taxonomy ¥

SRR
ECF
i RS
A?chronous Synchronous
T BesFH s 21k

Interrupts Traps Faults Aborts




RESE () S
Asynchronous Exceptions (Interrupts) N

s Y IEZZIMERSR{ES S Caused by events external to the

processor
" BT ETEESRYPHTS IS~ E RS KEIX Indicated by

setting the processor’s interrupt pin

» AMEREFRIREIEHIT F—5%35< Handler returns to “next”
instruction
m 445l Examples:
* BEhchpT Timer interrupt
- BIRAY) lms, FMEBETENE At A — Rl Every few ms, an external

timer chip triggers an interrupt

- SN BB FPREFTIHRZEI %% Used by the kernel to take back control

from user programs

= HMNERIREERYI/O5ET 1/0 interrupt from external device
« FEEHE ACtrl-C Hitting Ctrl-C at the keyboard
« B B—1BHEA Arrival of a packet from a network

« MBEEBEEEIA Arrival of data from a disk

12
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[AZ =& Synchronous Exceptions w

s IBSITERSHBSTESE Y caused by events that occur
as a result of executing an instruction:

= JGA/ B Traps
= AJ9BY Intentional

- flan: RFREA. Brm. FKE<SE Examples: system calls,
breakpoint traps, special instructions

» IRHIRIR[EE) T—25%F8< Returns control to “next” instruction
» AFE Faults
» AEEEREEXEIZERL]IRE Unintentional but possibly recoverable

- g0 RORE (AKRE) . FIFRE (RFAIRE) | ZREE
Examples: page faults (recoverable), protection faults (unrecoverable),
floating point exceptions

- EBEFHUTEE (“ZR17) IBSEER LT Either re-executes

faulting (“current”) instruction or aborts
= Z&8JF Aborts
« JEEEHEATE Unintentional and unrecoverable

- flan: EEES. BEatE. H8S1Q@E Examples: illegal instruction,
parity error, machine check

« R FLEIRERFRHIT Aborts current program

13



RETNECREIA System Calls

s T x86-64R Gt

system call has a unique ID number

=S

Number
0

A W N R

s I80: Examples:

H5F
Name

read
write
open
close
stat
fork
execve
exit

kill

2]

Description

155344 Read file

B4 Write file

FTFF3244 Open file

K[AS4E Close file

SRENB KRS E Get info about file
Bl5EHFZ Create process

HIT— 1 FEF Execute a program

22 |3 HFE Terminate process
RIEX(SSL51HFE Send signal to process

HEEB—/ME—RYIDYES Each x86-64

/
k‘- —_J'Y‘\,-Q_‘E: o |

~
-
I

[ -

g

Y

14



RTAMAEH: ST e

SVStQT qall E’f }'L%Z-*ﬂﬁ‘ﬁﬁliﬁlﬁﬂé‘ém Almost like a function call
o jﬂ%gﬂﬁﬁ ‘;’i;k o EEMAEREI Transfer of control
" AR_opentis, | e RIAFH T FSZIES On return, executes next

function, which in

e5d7e: 0f 05 Sys

ebdfa: c3

instruction

00000000000e5d70 A .
= (AR RMINEIESE] Passes arguments
e5d79: b802000000 ysjng calling convention

wsdso. asaqoifossr © MXBI{E{E%raxFR Gets result in $rax

t
= —ANEERYES One Important exception!

- HPA#ZN1T Executed by Kernel
« ARSI Different set of privileges

- PUNREBEEAIRE: And other differences:

syscally E’u ° wuyu: ”Eiﬂ”ﬂg“ﬂﬂﬂt"%ﬁ%raxﬂp E'g'l
emp [ —__ “address” of “function” is in $rax

Eﬁ’f'tatiane% Uses errno

AB[E ° E1
v R %

Etc.

negative errno 15
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s \‘_\h/
s fE45fl: FRIASREE Fault Example: Page Fa-&.‘
s FHPESATE User writes to memory i:‘i:nai)loool ;
location :

n XYMNRYTRE{ERLEE E That portion (page) |, BLEERL = A
of user’s memory is currently on disk

80483b7: c7 05 10 94 04 08 0d movl  $0xd,0x8049d10
B PRIzt #5 Kernel code
User code

S5 TR Exception: page fault

mov! %

| MEEZ NS
WR[BIFEETT T #|T73[E] Copy page
movl Return and from disk to

reexecute movl/ memory

16



R IEERTESIA 32
Fault Example: Invalid Memory Reference =

int a[1000];
main ()

{

a[5000] = 13;
}

80483b7: c7 05 60 e3 04 08 0d movl $0xd, 0x804e360

FHP1E#T User code AIEZ1HE Kernel code

\ S5 TR Exception: page fault
T2 ZYFE AL

Detect invalid addres_f
> E%ﬂ\ﬁ

Signal process

movl

A\ 4

m  RIESIGSEGV(S S5 1HFE Sends SIGSEGV signal to user process
s AP HESERSER B EIEH User process exits with “segmentation fault”

17
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SEEELR Exceptional Control Flow
S Exceptions

HEZ Processes

HEEi=Hl Process Control

=2
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1H¥E Processes -
EX: HIZERERN—XMIT(E1TIERRISEH)) .
Definition: A process is an instance of a running

program.

» TEVRIFEREEERMLS.Z— One of the most profound ideas
in computer science

» 582" 8 “4MEZE” A[E Not the same as “program” or

“processor”

HIZ AT NMEFRM TP KNSR Process provided Memory
each program with two key abstractions: Stack
v (TS Logical control flow Heap
» BEREFRIE HCPU Each program seems to have exclusive use of the Data
CPU Code
« SR _E TSR Provided by kernel mechanism called context
switching CPU
» FEHULES/E] Private address space :
- BMEFEEREIRM HIETFZNE Each program seems to have exclusive use Registers

of main memory.

« NESZIFRIEANTE Provided by kernel mechanism called virtual memory
19
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ZHIEZISR: Multiprocessing: The IIIung‘

Memory Memory Memory
Stack Stack Stack
Heap Heap Heap
Data Data Ll Data
Code Code Code
CPU CPU CPU

Registers Registers Registers

s TTEUREINE1TREZHEE Computer runs many processes
simultaneously

= BENEL S NEFBIM A Applications for one or more users

« Web)l|%S28. M=, JwigBE. . . Web browsers, email
clients, editors, ...

» [5&1ESS Background tasks
- IEALZEFO1/01ZEF Monitoring network & I/O devices

20



Z1HiES Multiprocessing Example v

xterm
Proceszes: 123 total, 5 runhing, 9 ztuck, 109 zleeping, 611 threads
Load Awg: 1,03, 1,13, 1,14 CPU uzage: 3,27 uzer, 5,158 sys, 91.56% idle
SharedLibz: 7Bk resident, OB data, OB linkedit,
MemRegionz: 27358 total, 1127M rezident, 35 private, 494M shared,
PhysMem: 1029M wired, 1974M active, 1062M inactiwve, 407EM uszed, 18M free,
YH: 280G weize, 1091M framework wsize, 230759213(1) pageins, S843367(0) pageouts,
Metworks: packets: 410462281106 in, BEOSE0SES77L out,
Dizkszt 17874391/3490G read, 12847373/0040 written,

FID COMMAMD ACPU TIKE #TH  #l0 #PORT #MREG RPEMT RSHRD RSIZE  WPRMT
343217- Hicrosoft OF 0,0 02:28,34 4 1 202 418 Z21M 24H 21H BEH
33051 usbmuzxd 0,0 00:04,10 3 1 47 BE 436k 21EK 480k BOM
93006 iTunesHelper 0,0 003:01,23 2 1 55 g F2ak Al24k 1124k 43M
B4286  bash 0,0 000,11 1 i) 20 24 224k 732K 484K 1M
84280 xterm 0,0 000,83 1 0 22 73 BSBk 872K B3Zk 9728k
55323 Microsoft Ex 0,3 21:58.97 10 3 260 954 16H B5H 46H 114H
24751 =leep 0,0 00:00,00 1 0 17 20 32k 212k 3B0K 9632k
54733 launchdadd 0,0 QOz00,00 2 1 33 a0 488k 220K 1736k 48HM
4737 top .0 o00:02b3 1/ 0 3l 29 141EK  21EK 2124k 17M
24713 automountd 0,0 000002 7 1 53 B4 ob0k 21k 2184k HaM
54701 ocspd 0,0 000005 4 1 Bl 54 1268k ZB4dk  3132K  HOM
S4661 Erab 0.6 0030275 B 3 EEE+ 389+ 15K+  2BM+  40M+  7hM+

11447207 |

WSIZE
7B3H
2422
2429H
378N
2382H
1057H
370N
2403
2578
2413M
2426M
2556H+

A AL

s £ Macl.'l'%MJ:‘_'_Er' “top”AQ Running program

“top” on Mac

ERxF1231MHE, 51 EIEERIAR System has 123 processes, 5

of which are active
= ([FEFHFEID(PID)iRA Identified by Process ID (PID)

21
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ZiHIZBIE(E Multiprocessing: The (Traditional) Reality:"

Memory
Stack Stack Stack
Heap Heap Heap
Data Data cee Data
Code Code Code
Saved Saved Saved
registers registers reqgisters
CPU
Registers

g

s EAPMLIESEH AN 1TZ 1HEE Single processor executes

multiple processes concurrently

» HBARZEHIT (Z1{E55) Process executions interleaved (multitasking)

» HHEESE|HEARTERSEIR Address spaces managed by virtual
memory system (later in course)

» JEREIATER S RS ERMEEITEH Register values for nonexecuting

processes saved in memory

22



ZIHFEE{R Multiprocessing: The (Traditional) Reali#

Memory
Stack Stack Stack
Heap Heap Heap
Data Data cee Data
Code Code Code
Saved Saved Saved
registers registers reqgisters
CPU
Registers

23



s BET—1MHIET1T Schedule next process for execution

Memory
Stack Stack Stack
Heap Heap Heap
Data Data cee Data
Code Code Code
Saved Saved
registers reqgisters
CPU
Registers

24
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ZHIEE(R Multiprocessing: The (Traditional) Realim;‘

Memory
Stack Stack Stack
Heap Heap Heap
Data Data cee Data
Code Code Code
Saved Saved Saved
registers registers reqgisters
7
CPU
Registers

s NEFRENSEERHDGbNIEE (ETFXE) Load

saved registers and switch address space (context switch)

25



Z1HIZRER Multiprocessing: The (Modern) Reality

sé«‘"

e

Memory

Stack Stack Stack

Heap Heap Heap

Data Data see Data

Code Code Code

Saved Saved Saved
registers registers registers

CPU CPU |'m SHZALIBES Multicore processors
Registers Registers | |: » —NH EBZNCPU Multiple CPUs on

single chip

» HEFEFEEE (LANERS cache) Share
main memory (and some of the caches)
= N LAYT— MR
execute a separate process
- HNZSSRIERE Rz ORITRE
Scheduling of processors onto cores
done by kernel 2

FE Each can
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#ﬁi&ﬁg Concurrent Processes > &
s BMNMEIER—MMZEIETR Each process is a logical controli
flow.

s AMHEEHAZEITURERIBE_LES Two processes run
concurrently (are concurrent) if their flows overlap in time
s BNERFEH1T Otherwise, they are sequential

n B0 (E171EE%L) Examples (running on single core):
= JH%: Concurrent: A&B,A&C
= IR/E: Sequential: B &C

HE HE HE
Process A Process B Process C

RJIE]

Time

27



HAaHiERARE

User View of Concurrent Processes
s FAEEREHRERE_ 29 _EARIEAZAY Control

flows for concurrent processes are physically disjoint in
time

A, IS HAHIERARILHTIET
However, we can think of concurrent processes as
running in parallel with each other

HEE HE HiE
Process A Process B Process C

RJIE]

Time

/
&
==

by xaf

g

28
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L T3ZH#k Context Switching S £
. EEEEOR SRR RGRBAEE ¢

Processes are managed by a shared chunk of memory-resident
OS code called the kernel
= B AZAR—MHUHE, MEFAREINEHEN—3DIs
1T Important: the kernel is not a separate process, but rather runs as part
of some existing process.

s ETRONIREFESLTRMA— P HEZDIREI S —1N 382 Control

flow passes from one process to another via a context switch

HFE Process A : HFE Process B
I
I
: FPXES user code
I P28 kernel code } £ 7‘-2'1527#
. context switch
H‘j.IH-.I B P{XES user code
context switch

I
I

. I

Time : FI¥Z{XES kernel code } L X%

I
: BPF{XES user code
I
"

29
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SEEELR Exceptional Control Flow
% Exceptions

4

1HEE Processes
HEE¥EEl Process Control

T

30
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R seR e R System Call Error Handling

s HiEhH, LinuERFRIFRD-1FHET 2

er

S EerrnoiZBE

1= S+5HAI5[E] On error, Linux system-I
typically return -1 and set global variable

cause.
m fBEIITE: Hard and fast rule:

evel functions
errno to indicate

s (RN BEE R FERAZOREMARZ You must check the return status

of every system-level function

= IR[EUEIVoidBIEREIERIP Only exception is the handful of functions

that return void

m 540 Example:
m Hinclude <errno.h>

if ((pid = fork()) < 0) {
fprintf(stderr, "fork error: %s\n", strerror(errno));
exit(0);

}

31
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Bt S ERZY Error-reporting functions =

 (FRERIREHERENILAR—LETE can simplify

somewhat using an error-reporting function:

void unix_error(char *msg) /* Unix-style error */

{

fprintf(stderr, "%s: %s\n", msg, strerror(errno));
exit(0);

} \
\
if ((pid = fork()) < 0) T~

unix_error("fork error"); \ e BHAhEEo

Note: csapp.c exits with 0.

s B, $RTENAE. SHNEREFBREHASCEEE
Ay But, must think about application. Not alway
appropriate to exit when something goes wrong.

32
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e BB 3% RS Error-handling Wrappe

s EEERStevens NSHEIRLIBRESS, FHiIdE—Z@E
7T RIZERAMCIE: We simplify the code we present to
you even further by using Stevens-style error-handling
wrappers:

pid_t Fork(void)
{

pid_t pid;

if ((pid = fork()) < 0)
unix_error("Fork error");
return pid;

}

pid = Fork();

» MARSESERMABERFRPEEZEMXHASEE NOT what
you generally want to do in a real application
15040, E“UnixPIEZERTIR: EIEFRLEAPI” te.g., in “UNIX Network Programming:

The sockets networking API“ W. Richard Stevens

33



SASHHFEPID Obtaining Process IDs

m pid t getpid(void)
» R[EIZHEEIFHFEAIPID Returns PID of current process

m pid t getppid(void)
= IR[EIAHFERIPID Returns PID of parent process

34
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Creating and Terminating Processes =
MEFERBIAE, TLUAA— 1 HEELTF3HIASZ— From

a programmer’s perspective, we can think of a process as being
in one of three states

m J&1T Running
= HRESEIEENT, B FEETHRZHRZAERE (RIS
FEH1T) Process is either executing, or waiting to be executed and
will eventually be scheduled (i.e., chosen to execute) by the kernel

n =1k Stopped
= HEHITHIER, BEREIWMAERTEERIT Process execution is

suspended and will not be scheduled until further notice (next lecture
when we study signals)

m 2]k Terminated
» HFEIKIT(ELEIETT Process is stopped permanently

35



HIZLZ LE Terminating Processes S;‘
HEHRFLIT=NMNEEZ—E2I1E Process becomes

terminated for one of three reasons:

s GEIEIASHER R IERIY(SS Receiving a signal whose default action is
to terminate (next lecture)

= M mainBRZuR[E] Returning from the main routine
= EFHexitERZY Calling the ex it function

void exit (int status)

n ZZIHEHIAZS SOstatus Terminates with an exit status of status
= 0 : ITEEIREIAES0, HEEIE0 Convention: normal return

status is O, nonzero on error

» F—HENRERHNGHATUEMmainRENRBI— N EEEYE
Another way to explicitly set the exit status is to return an integer value
from the main routine

exitiflH—X, BM\AIR[O] exitis called once but never
returns.

36
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)381HFE Creating Processes 2
QJEL*E g o

n HFEIFIT G fork BYEE— 1 FFHIIET T #E Parent process

creates a new running child process by calling fork
m int fork (void)

» RE|0ZGFHIE, FIHIERIPIDZSALIHFE Returns 0 to the child process,
child’s PID to parent process
» FHEFNAHFZR]LF-E—ERY child is almost identical to parent:
» FHERESAOHENEIEII=SEIEEEREN ((BERE D FRY)

Child get an identical (but separate) copy of the parent’s virtual address
space.

- FHIERIG S AOHIEF T SUHEIA T RERFRIFE I Child gets identical

copies of the parent’s open file descriptors
- FHESAOHEBAERIPID Child has a different PID than the parent

s forkfRBER (BEHRSAZERE) . BABEA—X, (BiR
[Blf;X fork is interesting (and often confusing) because
it is called once but returns twice

37
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forkBYEE S E] Conceptual View of fors"

Memory Memory
parent child
Stack Stack Stack
Heap 9 Heap Heap
Data Data Data
Code Code Code
Saved Saved Saved
registers registers registers
CPU | [  cpu
Registers | | Registers

s 2RI 1TSS I Make complete copy of execution state
" IBEE— I ARHE— NI FHFE Designate one as parent and one as child

v IRERHFEEFHFEAIHIT Resume execution of parent or child

38
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1

The fork Function Revisited g

n EWEESTIAFIRGIRREE 7 forkiNR A NMHIZRMLTAD
RIE#UIEZS[A) VM and memory mapping explain how fork
provides private address space for each process.

s AT EImHEIECIZRERINILE To create virtual address for new

process:
* S 53RImm_struct, vm_area_structHITIFRSHE—HIFEN

Create exact copies of currentmm_struct, vm _area struct, and
page tables.

" IREMTHIENE T IES RISNER Flag each page in both processes
as read-only

" IRERNHENE N vm_area struct#PEFABCOW Flag each
vm_area_ struct in both processes as private COW

= EER, S HEEEEHIELIPIEET On return, each

process has exact copy of virtual memory.

n [FERNSIEE(ERcoOWHHISIFEFATAM Subsequent writes

create new pages using COW mechanism. 39




forkZffjl fork Example

. Y . Ly o
int main(int argc, char** argv) N ﬁl% IA, @EﬁlA Call
{ once, return twice
pid t pid; -
S o e Sl s FAH 1T Concurrent
pid = Fork(); execution
if (pid == 0) { /* Child */ geFN A BiZFlFHEE
printf ("child : x=%d\n", ++x); Hfl#l,ﬂ'ﬂliflr Can’t predict
return O;
) execution order of parent
and child
/* Parent */
printf ("parent: x=%d\n", --x);
return O;
} fork.c
linux> ./fork linux> ./fork linux> ./fork linux> ./fork

child : x=2
parent: x=0

parent: x=0
child : x=2

parent: x=0
child : x=2

parent: x=0
child : x=2

40



forkZtfll fork Example

s AR, BEIFRGHT

int main(int argc, char** argv)
{

pid t pid;

int x = 1;

pid = Fork() ;

if (pid == 0) { /* Child */

printf ("child : x=%d\n", ++x);
return O;

}

/* Parent */

printf ("parent: x=%d\n", --x);

return 0O;

once, return twice

s FHAZHNTT Concurrent

execution

" AREFNAGHIEFIFHEIZ
B ETIIR Cantpredlct

execution order of parent
and child

s ES(BES RN
|8] Duplicate but separate
address space

linux> ./fork
parent: x=0

open files
B fREREIIRFH

H=FTHBIIUY Shared

child : x=2

- XElileﬁl HforkfEX
F1HFFIR[O] x has a value

of 1 when fork returns in

o= parent and child

same in both parent and
child

tHEIAY stdoutis the -

[REEXIxHIPRZE B IR HY

Subsequent changes to x
are independent 4



(B HIEEEIR ork W
Modeling £fork with Process Graphs T
» HEEAR—INERNIR, BUMERHLEFRFEONRE

= A process graph is a useful tool for capturing the partial
ordering of statements in a concurrent program:
s FPINRERREIEGRYHIT Each vertex is the execution of a statement
" a->bFRRaAETEDZBI a -> b means a happens before b

» AL ABTERYYEIEFRICIH Edges can be labeled with current value of
variables

= AL ARSI iCprintfliAR print £ vertices can be labeled with output
= FPEEBLA—NEBENIBRITIRFFE Each graph begins with a
vertex with no inedges
o HIZEIRED 747 HE5 BRI F—Fr el TRV 2 HERS Any
topological sort of the graph corresponds to a feasible total
ordering.

» FrEIBMNERAEIERBTNARRIEHER Total ordering of vertices where

all edges point from left to right
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HIZE B4 Process Graph Example

int main()

{
pid_t pid;
intx=1;

pid = Fork();
if (pid ==0) { /* Child */
printf("child : x=%d\n", ++x);
exit(0);
}

/* Parent */
printf("parent: x=%d\n", --x);
exit(0);

fork.c

X==

child::. x=2 e FiHEE
pr'intf exit Child

. paren::: x=0 o K=

®
main

fork printf exit Parent
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FRERHTZEE] Interpreting Process Graphs ==

s [RYRE Original graph:
chilq; x=2

>® »®
printf exit
x==1 parent: x=0
. »

L >®

main  fork printf exit 1T HEE

Feasible total ordering:

s EFFFICAIE] Relabled graph: /m
J >% :g

a b e C f d

o >
a b c

E A{TEEAEIT?

Feasible or Infeasible?

LN
s ..
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forkZfl: FMELERIfork =5
fork Example: Two consecutive forks *

Bye
®
void fork2() printf
{ L1l Bye
. " n > > >@®
printf("L0O\n"); Prinktf fork printf
fork(); Bye
printf("L1\n"); printf
fork(); B
. " ny, L1 ye
printf("Bye\n"); Lo e il R »®
} forks.c printf fork printf fork printf
nJgERTGE AuJgeRYsaity
Feasible output: Infeasible output:
LO LO
L1 Bye
Bye L1
Bye Bye
L1 L1
Bye Bye

Bye Bye .



forkZfl: REHIEPRBHRE forks.
fork Example: Nested forks in parent

void fork4()
{
printf("LO\n"); Bye Bye
if (fork() != 0) { printf hprintf
printf("L1\n"); L0 L1 L2 Bye
if (fork() 1= 0) { printf fork printf fork printf printf
printf("L2\n");
}
}
| PrneBvent) orre . TORERGLE RETREAHRLE
Feasible output: Infeasible output:
LO LO
L1 Bye
Bye L1
Bye Bye
L2 Bye

Bye L2
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fork#Ztill: FRIERIERE forks

-m_[\i: l”_-—
%
o /

fork Example: Nested £forks in children

void fork5()
{
printf("LO\n");
if (fork() == 0) {
printf("L1\n");
if (fork() == 0) {
printf("L2\n");
}
}
printf("Bye\n");
}

forks.c

L0

>

L1l

L2 Bye

pig.ntf pJ.EJ’.ntf
Bye

>0 >
printf fork

Bye
>0

@o—

printf fbrk printf

AJFERYAAI

Feasible output:

LO
Bye
L1
L2
Bye
Bye

p;Intf

AuJgerdsat
Infeasible output:
LO

Bye

L1

Bye

Bye

L2
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{#%2 Reaping Child P =
Bl 1HFE Reaping Child Processes as

O EE'&EE Idea
HFER ISR BFE R R When process terminates, it still

consumes system resources
= fFla0: BT, BF0OSZEIE Examples: Exit status, various OS tables
= FRAER"HFZ Called a “zombie”
- TEERPIR, FE4EFE Living corpse, half alive and half dead
m [BIU Reaping
n QEHENTRIEAIFHIEER/E (ERwaitgkwaitpid) Performed by

parent on terminated child (using wait orwaitpid)
» QEHEFEHEBINSSE Parent is given exit status information
» NZBEEHIEER FHFE Kernel then deletes zombie child process
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R Child P g
Bl 1HFE Reaping Child Processes as

n RRSSHIEZBERINESEAZFF? What if parent doesn’t
reap?
 NRFAIRESEHERIDZERIKTFHAE, Wizl L FH#ERINitH
2 (pid==1) [E)Y{ If any parent terminates without reaping a child,
then the orphaned child will be reaped by init process (pid == 1)

= [&3Eppid==1, WCATEEEES Unless ppid == 1! Then need to
reboot...

» FRLAREFEZEE I EIKHATENET THYIHEFE So, only need explicit

reaping in long-running processes

« BN R RFIARSS 28FE e.g., shells and servers
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=551
Zombie
Example

linux> ./forks 7 &

[1] 6639
Running Parent, PID = 6639

Terminating Child, PID = 6640
linux> ps

PID
6585
6639
6640
6641

TTY

ttyp9
ttyp9
ttyp9
ttyp9

00:
00:
00:
00:

linux> kill 6639
Terminated
linux> ps

[1]

PID
6585
6642

TTY
ttyp9
ttyp9

00:
00:

void fork7() {

if (fork() == 0) {
/* Child */
printf ("Terminating Child, PID = %d\n", getpid()):
exit (0) ;

} else {
printf ("Running Parent, PID = %d\n", getpid()):
while (1)

; /* Infinite loop */

}

TIME CMD

00:00 tecsh B = = b T 2 B
00:03 forks B pPSaelNTX 2 "defunct

00:00 forks <defunct> / (EMEFI) PsS shows child
00:00 ps process as “defunct” (i.e., a
zombie)

n  RICRHE I FIHIERInit

TIME CMD HFZ[EYT Killing parent allows
00:00 tecsh } child to be reaped by init

00:00 ps




/
J

[ ) i

L2 1TSS
Non-
terminating

Child Example

linux> ./forks 8

void fork8 ()
{
if (fork() == 0) {
/* Child */
printf ("Running Child, PID = %d\n",
getpid()) ;
while (1)
; /* Infinite loop */
} else {
printf ("Terminating Parent, PID = %d\n",
getpid()) ;
exit (0) ;

}

A |

Terminating Parent, PID =
Running Child, PID = 6676
linux> ps

PID TTY TIME CMD

6585 ttyp9 00:00:00 t

6675
2222 || Child process still active

osh even though parent has terminated

6676 ttypd  00:00:06 fork s WREIURIEFARE, BllFHE

6677 ttyp9 00:00:00 RG-S KIT—E{EIE{T Must kill
linux> kill 6676

linux> ps

child explicitly, or else will keep

PID TTY TIME CMD running indefinitely

6585 ttyp9 00:00:00 t
6678 ttyp9 00:00:00 p

csh
s
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wait: 5FHIERT S
wait: Synchronizing with Children =

s OHIEEI IR Bwait R EEFHEEParent reaps a child by
calllng the wait function

m int wait(int *child status)

 FRIFHEERIEFHE Z—&1E Suspends current process until
one of its children terminates

= FHsyscall3EI Implemented as syscall

KHE Rzt
Parent,Process Kernel code
syscall ¥ E’%L"Exception . I IE Z_iﬂ_:’: ):lL

‘w iF35, BER L*EEI’J?L?E
I&[E] Returns And, potentially other user

' processes, including a child
of parent
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wait: SFHERZ o~
wait: Synchronizing with Children -
s iR BAwait R ZI o] IFHEE Parent reaps a child by

calllng the wait function

m int wait(int *child status)

» EREEHERRIEFHEZ—&I1E Suspends current process until one
of its children terminates

» RENEEZRIEFHFZRIPID Return value is the pid of the child process
that terminated

* YNRchild statusFAT, IPABIERNZEESIRE ,
SR FHERIENREAR IR if child status != NULL,

then the integer it points to will be set to a value that indicates reason the
child terminated and the exit status:

« {ERwait.hFP7Z= HITHEE Checked using macros defined in
walit.h

— WIFEXITED, WEXITSTATUS, WIFSIGNALED,
WTERMSIG, WIFSTOPPED, WSTOPSIG, WIFCONTINUED

— SN T #7F S See textbook for details 5




wait: SFHIERZ :fi
wait: Synchronizing with Children

void fork9() {

int child_status;

HC %xit

if (fork() == 0) { printe |
printf("HC: hello from child\n");

exit(0);

} else { cT
printf("HP: hello from parent\n"); .— f& e ]i;:e
wait(&child_status); fork printf wait printf
printf("CT: child has terminated\n");

}

printf("Bye\n");

} forks.c
nJgERYsL AnJgeRYiaith
Feasible output(s): Infeasible output:
HC HP
HP CT
CT Bye

Bye HC
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S— P waitBflF g

Another wait Example g

s RSN FHERLE, BRLUERIRFFHIT If multiple children
completed, will take in arbitrary order

s A LUEFERZEWIFEXITEDFIWEXITSTATUSIEEN A B BIASAI=E Can use

macros WIFEXITED and WEXITSTATUS to get information about exit status

void fork10() {
pid_t pid[N];
int i, child_status;

for (i=0; i< N; i++)
if ((pid[i] = fork()) == 0) {
exit(100+i); /* Child */
}
for (i =0; i < N; i++) { /* Parent */
pid_t wpid = wait(&child_status);
if (WIFEXITED(child_status))
printf("Child %d terminated with exit status %d\n",
wpid, WEXITSTATUS(child_status));
else
printf("Child %d terminate abnormally\n", wpid);

} forks.c
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. - . A == e = \J\J—%
waitpid: FFHTEHIE 2
waitpid: Waiting for a Specific Process *
m pid t waitpid(pid t pid, int &status, int options)
» ERYAHERRFEEHTELLE Suspends current process until specific
process terminates

» RZFEIN (Z2DZAF) Various options (see textbook)

void fork11() {
pid_t pid[N];
inti;
int child_status;

for (i=0; i< N;i++)
if ((pid[i] = fork()) == 0)
exit(100+i); /* Child */
for (i=N-1;i>=0;i--){
pid_t wpid = waitpid(pid[i], &child_status, 0);
if (WIFEXITED(child_status))
printf("Child %d terminated with exit status %d\n",
wpid, WEXITSTATUS(child_status));
else
printf("Child %d terminate abnormally\n", wpid);

forks.c
} 56



execve: MNEIETIERF s

Sy M

execve: Loading and Running Programs  —=g=
m int execve(char *filename, char *argv[], char *envp[])

s EXBNHIEMELFNIZETT Loads and runs in the current process:
o OJHIT S 25 filename  Executable file filename

- BinUREUGFEE LA #! RS FHaRIBIASS 4 Can be object file or
script file beginning with # ! interpreter (e.g., #!/bin/bash)
S %FKargy ...with argument list argv
« IRRBANTEE— NS {E2] By convention argv [0]==filename
» HAINETESFRenvp ...and environment variable list envp
« “B=F=(E"8 “name=value” strings (e.g., USER=droh)

= getenv, putenv, printenv

s 2={Ci8. HIEFMHENE Overwrites code, data, and stack
= (RIFPID. FTFSHFN(ES_E"T3Z Retains PID, open files and signal context

s FA—/XmBMAIR[E] Called once and never returns

= _[FRIEUNERBEEEIR ...except if there is an error

n
=11+

57



ExecveZEfl execve Example 5
3¢ e S

s (EAAKIEEFHIEPRNIT Execute "/bin/ls -1t

/usr/include" in child process using current environment:

envp[n] = NULL
envp[n-1] ——> "PWD=/usr/droh"
, envp [0] —> "USER=droh"
environ >
myargv [argc] = NULL
(argc == 3) myargv[2] —> " /usr/include"
myargv[1l] 3 n_]gm
myargv ————> iyargy |l —> " /bin/1s"

if ((pid = Fork()) == 0) { /* Child runs program */
if (execve (myargv[0], myargv, environ) < 0) {
printf ("%$s: Command not found.\n", myargv[0]) ;
exit(1l);
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— AN EFEH IR

1TRIRIRESS

Structure of

the stack when a
new program starts

argv

(in $rsi)

argc

(in $rdi)

SRR B N eminated | IS BOttom of stack
environment variable strings
¢ ----
SRR OITEE Nukerminated |
command-line arg strings !
- == 1
E envp[n] == NULL E
i envp [n—-1] E environ
: (53 Eglobal var)
i envp [0] - T
E argv[argc] = NULL envp
| argv[argc-1] (in $rdx)
e argv[0]
T Stack frame for
libc start main .
- — F&IR Top of stack

SRS F&Mi Future stack frame for,

main
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S MexecveiREY

The execve Function Revisited

User stack

}
1

Memory mapped region
for shared libraries

1

Runtime heap (via malloc)

Uninitialized data (.bss)

Initialized data (.data)

libc.so
data [—%
text I |
a.out
data [
text I |
0

Program text (.text)

E
|

|

Private, demand-zero

#E, IR HHEL

Shared file-backed
/s?/ J?/#ﬁs/ ﬂg

Private, demand-zero
B, 1IERHLER
Private, demand-zero

#E, IR HHEL

Private, file-backed
#BE, XHEML

?ﬁﬁiexecver S RnHTENNEEF

1B1T— " EhERRa. out To load
and run a new program a.out in
the current process using
execve:

RIS XY

vin_area structfllTaz® Free
vin area struct’s and page
tables for old areas

g elE

vim_area structflllazk
Create vm_area_struct’s and
page tables for new areas

i Iz}'“ IR e RIEUE R B iR
Bt Programs and initialized data
backed by object files.

= . bssTfEHAEBNIHEME .bss
?_?d stack backed by anonymous
iles.

2 EPCH. text AN = Set PC

to entry point in . text
= LinuEPEANFEZRUCIDFIEEER

Linux will fault in code and data
pages as needed. 60
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B2 Summary o

m 55 Exceptions

» EFEAFFERFRAYES S Events that require nonstandard control
flow

= ESMER (HPlT) ERPOER (PFEBHFNERFE) =4 Generated externally

(interrupts) or internally (traps and faults)

m HFE Processes

» (FENA, RABZESNHER At any given time, system has
multiple active processes

» RETERZ EEMITZIREENIT—1NHEE Only one can execute at a
time on a single core, though

» BMHIEERRIE SO IEREFNFAT N1F=SIE] Each process appears

to have total control of processor + private memory space
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By (£8) Summary (cont.)

n ZEREFENHFIZE Spawning processes
= FHHfork Call fork

» —RFEA, FRIER[E] One call, two returns
n ZETRHEZ Process completion

= FHexit Callexit

» —RER, AR[E] One call, no return

s [OUSFIEFTIHEE Reaping and waiting for processes
= EFwaitEwaitpid Callwait orwaitpid

n JNEkIE13FEF Loading and running programs
» FHexecve (ELZFH) Call execve (or variant)
» —RER, (IEE) AER[E] One call, (normally) no return

/
(e
gy

62



W

Making £ork More Nondeterministic g

= |B)8% Problem

' Linuxi B AL ERZIEITIEIZS Linux scheduler does not create
much run-to-run variance

» FiEREEIEERISEBETERISF (Y Hides potential race conditions

in nondeterministic programs

- a0, fork2FRMEIFHIE, ER2REIZIHIE? E.g., does

fork return to child first, or to parent?

n fBRIFZE Solution
 SIEEEGIRERBENXIRAE, AR SZTHENFBHNAEIR Create custom

version of library routine that inserts random delays along different
branches

- b0, forkAHIZEFNFiHER E.g., for parent and child in fork
» (EARIETTAIEEFTR{EIZR(E BYSFIRR P RIEE(CES Use runtime

interpositioning to have program use special version of library code
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JEIRTAYBUfork Variable delay fork

/* fork wrapper function */
pid t fork(void) ({
initialize() ;
int parent delay = choose delay()
int child delay = choose delay() ;
pid t parent pid = getpid();
pid t child pid or zero = real fork();
if (child pid or zero > 0) {
/* Parent */
if (verbose) {
printf (

"Fork. Child pid=%d, delay = %dms. Parent pid=%d, delay = %dms\n"
child pid or zero, child delay,
parent pid, parent delay);

fflush (stdout) ;
}
ms_sleep (parent delay) ;
} else {
/* Child */
ms_sleep(child delay) ;
}
return child pid or_ zero;
} myfork.c

4
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F8E BRiEwHlin

(ESFIIEAHEBEEE Signals and Nonlocal Jumps

100076202: itEHRZFESIE

{ER2m -
\BaE ki 215G Etn]

Carnegie
BEE: Mellon

Randal E. Bryant and David R. O’Hallaron Univer Slfy
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FiIRBE ] Review from last lecture ==

m 55 Exceptions

» EFEAFFERFRAYES S Events that require nonstandard control
flow

= FSMER (FPitfT) EkPIER (PEPRFOMIE) 4Bk Generated externally

(interrupts) or internally (traps and faults)

m 1HFZ Processes
 TEEAAERE], RREBZANEINHIE At any given time,

it
system has multiple active processes
it

= —XHABEEHIERANAZLEHRIT—HEZ Only one can execute at
a time on any single core

= B PHE TR L S 2=t IR es+ E FFZSE Each process
appears to have total control of
processor + private memory space
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&> (4£) Review (cont.)

n ElIiEHFZE Spawning processes
= FFHfork Call fork
» —RFEA, FRIER[E] One call, two returns
HFESShk Process completion
= FHexit Callexit
» FAF—X, A<IX[E] One call, no return
s [OUSFISEFFTIHEE Reaping and waiting for processes
= JFwaitawaitpid Callwait orwaitpid
s JNEFNiE13F2F Loading and running programs
= FHexecve (ELZFH) Call execve (or variant)
» FR—R, (IE®) AR[E] One call, (normally) no return

/
(&
K‘;——'ﬂ— =
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execve: MEFHIEITIRR
execve: Loading and Running Programs —#—

m int execve(char *filename, char *argv[], char *envp[])

s NEFHELBNHEREIETT: Loads and runs in the current process:
» o117/ 4 filename Executable file filename

- BJLAR BRI ELL" + | fERERR FHInAIBIZN SIS Can be object file

or script file beginning with # ! interpreter (e.g., #!/bin/bash)

= S#{5FKargv ...with argument list argv

- 1z Nargv[0] 934443 By convention argv[0]==filename
= FIIRELTEHFKenvp ...and environment variable list envp

« “BF=(B”E “name=value” strings (e.g., USER=droh)

= getenv, putenv, printenv

s 2={Ci8. #IEFE Overwrites code, data, and stack
= FEPID. FIFHSUSFO{SE_LE T3 Retains PID, open files and signal

context

s AR—/*, MAIR[O] Called once and never returns
» [RIAEUNER AESEIR ...except if there is an error
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SRR E RS ER ~
ECF Exists at All Levels of a System =

m 55 Exceptions \

= PR FRF IR

= Hardware and operating system kernel software

s {2 F T2 Process Context Switch | P‘re‘*\IiOU‘S Lecture
o TR SRIPORAR AR

" Hardware timer and kernel software

m {55 Signals

. PORRERAERTIR PR This Lecture
= Kernel software and application software ZS;TU%

= FRERHES Nonlocal jumps AT FEATRT F
= N FR{UES Application code Textbook and

supplemental slides
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(snzlzﬁ) ﬁgg A% Handled .25;;|

(pa rtia I) TaXOnOmy HFi#E4ME Handled in user process
ST HlitECF
S2EAsynchronous —
[’l&> Synchronous

el

FAfinterrupts BEBH Traps | | Hf& Faults | | £21EAborts

{(S=Signals
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m 9P Shells

m {55 Signals

n JERBEBHEEE Nonlocal jumps

4
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LinuxiHFERT Linux Process Hierarchy =%

Login shell
Child

i*=: BILAHpstreef S

BELinuxRFRIHIER
w w Note: you can view the
hierarchy using the Linux
pstree command
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Shell¥£ Shell Programs ==
s ShellBIZIEAPERIZITIZEFAIR BERE A shell is an

application program that runs programs on behalf of the user

= sh EE2HAY Original Unix shell (Stephen Bourne, AT&T Bell Labs, 1977)
" csh/tesh BSD Unix C shell
= bash 2XTABY “Bourne-Again” Shell (default Linux shell)

m @ E8shell Simple shell
= EFAp7530a40HEIA Described in the textbook, starting at p. 753
= —ANEEERAYshellSTIT Implementation of a very elementary shell
= HHY Purpose

- EFIWAN T s SRRERE TIT4ZEE Understand what happens when
you type commands

- IEfRAFEIEHER{ERYSE FAFNIE/E Understand use and operation of process
control operations
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i@ Bshell7:fll Simple Shell Example ==

linux> ./shellex
> /bin/ls -1 csapp.c WMISHEIEFERI2LIRER Must give full pathnames for programs
-rw-r--r-- 1 bryant users 23053 Jun 15 2015 csapp.c
> /bin/ps
PID TTY TIME CMD
31542 pts/2 00:00:01 tcsh
32017 pts/2 00:00:00 shellex
32019 pts/2 00:00:00 ps
> /bin/sleep 10 &  [F&1E{TEER Run program in background
32031 /bin/sleep 10 &
> /bin/ps
PID TTY TIME CMD
31542 pts/2 00:00:01 tecsh
32024 pts/2 00:00:00 emacs
32030 pts/2 00:00:00 shellex
32031 pts/2 00:00:00 sleep SleeplE{E[GENETT
32033 pts/2 00:00:00 ps S|eep is running

> quit in background



fEEEshellSEIR -

Simple Shell Implementation -
n EHARTE Basic loop

= M@ ITIE—1T Read line from command line
= HTIEKAYIRME Execute the requested operation
REWBS ((NEWM— 1S Rquit) Built-in command (only one implemented is quit)

= MIENNEFDHITFERS Load and execute program from file

int main(int argc, char** argv) PR
{ ATTHNIFER & —
char cmdline [MAXLINE]; /* command line */ i KAGHTE
while (1) { I Execution is a
/* read */ sequence of

printf ("> ") ; read/evaluate

fgets (cmdline, MAXLINE, stdin); steps

if (feof (stdin)) P
exit (0) ;

/* evaluate */
eval (cmdline) ;

shellex.c

75



w
e 1S

y
o

—

BERAYShell evalgfZ] Simple Shell eval Function

void eval(char *cmdline)

{

char *argv[MAXARGS]; /* Argument list execve() */

char buf[MAXLINE]); /* Holds modified command line */
int bg; /* Should the job run in bg or fg? */

pid_t pid; /* Process id */

strcpy(buf, cmdline);
bg = parseline(buf, argv);
if (argv[0] == NULL)
return; /* Ignore empty lines */

if ('builtin_command(argv)) {
if ((pid = Fork()) == 0) { /* Child runs user job */
if (execve(argv[0], argv, environ) < 0) {
printf("%s: Command not found.\n", argv[0]);
exit(0);
}
}

/* Parent waits for foreground job to terminate */
if (!bg) {

int status;

if (waitpid(pid, &status, 0) < 0)
} unix_error("waitfg: waitpid error");

else
printf("%d %s", pid, cmdline);

return;

}

shellex.c 76
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EERYShell eval g% Simple Shell eval FuncS'ori

void eval (char *cmdline)

{
char *argv[MAXARGS]; /* Argument list execve() */

char buf [MAXLINE] ; /* Holds modified command line */
int bg; /* Should the job run in bg or fg? */
pid t pid; /* Process id */

strcpy (buf, cmdline);
bg = parseline (buf, argv);

ParselineRElSbu fiFTRk
argvHIREIEEHMA TSR
parseline will parse ‘buf’ into
‘argv’ and return whether or not
input line ended in ‘&’

shellex.c -




-
[wEERJShell evalRZE] Simple Shell eval Function”

void eval (char *cmdline)

{

char *argv[MAXARGS]; /* Argument list execve() */

char buf [MAXLINE] ; /* Holds modified command line */
int bg; /* Should the job run in bg or fg? */
pid t pid; /* Process id */

strcpy (buf, cmdline);

bg = parseline (buf, argv);

if (argv[0] == NULL) o/
PHR=T

return; /* Ignore empty lines */
Ignore empty lines.

shellex.c
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wEEAJShell evalRZE] Simple Shell eval Function
¥

void eval (char *cmdline)

{
char *argv[MAXARGS]; /* Argument list execve() */

char buf [MAXLINE] ; /* Holds modified command line */
int bg; /* Should the job run in bg or fg? */
pid t pid; /* Process id */

strcpy (buf, cmdline) ;
bg = parseline (buf, argv);
if (argv[0] == NULL)
return; /* Ignore empty lines */

if ('builtin command(argv)) {

NREBRNE WS, IPAEXTE
LA RS, BNIEIERIHFE (fork)
#1417 (exec) fEargv[0] 15 EHIIEF
If it is a ‘built in" command, then handle it
here in this program. Otherwise

fork/exec the program specified in argv[0]

sneLiLex.c 79
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[wEERJShell evalRZE] Simple Shell eval Function”

void eval (char *cmdline)

{

char *argv[MAXARGS]; /* Argument list execve() */

char buf [MAXLINE] ; /* Holds modified command line */
int bg; /* Should the job run in bg or fg? */
pid t pid; /* Process id */

strcpy (buf, cmdline) ;
bg = parseline (buf, argv);
if (argv[0] == NULL)
return; /* Ignore empty lines */

if (!'builtin command(argv)) {
if ((pid = fork()) == 0) { /* Child runs user job */

Bl FHFE/Create child

shellex.c 0




(B ERAYShell evalg&Z] Simple Shell eval Functic

W
&

-~

void eval (char *cmdline)

{
char *argv[MAXARGS]; /*

char buf [MAXLINE] ; /* Holds modified command line */
int bg; /* Should the job run in bg or fg? */
pid t pid; /* Process id */

strcpy (buf, cmdline) ;

bg = parseline (buf, argv);

if (argv[0] == NULL)
return;

if (!'builtin command(argv)) {
if ((pid = fork()) == 0) {

if (execve(argv[0], argv, environ) < 0) {
printf ("%s: Command not found.\n", argv[0]);

exit (0) ;

error.

Argument list execve() */

/* Ignore empty lines */

[2z/1argv[0].
10{Fexecve{N{EHi5ETIR[B
Start argv[0].

Remember execve only returns on

/* Child runs user job */

shellex.c 81
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[wEEAYShell evalRZ] Simple Shell eval Functi on’

void eval (char *cmdline)

{
char *argv[MAXARGS]; /* Argument list execve() */

char buf [MAXLINE] ; /* Holds modified command line */
int bg; /* Should the job run in bg or fg? */
pid t pid; /* Process id */

strcpy (buf, cmdline) ;
bg = parseline (buf, argv);
if (argv[0] == NULL)
return; /* Ignore empty lines */

if ('builtin command (argv)) ({
if ((pid = fork()) == 0) { /* Child runs user job */
if (execve(argv[0], argv, environ) < 0) {
printf ("%s: Command not found.\n", argv[0]);
exit (0) ;

}

/* Parent waits for foreground job to terminate */
if ('bg) {
int status;
if (waitpid(pid, &status, 0) < 0)
unix error("waitfg: waitpid error") ;

MRFHEERISIET, FHEIIFHIET
If running child in foreground, wait until it is done.

shellex.c
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[wEEAYShell evalRZ] Simple Shell eval Functi on’

void eval (char *cmdline)

{
char *argv[MAXARGS]; /* Argument list execve() */

char buf [MAXLINE] ; /* Holds modified command line */
int bg; /* Should the job run in bg or fg? */
pid t pid; /* Process id */

strcpy (buf, cmdline) ;
bg = parseline (buf, argv);
if (argv[0] == NULL)
return; /* Ignore empty lines */

if (!'builtin command(argv)) {
if ((pid = fork()) == 0) { /* Child runs user job */
if (execve(argv[0], argv, environ) < 0) {
printf ("%s: Command not found.\n", argv[0]);
exit (0) ;

} \
/* Parent waits for foreground job to termin J\_’/fj-, EF]-E]pIdQE:é%

* ('?gi: étatus; ,‘ 1%1, \Eg_g'r%

if (waitpid(pid, &status, 0) < 0) : oy s
unixfgrrgr("waitfg: waitpid error");lfrunr"ng Ch”d N
}

else background, print pid
printf("%d %s", pid, cmdline) ; . .
} and continue doing

return;

} other stuff.
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k“—N&
[ EERYShell eval g% Simple Shell eval Functio

void eval (char *cmdline)

{
char *argv[MAXARGS]; /* Argument list execve() */

char buf [MAXLINE] ; /* Holds modified command line */
int bg; /* Should the job run in bg or fg? */
pid t pid; /* Process id */

strcpy (buf, cmdline) ;
bg = parseline (buf, argv);
if (argv[0] == NULL)
return; /* Ignore empty lines */

if ('builtin command (argv)) ({
if ((pid = fork()) == 0) { /* Child runs user job */
if (execve(argv[0], argv, environ) < 0) {
printf ("%s: Command not found.\n", argv[0]);
exit (0) ;

}

/* Parent waits for foreground job to termine J)“LI]E:O Jtt{%ﬁg

if ('bg) {

int status; y —g¥=11=
if (waitpid(pid, &status, 0) < 0) A%“:Ij-&':io
unix error("waitfg: waitpid error") ; OOpS There IS qa
} )
else :
} printf("sd %s", pid, cmdline); problem with
, R this code.

LA de ae D 0 I 84




fEisaShel I2FTFERY TR S
Problem with Simple Shell Example et

m SheliZi TR EBRTEIAIETT Shell designed to run indefinitely
" ANIZFREAREERYERE/Should not accumulate unneeded resources
NTE Memory
« FHFE Child processes
«  NAHHEIARTT File descriptors
n fllFshel REESEFHEIICBISIEN Our example shell

correctly waits for and reaps foreground jobs

s GEIEWEZL73? But what about background jobs?
= RIF[EEZAEF Will become zombies when they terminate

» HFshellA~A&ZK1E, FRLLKITASHE[BIKI Will never be reaped because
shell (typically) will not terminate

» DEEFRNEHEFFERRIZATFE Will create a memory leak that

could run the kernel out of memory
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BJAFIFECFR/R ECF to the Rescue! ==

s IRRAPE: BRI Solution: Exceptional control flow
» EiEEHENETRE, WS TRIEEGIERIEFHEEEFR] The

kernel will interrupt regular processing to alert us when a background
process completes

. UnixZFPIXFREERINEZ{S2 In Unix, the alert mechanism is
called a signal
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m Jp5 Shells

m {5 Signals

n JERBEBHEEE Nonlocal jumps
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{E= Signals

ESE—5NER, AREN—MEEEMRENSHERSARRE
f Asignal is a small message that notifies a process that an event of
some type has occurred in the system
» BMUTFEEFOFWT Akin to exceptions and interrupts
" HAZRIEE—NHE (BRERES—NHERIEK) Sent from the
kernel (sometimes at the request of another process) to a process
» (SERVSEELEE1-3089/NEERYFRIR Signal type is identified by small integer
ID’s (1-30)
» (FEHNE—EEIMEXMIDLANSSIAZEIAIESSE Only information in a signal
is its ID and the fact that it arrived

ID Name Default Action Corresponding Event

2 SIGINT Terminate FHFP % \ctrl-c User typed ctrl-c

9 SIGKILL Terminate RILIER (FEEEBEE i ZHE) Kil program (cannot
override or ignore)

11 SIGSEGV Terminate EZ5E1R Segmentation violation

14 SIGALRM  Terminate FT$H{=S Timer signal

17 SIGCHLD Ignore FHFEZEIEEE R LE Child stopped or terminated
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Signal Concepts: Sending a Signal

» ARETEFBRHE L TFTXHNRERSRLE (158) —

MSSL8 Gf7#fE Kernel sends (delivers) a signal to a
destination process by updating some state in the context of
the destination process

s RAZAEESERFLLITEREZ— Kernel sends a signal for

one of the following reasons:

RIZUNURIPRZEIR (SIGFPE) BB FIHIZRLIE (SIGCHLD) FERSE
514 Kernel has detected a system event such as divide-by-zero (SIGFPE)
or the termination of a child process (SIGCHLD)

BIM—THEER T KIRFEERENEKRAZRE—MESEHIR
HFE Another process has invoked the kill system call to epr|C|tIy
request the kernel to send a signal to the destination process
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Signal Concepts: Sending a Signal -
FIF2R
1HiEB User level
Process B

HFEC
Process C
Atz
kernel
=0 Pending for A BHZE Blocked for A
}Eike Pending for B BEZE Blocked for B
}E#E Pending for C BHZE Blocked for C




ESHE: RE—MES

Signal Concepts: Sending a Signal -
FAR%
1HiEB User level
Process B
HEEC
Process C
(dp)
M
=
Q.
@ A%
o kernel
F]| Pending for A Blocked for A
‘-\c} ending for B Blocked for B
Pending for C Blocked for C
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Signal Concepts: Sending a Signal e o
R
User level
HIEA
Process A HEEC
Process C
1%
kernel
Pending for A Blocked for A
Pending for B Blocked for B

1l Pending for C Blocked for C
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EESME: RE—/MESSsignal =
Concepts: Sending a Signal —
FAFIR
i&*EB User level
Process B

HEEA
Process A

nding for C

Atz

kernel

Blocked for A

Blocked for B

Blocked for C




g —1 — PX =
ESS: ZE—NM5SSsignal -
Concepts: Sending a Signal -
PR
i&*EB User level
Process B
HIEA
Process A HEEC
Process C
A%
kernel
Pending for A Blocked for A
Pending for B Blocked for B
0 Pending for C Blocked for C
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Signal Concepts: Receiving a Signal '

» Bir#iEAMESERTRERZEFIHNEMSSHLE MR A
destination process receives a signal when it is forced by the kernel to
react in some way to the delivery of the signal

n OJEEAYNMAE 7S T, Some possible ways to react:
» BREES ((HABAM) Ignore the signal (do nothing)

» IRJFHEE (RJLUGIRIS(SEREME) Terminate the process (with optional core
dump)

» I BBRPRESUEZEEITHSS TR Catch the signal by executing a

user-level function called signal handler

- FUTFEEHBREUIEREDT B HUTAINE AL Akin to a hardware

exception handler being called in response to an asynchronous interrupt:

(1) HEEIKEES (2) JHEEIPEFELS (S E4MEFE/F Control passes
Signal received by | to signal handler
curr Y. >
PIOCESS loext l (3) IGSKE
___ ) o EFIE T

(4) (G IBEFEREEHAT F—F/5<S Signal

Signal handler handler runs

returns to

next instruction 95
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‘ *E%u- ?:#_:E%BEEE'J =
Signal Concepts: Pending and Blocked Signals '"

.  SEREEELBEHEIEIRISSLF ZEIKTS A signal is pending if sent but not
yet received
» (oS EEERESERZB—MEIRCEY There can be at most one pending signal of any
partlcular type
» BHE: (SSAHEBA Important: Signals are not queued
- BEENHEE N REAMNESER, NEERSGIZHENKR ESHERE

# If a process has a pending signal of type k, then subsequent signals of type k that are
sent to that process are discarded

s —MHESAEEMSEXRBSSANIEIL A process can block the receipt of
certain signals

= [BERESHTLIRE, BREMREIRBZEFIASHBIZUIL Blocked signals can be delivered,
but will not be received until the signal is unblocked

= FEESAEEMIEE ( SIGKILL, SIGSTOP ) EENNIEHEHIERIX ( SIGSEGV. SIGILL
Z%) BI#EFEZE Some signals cannot be blocked (SIGKILL, SIGSTOP) or can only be blocked
when sent by other processes (SIGSEGV, SIGILL, etc)

s ERAESSRSEEIN—IR A pending signal is received at most once o



[ESHE: i/

Signal Concepts: Pending/Blocked Bits

s RZREBAHER LTI

p— ™

SEHIFEZERILLISEE Kernel

maintains pending and blocked bit vectors in the context of each process

- Hig: RFEENESES

pending: represents the set of pending signals

- FRET T ESERENESIHRFIRE S TR Kernel sets bit k in
pending when a signal of type k is delivered

- SR ESHEIRBERFAS TR ELELEE Kernel clears bit k in
pending when a signal of type k is received

* [BE: RREENESES

blocked: represents the set of blocked signals

« OLAEHsigprocmaskRENIK EEE BFR Can be set and cleared by using
the sigprocmask function

- tBFRJI(SSHERD Also referred to as the signal mask.
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EESHS: REES N
Signal Concepts: Sending a Signal -
R4
User level
HEEA
Process A O HEEC
'9 Process C

Wi
kernel

W/ Anding for A Blocked for A

N\ _“ending for B Blocked for B

1] Pending for C Blocked for C
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Sending Signals: Process Groups N

s BNHEREBF—1MHEIZEA Every process belongs to exactly one
process group

pid=20

id=40

BEECS g;id=4o
V—j=plii it eSO
Background Background
process group 32 process group 40

pid=21 pid=22 ge tlzgff‘ () .
pgid=20 pgid=20 RO EHIEANHFELE Return process group of

s s, "y

V- =p iz current process

Foreground _

process group 20 setpgid()

(BN HIEANHTEE (WD WEMHE) Cchange

process group of a process (see text for details) %9



181d/bin/kilFEFRZIEES

Sending Signals with /b1n/ki11 Program

= /bin/killiEFAILIAR
EER(E
=2HfEH /bin/kill
program sends arbitrary
signal to a process or
process group

= 540 Examples
" /bin/kill -9 24818
AIESIGKILLIGIHEIE
24818 Send SIGKILL to
process 24818

= /bin/kill -9 -24817

AZ1ESIGKILLES

TEZHRY ST

MHEE Send SIGKILL to every
process in process group 24817

SH—MEED

linux> ./forks 16
Childl: pid=24818 pgrp=24817
Child2: pid=24819 pgrp=24817

linux> ps
PID TTY
24788 pts/2

TIME CMD
00:00:00 tcsh

24818 pts/2 00:00:02 forks

24819 pts/2 00:00:02 forks

24820 pts/2 00:00:00 ps
linux> /bin/kill -9 -24817
linux> ps

PID TTY TIME CMD
24788 pts/2 00:00:00 tcsh
24823 pts/2 00:00:00 ps

linux>
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ISR &ZI1E(SS Sending Signals from the Keyboard -~

m  BiActrl-c(ctrl-2) R SBRFRIELLIZE—/ SIGINT (SIGTSTP) 4%%23%@1&&25&9*
FMEW Typing ctrl-c (ctrl-z) causes the kernel to send a SIGINT (SIGTSTP) to
every job in the foreground process group.

= SIGINT — default action is to terminate each process ERIAZZ IR AR
= SIGTSTP — default action is to stop (suspend) each process ERAELE (3EkE) B MHE

pid=20

] pid=40
pgid=20

pgid=40

IEEHEELAB2 Y =g=ptii itz
Background Background
process group 32 process group 40

pid=21 pid=22
pgid=20 pgid=20
il ’, y = |
BUS 1 FEEL20
Foreground

process group 20 101



ctrl-cfllctrl-zixfl
Example of ctrl-cand ctrl-z

bluefish> ./forks 17

Child: pid=28108 pgrp=28107
Parent: pid=28107 pgrp=28107
<types ctrl-z>

Suspended
bluefish> ps w

PID TTY STAT TIME COMMAND
27699 pts/8 Ss 0:00 -tcsh
28107 pts/8 T 0:01 ./forks 17
28108 pts/8 T 0:01 ./forks 17
28109 pts/8 R+ 0:00 ps w
bluefish> fg
./forks 17
<types ctrl-c>
bluefish> ps w

PID TTY STAT TIME COMMAND
27699 pts/8 Ss 0:00 -tcsh

28110 pts/8 R+ 0:00 ps w

HIZIRZSSTATERIC STAT
(process state) Legend:

First letter B—NEEF
S: sleeping BEARE
T: stopped {1k
R: running 1&1T

Second letter F— 1 FEF

s: session leader SIEEFM

+: foreground proc group BIS}
HiEH

E0l“man ps” TIEBEZHD

See “man ps” for more
details

102



BT kilEFERIEES
Sending Signals with kill Function

void fork12()
{
pid_t pid[N];
inti;
int child_status;

for (i=0; i< N;i++)
if ((pid[i] = fork()) == 0) {
/* Child: Infinite Loop */
while(1)

’

}

for(i=0;i<N;i++) {
printf("Killing process %d\n", pid[i]);
kill(pid[i], SIGINT);

}

for(i=0;i<N;i++){
pid_t wpid = wait(&child_status);
if (WIFEXITED(child_status))
printf("Child %d terminated with exit status %d\n",
wpid, WEXITSTATUS(child_status));
else
printf("Child %d terminated abnormally\n", wpid);
}

}

forks.c
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EUI{SS Receiving Signals =
s [RIZAZIENRELIBEEZNRD], HESIEIEENEE

S1HFEp Suppose kernel is returning from an exception
handler and is ready to pass control to process p

HFEA

Process A

user code

kernel code } -trwaﬁ
r context switch
Hjlﬂj user code
Time SR LRI
#Z UMD kernel code } o toxt ewinch

HPF{XHES user code
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EUI{SS Receiving Signals 3

n [RIEAZIENEELIBEZRD], FESEERNEBRGEHE

Suppose kernel is returning from an exception handler and is ready to
pass control to process p
s A#ZitTE Kernel computes pnb = pending & ~blocked
» HEpHEFS(BIEFEE(SSHIES The set of pending nonblocked signals
for process p
s MNRESHZ If (pnb == 0)
SR EIN A S HIE B IEIREY T —5%35< Pass control to next instruction
in the logical flow for p
n &M Else
" EEpnbFER(RIEokFFEFIHFEpERS Sk Choose least nonzero bit
k in pnb and force process p to receive signal k

» (SERVEIETA T pBIELERI{E The receipt of the signal triggers some
action by p

= XJpnbFFENFOKEES _EIAITFE Repeat for all nonzero k in pnb

IR LG HIEIB BRI T —5518< Pass control to next
instruction in logical flow for p
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PXIAGIYE Default Actions o

s BHRERNESHE—IMREXRIZAZIE, vJgeWT
AARJ— Each signal type has a predefined default
action, which is one of:

n R |HFE The process terminates

» (E1EHE, BEFEIWEISIGCONTATEER The process stops until
restarted by a SIGCONT signal

» HIEZBEIRIZ(SS The process ignores the signal
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n FEEHIR
s RENDR
n HiE

" HIEERLEEASLHAY?
iRt 7 AmR?
HIZESES?
IR —Ma RS e R AR TSR ?
F s T TIE TR R ?
JWANBEENRGER

= fork, wait, waitpid, execve, sleep. pause. Kkill
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(partial) Taxonomy

SEiEHlifRECF

S Asynchronous

t__gr\_k’_‘i’:_;,
PItZALER Handled in kernel
HPPHIELE Handled in user process

[B]2F Synchronous

el

AAEfInterrupts

Pe3PH Traps

HIPE Faults

#21FAborts

{(S=Signals
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TS IEFER Installing Signal Handlers W

s EHEsignalfZpEUE S signum¥T N AIERIATT A The signal function

modifies the default action associated with the receipt of signal signum:

" handler t *signal (int signum, handler t *handler)

s [ESUEIEREhandlerBYA[EHE Different values for handler:

SIG_IGN: ignore signals of type signum ZH&signum=ZEIHYES
= S|G_DFL: revert to the default action on receipt of signals of type signum #ZYZsignum
FKARY S SHHREREVASIEANIE
s Blhandler2EAPR(ES4MIEFEFRIMELE Otherwise, handler is the address of a user-
level signal handler
« HEEWEIZEEY SsignumBYSE0TYER Called when process receives signal of type
signum
« FRALE(SSIEFERE Referred to as “installing” the handler
« HUT(EEAIERERIR EAENMEIZ(S S Executing handler is called “catching” or
“handling” the signal
- HIESWMERFHITIREEGR, EHfE G HERIESSHIHF TG E
<> When the handler executes its return statement, control passes back to instruction
in the control flow of the process that was interrupted by receipt of the signal

#include <signal.h>
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(ESUIBHIF Signal Handling Example e

void sigint_handler(int sig) /* SIGINT handler */
{
printf( );
sleep(2);
printf( );
fflush(stdout);
sleep(1);
printf( );
exit(0);
}

int main()

{
/* Install the SIGINT handler */

if (signal(SIGINT, sigint_handler) == SIG_ERR)
unix_error( );

/* Wait for the receipt of a signal */
pause();

return 0;
} sigint.c
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(ESRIBERERFRIZHIR <2
Signals Handlers as Concurrent Flows g
» BNMESLEEFSE— MEZENZEIER JEH#HE) |

5F1EFEHAZMNTT A signal handler is a separate logical flow
(not process) that runs concurrently with the main program

HEEA HEA HFEB
Process A Process A Process B

while (1) handler () {

}

A1)

Time
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Another View of Signal Handlers as Concurrent Flows

HEEA
Process A

[ESRXEHRHIEA — |
Signal delivered
to process A

(ESHsEAEl —
Signal received
by process A

curr

next

Process B

user code (main)

_— } L X%

ernel code context switch

user code (main)

kernel code } _tTJZ'ﬁJJ@
context switch

user code (handler)
kernel code

user code (main)
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RE(SSA I Nested Signal Handlers
r (EEUEERGRES—MSSLIERERFFIER Handlers

can be interrupted by other handlers

FEF

Main program

ICUFI’ l

/
(e
e

-Hj_l"/j

g

1SS EBFE/7S 1S EE/FT
Handler S Handler T

(2) EHVEEFELA L EBfE/FS Control

passes to handler S

(1) EFEREES
s Program

catches signal s

(7) ZEESHHEEATT nex
Main program

resumes

(4) EHJEEELELTE

(3) FE/FHHIRIZESt | E/ET Control

Program catches "@

6) LEBEEFS —  (5) LEEFT ELEY
B[O]E)EFE/7 BBEE/ES Handler T
Handler S returns to handler S
returns to

main

program
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PHEFIREIRESEEZE -
Blocking and Unblocking Signals =

s [ECPHEEHLE] Implicit blocking mechanism

" NiZSEHELRIIEER G IEAYTAHERR(SS25E Kernel blocks any pending
signals of type currently being handled.

= BIE0SIGINTE S IEERABE S — 1 SIGINTFTHT E.g., ASIGINT handler
can’t be interrupted by another SIGINT

s SIVPHEFNAZFRPAZEHLEI Explicit blocking and unblocking mechanism

" sigprocmaskBRZEY sigprocmask function

n ZFFEREL Supporting functions
" sigemptyset —Create empty set GlEFE—1"THES
" sigfillset —Add everysignal number to set XNEFIZEETFT NSRS
" sigaddset —Add signal number to set XWESIZEEREIMMESHES
" sigdelset — Delete signal number from set SRS MNESHIIR
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Temporarily Blocking Signals

sigset_t mask, prev_mask;

Sigemptyset(&mask);
Sigaddset(&mask, SIGINT);

/* Block SIGINT and save previous blocked set */
Sigprocmask(SIG_BLOCK, &mask, &prev_mask);

/5 Code region that will not be interrupted by SIGINT */

/* Restore previous blocked set, unblocking SIGINT */
Sigprocmask(SIG_SETMASK, &prev_mask, NULL);
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Safe Signal Handling —

o ESLEERLLRESR, EERAMNENEERFHAIZ
789, FHBEHEZREFNLBEIRSN Handlers are
tricky because they are concurrent with main program
and share the same global data structures.

» HEHIEEHESZIRIA Shared data structures can become
corrupted.

s FANEXFHIREITICHZRIIRIET we'll explore

concurrency issues later in the term.

s ERG—LEHEANERAFIAIIEDR For now here are
some guidelines to help you avoid trouble.
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RERLWIBEFIET S
Guidelines for Writing Safe Handlers ~a_

GO: (SSAMPIEF R RIS Keep your handlers as simple as possible
= Flgn, wEEBRCEIRE] e.g., Set a global flag and return
Gl: EESUBREFRRABRIESTLRIEREL call only async-signal-safe
functions in your handlers
" printf, sprintf, malloc, and exit are not safe! XLSERA AL
G2: HAFHE B BHEREFIIE errno Save and restore errno on entry and exit

» PM{EH R EESAIEREEASEE{RAYerrofE So that other handlers don’t overwrite
your value of errno

G3:IGAIBEZEFRB Y E S EEihnEE=EUEE5 Protect accesses to shared
data structures by temporarily blocking all signals.

= BRI BEAYEEIA To prevent possible corruption
G4: B2 RTE=RBPAvolatile Declare global variables as volatile

= RER R RIS EHFMETESFE8H To prevent compiler from storing them in a register

G5: 152 /tricAEAvolatile sig _atomic _t Declare global flags as
volatile sig atomic t
» flagRiEEk RENZTE (fflalflag=1, A~ZEflag++) flag: variable that is only read or written
(e.g. flag = 1, not flag++)

= RRXMOIERNlagZEA TG E M EFEZEEARERIP Flag declared this way does
not need to be protected like other globals
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SE(ESETE Async-Signal-Safety w

s NE—PHRHAETENDN (BIANFrBEETFMETTEEM,
CS:APP3e 12.7.2) BKEATILUZESFTERINISEIRD F5
(552 Lasync-signal-safe Function is async-signal-safe if
either reentrant (e.g., all variables stored on stack frame,
CS:APP3e 12.7.2) or non-interruptible by signals.

s PosixAB 117 R R R (E S5 T Rasync-signal-safe Posix
guarantees 117 functions to be async-signal-safe

= R manftps Source: “man 7 signal”
» FEEPRIERELEIE: Popular functions on the list;
= exlt, write, wait, waitpid, sleep, kill
» BIRIREFATEES Popular functions that are not on the list:
» printf, sprintf, malloc, exit

» REREL: write2E—REP{ES % Easync-signal-safefiiH BRIZN
Unfortunate fact: write is the only async-signal-safe output function
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Safe Formatted Output: Option #1 -
o EESLIEERPERcsapp.cRITTEARISIO (Z21/0F)

Use the reentrant SIO (Safe 1/0 library) from csapp.cin
your handlers

" ssize t sio puts(char s[]) /* Put string */
" ssize t sio putl(long V) /* Put long */
" void sio error(char s[]) /* Put msg & exit */

void sigint handler (int sig) /* Safe SIGINT handler */
{
sio puts("So you think you can stop the bomb"
" with ctrl-c, do you?\n");

sleep (2) ;

sio puts("Well...");
sleep (1) ;

sio puts("OK. :-)\n");
_exit(0);

} sigintsafe.c
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Safe Formatted Output: Option #2 b o
s (FRAFAIESUHAINIENsio printf! Use the new &

improved reentrant sio printf!

= QMBprintfSZPREEAVIETLEE Handles restricted class of printf format
strings

- 10%1: Recognizes: $c %s %d %u %$x %%
- K/IMBTEFF: Size designators ‘1’ and ‘2’

void sigint handler (int ) /* Safe SIGINT handler */
{
sio printf("So you think you can stop the bomb"
" (process %d) with ctrl-%c, do you?\n",
(int) getpid(), 'c');

sleep(2) ;

sio puts("Well...");
sleep (1) ;

sio puts("OK. :-)\n");
_exit(0);

} sigintsafe.c
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volatile int ccount = 0; ° °
void child handler(int sig) { Correct Slgnal Handllng
int olderrno = errno; +=mr=5 HH}AHg
pid t pid; m FECcH ='51EZ:
if ((pid = wait(NULL)) < 0) P d = . |
Sio_error("wait error"); enaing signals are
SRRy not queued

sio puts("Handler reaped child ");

sio_putl ((long)pid) ; = WEMEESRE, RA—

ogo=R=, /N

sio puts(" \n"); /I\l:t%{ﬁ;'%*/]_?i/q%ﬁﬁ{%
sleep (1) ; SHIEFS For each signal

errno = olderrno;

- . type, one bit indicates
} 53 =§1'WEZ:IEE$ ! whether or not signal is

void forkld() | This code is incorrect! pending...
pid t pid[N]; " AltEMEESE— TR
int i; N == BY{=S ...thus at most one
ccount = N; pending signal of any

signal (SIGCHLD, child handler); particular type.

for (i = 0; i < N; i++) { l*ﬂl&ﬁﬁﬁ%‘%s@;ﬁ:

£ ((pidli] = fork()) = 0) ¢ i, BlNFigLE .
sleep (1) ; ' f
exit(0); /* Child exits */ Z You can’t use signals

} whaleshark> ./forks 14 as

}

while (ccount > 0) /* Parent spins */ Handler reaped child 23240

. Handler reaped child 23241
} .. .(hangs)
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IEIB{SSA I8 Correct Signal Handling -
s WIRESFHEZEIERFHEIE Must wait for all terminated

child processes

= Bwaitl A ZIBEIAF AR FTEZZ LAY F#FE Put wait inaloop to

reap all terminated children

void child;handlerZ(int sig)

{

int olderrno = errno;

pid t pid;

while ((pid = wait(NULL)) > 0) {
ccount--;

sio puts("Handler reaped child ") ;
sio putl ((long)pid);
sio puts (" \n");

}

if (errno '= ECHILD)
sio error("wait error");
errno = olderrno; whaleshark> ./forks 15

Handler reaped child 23246

Handler reaped child 23247
Handler reaped child 23248
Handler reaped child 23249
Handler reaped child 23250
whaleshark>
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= e
nJiZERNES IR B
Portable Signal Handling =

s AREBNUNIRAEAB AR SSAIEIENY  Ugh! Different versions of Unix can

have different signal handling semantics

» —BBEHINR AR EERSREZIASIHE Some older systems restore action
to default after catching signal

» B ER FAF<SIRElerrno == EINTR  Some interrupted system calls can
return with errno == EINTR

» BHERAHAPEZEEERANIBRESSSEEY  Some systems don’t block signals of the
type being handled

m fRRFZE: sigaction Solution: sigaction

handler_t *Signal(int signum, handler_t *handler)

{

struct sigaction action, old_action;

action.sa_handler = handler;
sigemptyset(&action.sa_mask); /* Block sigs of type being handled */
action.sa_flags = SA_RESTART; /* Restart syscalls if possible */

if (sigaction(signum, &action, &old_action) < 0)
unix_error("Signal error");
return (old_action.sa_handler);

} csapp.c
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RIZEHliREREF 32
Synchronizing Flows to Avoid Races -

n BB shellfSIGCHLDAMEFEE SIGCHLD handler for a
simple sheII

\/\— —

=5 Blocks all signals while running

critical code

void handler (int sig)

{

int olderrno = errno;
sigset t mask all, prev _all;
pid t pid;

sigfillset (&mask_all);

while ((pid = waitpid(-1, NULL, 0)) > 0) { /* Reap child */
sigprocmask (SIG_BLOCK, &mask all, &prev_all);
deletejob(pid); /* Delete the child from the job list */
sigprocmask (SIG_SETMASK, &prev_all, NULL) ;

}

if (pid '= 0 && errno != ECHILD)
sio_error("waitpid error");

errno = olderrno;

procmaskl.c
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Synchronizing Flows to Avoid Races

L IE.IEEIflshellhr"ﬁA;{tga‘uggn)@FQ EHEEIE A5

parent runs before child

T F

1HFE Simple shell with a subtle synchronization error because it assumes

int main(int argc, char **argv)
{
int pid;
sigset t mask all, prev_all;
sigfillset (&mask all);
signal (SIGCHLD, handler) ;
initjobs(); /* Initialize the job list */

while (1) {
if ((pid = fork()) == 0) { /* Child */
execve ("/bin/date", argv, NULL) ;
}

sigprocmask (SIG BLOCK, &mask all, &prev _all); /* Parent */

addjob(pid); /* Add the child to the job list */
sigprocmask (SIG_SETMASK, &prev_all, NULL) ;

}
exit (0) ;

} procmaskl.c
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RERFATERNSIEshel F2E >
Corrected Shell Program Without Race g

int main(int argc, char **argv)
{
int pid;
sigset t mask all, mask one, prev one;
int n = N; /* N=5 */
sigfillset (&mask_all);
sigemptyset (&mask one) ;
sigaddset (&émask one, SIGCHLD) ;
signal (SIGCHLD, handler);
initjobs(); /* Initialize the job list */

while (1) {

sigprocmask (SIG_BLOCK, &mask one, &prev _one); /* Block SIGCHLD */

if ((pid = fork()) == 0) { /* Child process */
sigprocmask (SIG_SETMASK, &prev_one, NULL); /* Unblock SIGCHLD */
execve ("/bin/date", argv, NULL);

}

sigprocmask (SIG BLOCK, &mask all, NULL); /* Parent process */

addjob(pid); /* Add the child to the job list */

sigprocmask (SIG_SETMASK, &prev_one, NULL); /* Unblock SIGCHLD */

}
exit (0) ;

} procmask2.c |




ENFTES

Explicitly Waiting for Signals

/

%
&

n ESAMNBEEESINEFESSIGCHLDIESSHIZEISE Handlers for

program explicitly waiting for SIGCHLD to arrive

volatile sig atomic_t pid;

void sigchld handler (int s)
{

int olderrno = errno;

errno = olderrno;

}

void sigint handler (int s)
{
}

pid = waitpid(-1, NULL, 0); /* Main is waiting for nonzero pid */

waitforsignal.c
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ENFFSS Explicitly Waiting for Slgnas"

int main(int argc, char **argv) f P TFshell EF—MHISHIEILLE

sigset t mask, prev;
signal (SIGCHLD, sigchld handler) ; | Similar to a shell waiting
signal (SIGINT, sigint handler); for a foreground job to terminate.
sigemptyset (&mask) ;
sigaddset (&mask, SIGCHLD) ;

while (1) {
sigprocmask (SIG_BLOCK, &mask, &prev); /* Block SIGCHLD */
if (fork() == 0) /* Child */
exit(0) ;
/* Parent */
pid = 0;
sigprocmask (SIG_SETMASK, &prev, NULL); /* Unblock SIGCHLD */

/* Wait for SIGCHLD to be received (wasteful!) */
while (!'pid)
/* Do some work after receiving SIGCHLD */
print£(".");

}

printf ("\n") ;

exit (0) ;

waitforsignal.c
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S FFES Explicitly Waiting for Slgnﬂsg

while (!'pid)

s EEENRE, (BEKBEZESR Programis correct, but very
wasteful

» BBEITTEEFIEIR Program in busy-wait loop

while ('!'pid) /* Race! */
pause () ;

m OJBEfETE=F Possible race condition
= i EpidFIFFIREEZI8), AIEEEWISS Between checking pid

and starting pause, might receive signal

while ('pid) /* Too slow! */
sleep (1) ;

s T2, (BRERIE safe, but slow
o SR ABENA. Wil take up to one second to respond
Solution: sigsuspend 129




([l sigsuspendFHFES
Waiting for Signals with sigsuspend "'

m int sigsuspend(const sigset t *mask)

s FNFEFIRE (THRERIEE) BY: Equivalent to

atomic (uninterruptable) version of:

sigprocmask (SIG_SETMASK, &mask, &prev);
pause () ;

sigprocmask (SIG_SETMASK, &prev, NULL) ;
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([l sigsuspendFFHES g
Waiting for Signals with s:.gsusPend —

int main(int argc, char **argv) {
sigset_t mask, prev;
signal (SIGCHLD, sigchld handler) ;
signal (SIGINT, sigint handler) ;
sigemptyset (&mask) ;
sigaddset (&mask, SIGCHLD) ;
while (1) {
sigprocmask (SIG BLOCK, &mask, &prev); /* Block SIGCHLD */
if (fork() == 0) /* Child */
exit (0) ;

/* Wait for SIGCHLD to be received */
pid = O;
while (!pid)
sigsuspend (&prev) ;

/* Optionally unblock SIGCHLD */
sigprocmask (SIG_SETMASK, &prev, NULL);
/* Do some work after receiving SIGCHLD */
print£(".");

}

printf ("\n");

exit(0) ;

sigsuspend.c "
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m YP5< Shells
m {55 Signals

= JEEEBHESE Nonlocal jumps
» S DIEFAFOMTI08Y4])T /5 Consult your textbook and additional

slides
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YWEbS245 Summary b o

s (ESIEMLHBIERSEAE Signals provide process-level
exception handling
= ALAMBBFFER=4 Can generate from user programs
 AILARBAF SIS B IEIERE N M ERIER Can define effect

by declaring signal handler

» RS EREAIETRESFAI/IVE Be very careful when
writing signal handlers

n JEEERMEEELS Y T HIZAEBAY T EIZHIT Nonlocal
jumps provide exceptional control flow within process
» EFHRAERAYERER] Within constraints of stack discipline
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IEAERHkEE
Nonlocal Jumps: setjmp/longjmp =

n BIEFAEREHESEREX (BILRE) BPERINE Powerful (but

dangerous) user-level mechanism for transferring control to an arbitrary location

n  SZIRA9FT RS call/returniFIAYS T Controlled to way to break the procedure call /
return discipline

» BERTFEIRKREFSSLIE Useful for error recovery and signal handling

m int setjmp(jmp buf j)
" MTElongjmpZ BUYEIFH Must be called before longjmp
= RBIHELElongimpIIMAYIR[EIIIE Identifies a return site for a subsequent longjmp
» — XA, IREl—/XELEZ R Called once, returns one or more times

m 3CI Implementation:

- BTELRIEERE LT RS AIPCETEREEImp_burFsRIS(E LA R
Remember where you are by storing the current register context, stack pointer, and PC
value in jmp buf

= JX[E]0 ReturnO
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setjmp/longjmp (£E cont) =

m void longjmp (jmp buf j, int i)
= &\ Meaning:
= MsetjimpiR[A], BRHEHEEREIPXjIC{E return from the setjmp
remembered by jump buffer j again ...
« XURIREIMMAZRO ... this time returning i instead of O
* setimpZfGAF Called after setjmp
» —RIERAEEMNAIRE] Called once, but never returns

s longjmp3EI longjmp Implementation:
= NBKREEPXjPIREESFes LT3 (1kigEt. Eisft. pPclH)

Restore register context (stack pointer, base pointer, PC value) from
jump buffer j
» BIREEZ{FeE%eaxiRE NI Set $eax (the return value) to i

= BREEEPkEESE hFRPCIEERYAIE Jump to the location indicated by
the PC stored in jump buf j
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setjmp/longjmp Example 75={5l
 Bix: NMRERENSHEEERERFIREERS

m Goal: return directly to original caller from a deeply-
nested function

/* Deeply nested function foo */
void foo(void)
{
if (errorl)
longjmp(buf, 1);
bar();
}

void bar(void)

{
if (error2)

longjmp(buf, 2);

}
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jmp_buf buf; ==

int errorl = 0; Setjmp/lOngij

int error2 = 1;

void foo(void), bar(void); ,%1§U/Exa m p I e (ﬁ/cont)

int main()
{
switch(setjmp(buf)) {
case 0:
foo();
break;
case 1:
printf("Detected an errorl condition in foo\n");
break;
case 2:
printf("Detected an error2 condition in foo\n");
break;
default:
printf("Unknown error condition in foo\n");
}
exit(0);
}
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IR ERHbEEAYPRS

Limitations of Nonlocal Jumps

s EFFEFET{E Works within stack discipline

= HEENER| S RARERIARETHRIEREL Can only long jump to

environment of function that has been called but not yet completed

jmp buf env;

Pl ()
{
if (setjmp(env)) {
/* Long Jump to here */
} else {
P2();
}
}

P2 ()

{ . . . P2(); . P3(); }

P3()

{
longjmp (env, 1) ;

}

Before longjmp

After longjmp

Pl

Pl

P2

P2

P2

P3
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Limitations of Long Jumps (cont.)

0 E?*ﬁ]ﬁ:iﬂlﬂi Works within stack discipline
 REehkaRE| S RERR I RE5EIREL/Can only long jump to

enwronment of function that has been called but not yet completed

jmp buf env;

P1()

{
P2();

}

P3() ;

P2 ()
{
if (setjmp(env)) {
/* Long Jump to here */
}
}

P3()
{

longjmp (env,

}

1),

Pl

| P2

At setjmp

Pl

....X...> P2

P2 returns

Pl

P3

At longjmp
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BEE—E: BREE - ERdiER

Putting It All Together: A Program

g

That Restarts Itself When ctrl-c’'d

#include "csapp.h"
sigimp_buf buf;

void handler(int sig)

{
siglongjmp(buf, 1);

}

int main()
{
if (Isigsetjmp(buf, 1)) {
Signal(SIGINT, handler);
Sio_puts("starting\n");
}
else
Sio_puts("restarting\n");

while(1) {
Sleep(1);
Sio_puts("processing...\n");
}

exit(0); /* Control never reaches here */

}

greatwhite> ./restart

starting

processing. ..
processing. ..
processing. ..

restarting

processing.

Ctrl-c

O /\

processing. ..

restarting

processing.

< Ctrl-c

processing. ..
processing. ..

restart.c
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