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HE

n HEE Linking
= EH#l Motivation
= ZRKAYT{E What it does
= YM{a] T{E How it works
» FNSEERE Dynamic linking

n ZHASS: EEFJHE Case study: Library interpositioning




B EESFER Example C Program

int

int

int

sum(int *a, int n);
array[2] = {1, 2};
main (int argc, char** argv)

int val =
return val;

sum (array, 2);

main.c

int sum(int *a,

{

int n)
int i, s = 0;

for (1 =
s += a[i];
}

return s;

0; i < n; i++) {

sum.cC




SHSHEE Linking

. ARIFEEREIFHINHEIER

using a compiler driver:

" linux> gcc -0Og -0 prog main.c sum.cC

" linux> ./prog

Programs are translated and linked

main.c

l

sum.c TEXA# Source files

Translators
(cpp, ccl, as)

Translators
(cpp, ccl, as)

1 BIAE
main.o sum.o GIEE( Bt
l l Separately compiled
Linker (Id) relocatable object files
|  =LEEmTniTaFXM (B8main. c

prog

flsum. cHEXBIFF B ERZAICITFIEHE)
Fully linked executable object file

(contains code and data for all functions
defined in main.c and sum.c)
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P TAEZRBHEERS? Why Linkers? N

s FBH1: &4 Reason 1: Modularity

 ERERANRRETR/EN G, MAR— 1 EK Program

can be written as a collection of smaller source files, rather than
one monolithic mass.

* JLRBERNREEENRE (FESESHHE]) Can build

libraries of common functions (more on this later)
- B0: 2FE. FVECE e.g., Math library, standard C library



M A EAREEEES? (£E)Why Linkers? (co

l.
S

o

g

s IBH2: S3%IE Reason 2: Efficiency
= [8): 9E%iF Time: Separate compilation
= (B— RS, TR FEEEHEIE Change one source file, compile, and

then relink.

. :”Z\%E?ﬁﬁiﬁﬁﬂﬂﬂﬁﬁﬁﬁi No need to recompile other source files.

- AILAFF AR DRIE

INI{H Can compile multiple files concurrently.

= ZS[E]: JE Space: lerarles

- oS E FHREER S R EE—3Z14... Common functions can be aggregated
into a single file...

" L;EIJE]-: tﬁu.»sL
- ATz TR ARG R E 2 B JSChRMERRIR RIS

Executable files and running memory images contain only the library code
they actually use

1%In2: S

it

% Option 1: Static Linking

% Option 2: Dynamic Linking

— BT AE S LB Executable files contain no library code
- HFYTHAE R —RIERRBE AT LSS R E Y THRYAFEIES During

execution, single copy of library code can be shared across all executing

processes



BEIESEMOLE(L 2 2 \What Do Linkers Do?.

n 55— FSHEHRF Step 1: Symbol resolution

» ERHPENIS|AAES (2RBTEFREL) Programs define and

reference symbols (global variables and functions):
» void swap() {..} /* define symbol swap */
« swap () ; /* reference symbol swap */

= int *xp = &x; /* define symbol xp, reference x */

" FFSHIEN (#ilYmas) FRERRXEPRIASZEF Symbol
definitions are stored in object file (by assembler) in symbol table.
- FERE—LHEMBVZEIZE Symbol table is an array of entries

 BAREEEESE. A/ SHIAIE Each entry includes
name, size, and location of symbol.

* ERASHBITXNEER, SHESRBEENMISEIRSREF—1MNMTSEX
FBXFE3E During symbol resolution step, the linker associates each
symbol reference with exactly one symbol definition.




AHIGESEFPRRTS 3£
Symbols in Example C Program .

E N Definitions

_—
n)~ in{:géﬁz>nt *a, int n)

{

int sum(int *a, _i

int i, s = 0;

for (i = 0; i < n; i++) {
s += a[i];
}

return s;

sum.cC

5| Reference



HEIRERMMLEHA?  (40) -
What Do Linkers Do? (cont’d) =

m S5 : EERE(M Step 2: Relocation

» I AVAIEFNEEET &FF IEE—HRYTY Merges separate code

and data sections into single sections

RS E. o SFPRIER U B EEME AT T RIRAR YL
XSPTF E Relocates symbols from their relative locations in the
. o files to their final absolute memory locations in the executable.

= BEFFIEXNXERFSHSIA, LURMEIRIFALE Updates all

references to these symbols to reflect their new positions.

THILENFAREEXARIMTE......

Let’s look at these two steps in more detail....



=MREPBIRXHE (1RIR)

Three Kinds of Object Files (Modules)
s OJEEMBIRYE (.o %) Relocatable object file (. o

= BTHERERIEGE, BRI LA mEN SEMAEER
Hir)EFHiEER, CIE—1IHRITEIRMYE Contains code and
data in a form that can be combined with other relocatable object files
to form executable object file.

= B oXMHEIFERBET—NR (.c) X Each .ofileis

produced from exactly one source (. c) file

aJHITBEWRXE (a.ocutXf¥) Executable object file

(a.out file)

= BT HFNNIENEGE, BRI EEEHEIREFHRIT
Contains code and data in a form that can be copied directly into
memory and then executed.

10



=HEBIGEIRSE (1E5k) .
Three Kinds of Object Files (Modules) N

s HEBEIFXH (.soXfE) Shared object file (. so
file)
 BFRSERI R B B, ATLAEINEEE B TR HaS
HNEGH A TFFH§EE Special type of relocatable object file that

can be loaded into memory and linked dynamically, at either load
time or run-time.

» WindowsH ¥R FIEShE#E/ZE (DLLs) Called Dynamic Link
Libraries (DLLs) by Windows

1



AR T EEERETU (ELF)

Executable and Linkable Format (ELF)

s B3R RE 3 EI#ZT, standard binary format for

object files

s =FBEIFIHERESR—AIF2T,: One unified format for
» OJETE( BRI (. o) Relocatable object files (. o),

» AJHITBRXAE (a.out) Executable object files (a.out)

» S BRI (. so) Shared object files (. so)

s HERRF: ELF ZiHFEISY Generic name: ELF binaries

MUIRSERZERA S — Unix REFEHARE a.out BXA(EHBIS K, o] AT AR
FKA a.out X ). Windows {# H o] 3 #5 7] $h 17 ( Portable Executable, PE) &z, Mac
OS-X {# H Mach-O &0, 1L x86-64 Linux 1 Unix £ 4t {# H =T h 47 T 4 32 48 A (Execut-
able and Linkable Format, ELF), RER{IAIHEEDSTE ELF £, HEATF 2B,
EA R BUE R AL, 12



K____,"\’\"g

ELFE#R3HHEA ELF Object File Format .-
m ELFk EIf header ¥

= RN FERFR. XHER (o, exec, .s0) |

HLE8ZEAY  E55E Word size, byte ordering, file 0
type (.0, exec, .s0), machine type, etc. ELF header
= ERSLEE (AIHITSIHRE) Segment Segment header table
header table (required for executables)
» A/, EHUBUEARFER (7)) . ERAYA/N . text section

Page size, virtual address memory segments

. . .rodata section
(sections), segment sizes.

e ] .data section
m .textm . text section

= #128XH8 Machine Code .bss section
.symtab section

m .rodata® .rodata section

= HSEE: BiiRaR. SBEE.. Readonly data:
jump tables, string constants, ... .rel.data section

.rel.txt section

m .data¥ .data section .debug section
" BHIRMEIEEZTE Initialized global variables

Section header table

13



ELFE#R3HER (8E) =
ELF Object File Format (cont.) -

m .bssT .bss section

s RIBHBIEBZE Uninitialized global ELF header
variables

Segment header table
= “PREFSFRbss” “Block Started by Symbol” (required for executables)

» “BEIFTEZ|A]bss” “Better Save Space”
= BTLEMBEASZSA] Has section header but

. text section

occupies no space .rodata section
m .symtab¥s .symtab section .data section
= fFE3K Symbol table bss section

» IR IFFSTE R F Procedure and static
variable names

» PEZF[IE Section names and locations .rel.txt section

.symtab section

m .rel.textT .rel.text section .rel.data section

| textTHYEIEESLHSE Relocation info for
. text section

Addresses of instructions that will need to be
modified in the executable

= (ZXAYIES Instructions for modifying

.debug section

14



ELFEIfR3IHFRETU (4E)

ELF Object File Format (cont.)

m .rel.dataT .rel.data section

ELF header

» dataTHIREEMEE
= Relocation info for .data section

Segment header table
(required for executables)

. ﬁ%&éﬁﬂ’ﬂﬂ?ﬂﬁ%’—#EP?)S'Zﬂ%EﬁZE’\J%ﬁHEE’\J

Addresses of pointer data that will need

. text section

to be modified in the merged executable

.rodata section

m .debugT .debug section
» IS (gee -g){SE. Info for symbolic

.data section

debugging (gcc -g)

.bss section

m TLERE Section header table

.symtab section

» MO RBEFIA/IN Offsets and sizes of

.rel.txt section

each section

.rel.data section

.debug section

Section header table

15



853223 Linker Symbols =

s 233 = Global symbols
" =R mohE X AR AR EIER S | FBEYFTS Symbols defined by

module m that can be referenced by other modules.

= 50 IFRFESCESREBFNIFFSERER eg., non-staticC
functions and non-static global variables.

n YPEBTIS External symbols

= &ERm5 Y. BEtRIENXHEBRFS Global symbols that are
referenced by module m but defined by some other module.

s [FEBTI= Local symbols

» fBm B EN FHEABISS Symbols that are defined and referenced
exclusively by module m.

= {Ba0: FAstaticREENXHICIESREFIELEETE e.g, C functions
and global variables defined with the static attribute.

» BEREEIERRTT S AR el EFEE = Local linker symbols are not local
program variables

16



E—F: ST Step 1: Symbol Resoluﬁ

SIZBRES
Referencing
EXEREY a global...
...that’s defined here /
/
int sum(jsit *a, int n); int sum(int *a, int n)
{
int array[2] = {1, 2}; nt 1, s = 0;
int main(int argc,char/ **argv) for (1 = 0% i < n; i++) {
{ s += a[i];
igt val = sum(array, 2); }
turi\ val; return s;
} main.c } sum.c

XSRS _ \
xEDefmm1g = \ ?,Iﬁiéﬁj“lﬁ-g P RSN 15 s—TC RN

Referencing :
a global gt4z58394 /- [— Linker knows
° kR Xdval—3% a global... nothingof i or s

Fr#0 Linker knows {EXEEMN ...that's defined here
nothing of val 17
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F=+5iR Symbol Identification > £
THE LR FEEsymbols.oBfFSER? Which of

the following names will be in the symbol table of

symbols.o? £=2 Names:
* 1incr
symbols.c: . oo
int inecr = 1; * a
static int foo(int a) { * argce
int b = a + incr; * argv
return b; * b _
} °* main
* printf
PY "%d\n"

int main (int argc,
char* argv[]) {

Printf ("%d\n", £00(5))/  sepem . qerHbEIGSE

} return 0; Can find this with readel £:
linux> readelf -s symbols.o

18



m readelf -s main.o

Symbol
Num:

iR MR ERNAEERES

table '.symtab' contains 11 entries:

: 0000000000000000
: 0000000000000000
: 0000000000000000
: 0000000000000000
: 0000000000000000
: 0000000000000000

: 0000000OOOCOEOO6
: 0000000000000000
: 00O60000OOOCOOOOO

Ay HH

Size

Bind

LOCAL
SECTION LOCAL
SECTION LOCAL
SECTION LOCAL
SECTION LOCAL
SECTION LOCAL

OBJECT GLOBAL

/ FUNC GLOBAL

NOTYPE GLOBAL

R AEE

DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT

DEFAULT
DEFAULT
DEFAULT

.datafg

19



BA &7 1 AANMB4AMBT-5 P mof swap.o Ik, ¥ TFHEANE swap.o ¥ & k\\_ﬂg‘i
Xﬁiif’l}ﬂﬁ’?ﬁ%- HHHEEREAMBE swap.o P .symtab ¥ H—PMHF & %4 .\’—‘//
B, R R, ##HHEXEHFTHME(swap.o K #H n.o), HIXBEH., 2HR ¥
HFHABOUREAME P #H 2 ®F ¥ (.text,.data, .bss & COMMON),

15 .symtabsk H? SRR FE R A E X il
buf & SR m.o .data
bufp0 = 2 J7) swap.o .data
bufpl e S swap.o COMMON
swap i 2 swap.o .text
temp & - —

table '.symtab' contains 12 entries:

Value Size Type Bind Vis Name gCC':F' .

0: 0000000000000000 0 NOTYPE LOCAL DEFAULT .
B el e COMMON: A A)A{ERIZ S E
3: 0000000000000000 O SECTION LOCAL DEFAULT .bss : KYWBIERERASTE - IEYIE
4: 0000000000000000 0 SECTION LOCAL DEFAULT Sl
5: 0000000000000000 © SECTION LOCAL DEFAULT V1R
6: 6000000000000000 0 SECTION LOCAL DEFAULT 1tjjOE’]§)E_'l_JZa%,b\zg
7: 0000000000000000 0 SECTION LOCAL DEFAULT = A D
8: 0000000000000000 8 OBJECT GLOBAL DEFAULT
9: 0000000000000000 0 NOTYPE GLOBAL DEFAULT .
10: 0000000000000008 8 OBJECT GLOBAL DEFAULT void swap()
11: 0000000000000000 60 FUNC  GLOBAL DEFAULT ‘ {
int temp;
code/link/m.c 10 bufpl = &buf [1];

1" temp = *bufp0;

12 *bufp0 = »*bufpi;

13 *bufpl = temp;

14}

code/link/swap.c
ajm.c b) swap.c

|75 371 8RB 20
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g s

BEBTS Local Symbols -

n [BERIESRHESCIES vs. |
variables vs. local static C variables

» EEFERERSCEE: FBTEFRLL Local non-static C variables: stored on
the stack

» EEfERSCTE: BT .bssEL.data™® Local static C variables:

stored in either

S aRERFSCT= Local non-static C

int £() {
static
return

}

int g() {
static

return

}

int h() {
return

}

static int x = 15;

int x = 17;
X++;

int x = 19;
x += 14;

x += 27;

static-local.c

g

.bss or .data

YRIFRIE . dataFRAB M <RIEN
fo==SB Compiler allocates space in
.data for each definition of x

TErsEPIERNEE, S1MH
BIE—RIRF, Bla0: x.1721F0
X.1724 Creates local symbols in the
symbol table with unique names, e.g.,
x,x.1721 and x.1724.

21



HHERNIETSEEXNRFS

How Linker Resolves Duplicate Symbol —

Definitions
s EFRASELAREGS, BARESFT{IS Program symbols

are either strong or weak

 igfgs. 1ISIEFIRL T B2 BIESE Strong: procedures and

initialized globals

» G577 RUIGRILIBER Weak: uninitialized globals
- & AR EFexternEBBAY Or ones declared with specifier

extern
l.c 2.c =
B R g 535S
strong » 1nt foo=5; in OO, < weak
Vsl — | =
ST S . P1() { p2() { = SRS
strong } } strong

22



K___ka"g_

HEERZAYFT SN Linker’s Symbol Rules. &
s HlN1: ARATFESERRIIEFTS Rule 1: Multiple strong

symbols are not allowed
» H—INRBEHTEN —IX Each item can be defined only once
» BNISHR: 5EEEE1R Otherwise: Linker error
s HN2: NRBF—PMETFSHISAEETSHEE, BREFES
3= Rule 2: Given a strong symbol and multiple weak
symbols, choose the strong symbol
= XIS5RFERYS | FHSHBHRENTRSERTS References to the weak symbol
resolve to the strong symbol
s FN3: MMRBEZS1BETFSHEHE, BANXLESETFSHIES
17HEE—" Rule 3: If there are multiple weak symbols, pick an
arbitrary one

= AJLAAgecc -fno-commonZBHEIFXMHIN (IZIEINEERERY
J) Can override this with gcc —fno-common

n P—REF—UEERR Puzzles on the next slide

23



HE%ER

]

Linker Puzzles

int x;

pl() {1} pl() {1}
int x; int x;
pl() {} p2() {1}
int x; double x;
int y; p2() {}
pl() {}

int x=7; double x;
int y=5; p2() {}
pl() {}

int x=7; int x;
pl() {} p2() {}
EI\\\ %LE

EXIHR:

HENEER . MPRTES (pl)

Link time error: two strong symbols (p1)

X x 5|z agExamE— P RYBIERINt -

XENERHNEARNS ?

References to x will refer to the same
uninitialized int. Is this what you really want?
TEP2F XWX BRI FogE=ZESTY | KalH /!
Writes to x in p2 might overwrite y!

Evil!

EP2FXIXNEZERY | Xl 1|
Writes to x in p2 might overwrite y!
Nasty!

x93 FRIEHR— BARMGET TS
References to x will refer to the same initialized
variable.

SASMSEBUEE Important: Linker does not do type checking.
AN — RS SIEERARN A RRmESRmES LA — RS AN

/Nightmare scenario: two identical weak structs, compiled by different compilers

with different alienment rules.

24



L ERHCommonFl.bss? ==

gccH:
= COMMON: RlintI£R/HESE (875, TEENMAY
BirX4$F8)

m .bss: RINBURFRSEE, LRI A0MNZR/EL

;;UZE

 EERATSMEREXRBNERGS, RiFmPhTE
HEZ—1ss2REFS (MEICOMMONR) |, AgE
REFEAMNMEN, IERENBSRHERR

791+Aﬂ€%ﬂ&ﬁ1bﬂg*§ s =zl bssAARCOMMONH

25
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RBIAMLELRBI Type Mismatch Exampl?l‘

long int x; /* Weak symbol */ /* Global strong symbol */
double = 3.14;
int main(int ,
char * [1) {
printf ( , X);

return 0;

mismatch-main.c mismatch-variable.c
s HIFNSSEEEESRFIZZE Compiles without any errors
or warnings -bash-4.2% ./mismatch

n FTENAYTA? What gets printed? iR REE Y P AP C L L LY,

26



2B = Global Variables

s WIRAIELS R EiEES Avoid if you can

m BN Otherwise
» YNERAJLA{FEHstatic Use static if you can
» INRFENERTE, IR Z Initialize if you define a global

variable

» YNRF|IH—MIINEBEBTE, (FfHextern Use extern if you
reference an external global variable

- L S5FSEXT1F Treated as weak symbol
s NRIFBEREIN N EN A S S TEIR But also

causes linker error if not defined in some file

27



E£.h 3R {EfHextern (#1)

Use of extern in .h Files (#1)

cl.c
global.h
#include "global.h" .
extern int g;
int £() { int £0);

return g+l1;

}

(base) C:\Users\youqi\Desktop\if & {5 ;E < \test>c2.exe

Calling f yields 1
c2.c

#include <stdio.h>
#include "global.h”

int g = 0;

int main(int argc, char argv[]) {
int t = £();
printf ("Calling f yields %d\n", t);
return O;

28



hIHFRIER (#2)

Use of .h Files (#2) ¥

global.h

extern int g;
static int init = 0;

cl.c
#l 4] l.h"
int £() {

return g+l1;
}

c2.c

#else

extern int g;

static int init = O;
#endif

#define INITIALIZE

#include <stdio.h>

int g = 23;
static int init = 1;

if (init)
int £t = £();

return O0;

int main(int argc, char** argv) ({
// do something, e.g., g=31;

printf ("Calling f yields

%d\n", t);

29




55323551 Linking Example

w
e 1S

> &

o

int

int

int

sum(int *a, int n);

array[2] = {1, 2};
main (int argc,char **argv)
int val = sum(array, 2);

return wval;
main.c

int sum(int *a, int n)
{

int 1, s = 0;

for (i = 0; 1 < n;

s += a[i];

}

return s;

i++) {

sum.cC

30
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56225 : BEERE{\ Step 2: Relocation w
P =

JEEM BRI
Relocatable Object Files

aRITERX

Executable Object File

System code . text 0
dat Headers
.data
System data System code )
\ main ()
] . text
main.o >
text sum ()
main () -tex
q
int array[2]={1,2}] - data More system code
sum. o System data data
/ int array[2]={1,2)
sum () .text
.symtab
.debug

31



EB5E{\ 755 H Relocation Entries =

code/link/elfstructs.c
_ typedef struct {
int array[Z2] long offset; /* Offset of the reference to relocate */
. long type:32, /* Relocation type */

int main(int . symbol:32; /* Symbol table index */
argv) long addend; /* Constant part of relocation expression */
{ 6 } E1f64_Rela;

int wval code/link/elfstructs.c

LR Figure 7.9 ELF relocation entry. Each entry identifies a reference that must be relocated
} and specifies how to compute the modified reference.

0000000000000000 <main>:
0: 48 83 ec 08
4: be 02 00 00 00
9: bf 00 00 00 00

FEEMSIRNME
32 XSRS | F

# %edi = &array

a: # Relocation entry
e: e8 00 00 00 0O callg 13 <main+0x13> # sum()

f: R X86_64_ PC32 sup-0x4 # Relocation entry
13: 48 83 c4 08 add $0x8,%rsp — 32f7PCAENTHEAYE |
17: c3 retqg

main.o

Kili: Source:objdump -r -d main.o 3



&

FERIEH.textD Relocated .text section.

00000000004004d0 <main>:

4004d0: 48 83 ec 08 sub $0x8,%rsp

; be 02 00 00 00 mov. S0x2 ., %esi
4004d9: bf 18 10 60 00 mov $S0x601018,%edi # %edi = &array
4004de: es U5 00 00 00 callg 4004es <sum> # sum()
4004e3: 48 83 ¢« 1 foreach section s {
4004e7: c3 2 foreach relocation entry r {

1 refptr = s + r.offset; /* ptr to reference to be relocated */
00000000004004e8 <sum> ; /* Relocate a PC-relative reference */

4004e8: b8 00 ( ¢ if (r.type == R_X86_64_PC32) {
4004ed: ba 00 (7 refaddr = ADDR(s) + r.offset; /* ref's run-time address */
4004£2 - eb 09 : *refptr = (unsigned) (ADDR(r.symbol) + r.addend - refaddr);
4004f4.: 48 63
4004€f7: 03 04 ¢ /* Relocate an absolute reference */
4004fa: 83 c2 (7 if (r.type == R_X86_64_32)

. 13 *refptr = (unsigned) (ADDR(r.symbol) + r.addend);
4004£d: 39 £2 s
4004ff: 7c £3 . 3
400501: £3 c3

Figure 7.10 Relocation algorithm.

Ytsum(){ERAPCHX S : callqginstruction uses PC-relative addressing for sum(]

0x4004e8 =0x4004e3 + 0x5
Kilf: Source: objdump -d prog 3



eI nT B34

Loading Executable Object Files

ELF header

1T B Executable ObjectoFiIe

Program header table
(required for executables)

.init section

.text section

.rodata section

.data section

.bss section

.symtab

.debug

Jine

.strtab

Section header table
(required for relocatables)

0x400000

0

Kernel virtual memory

User stack
(created at runtime)

'

Memory-mapped region for
shared libraries

T

Run-time heap
(created by malloc)

Read/write data segment
(.data, .bss)

Read-only code segment
(.init, .text, .rodata)

Unused

T

Ao A
T = Memory

invisible to

user code

+«—3rsp
(teratst
stack
pointer)

<«— brk

M ITZ

0k K
» Loaded

from

the

executable

file

34



BE: S—HRSFIE S

Libraries: Packaging a Set of Functions ¥
s MISEFRRERANREFIEE—E? How to package

functions commonly used by programmers?
= #HF. /0. REEHE. FFFBEIEFSF Math, 1/0, memory
management, string manipulation, etc.
n SARRFR, WHBIRIBHESSIESSKIR: Awkward, given the

linker framework so far:

&R BRrERIREERIH— RS S Option 1: Put all functions into

a single source file

- FERFRBIXA K BRI JRIFZ R Programmers link big

object file into their programs
« FaJF0AY8)_EEREBAE Space and time inefficient
= &2 BB REFHE—MEIIAYESEH Option 2: Put each

function in a separate source file

- TR BEE S T R R b IR

Programmers explicitly link appropriate binaries into their programs

" E_‘I%_;\& I} {EX?*EDE}_%UE'\;E-L%&?EEKEE More efficient, but burdensome on the programmer

35



IMERIRERTTE: BSH -
Old-Fashioned Solution: Static Libraries ~ *

n 5SS (.afFRIDY) static libraries (.a archive files)
= EEXAOTEEM BN EER— N R YRR IS (RS

archive) Concatenate related relocatable object files into a single file
with an index (called an archive).

» NHPERERR S NS MR G B E R AR AR SRR
=85 | Enhance linker so that it tries to resolve unresolved external
references by looking for the symbols in one or more archives.

 NR—PMEESEPRIRSUGENT 7 —1 51, FiCeidEzqa]
17345 If an archive member file resolves reference, link it into the
executable.

36
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gy

BUSERHSEE Creating Static Libraries ==

atoi.c printf.c random.c
Translator Translator Translator
atoi.o printf.o random. o

Archiver (ar)

unix> ar rs libc.a \
atoi.o printf.o .. random.o

libc.a C £r/&E C standard library

s FEEOFIEETV AU ER Archiver allows incremental updates
» EIHRIFESIHNEL, EFEEXEPERERAY.o X Recompile

function that changes and replace .o file in archive.
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= FHAYE Commonly Used Libraries

libc. a (GESHREEE the C standard library)
" A 6MBTEFRESE, B3E1496 B34 4.6 MB archive of 1496 object files.
= 1/0, REDE. ESIE. FREATE. FUESHTE. M. BEus

= 1/0, memory allocation, signal handling, string handling, data and time,

random numbers, integer math

libm. a (GESZZEFE the C math library)
" 2 MBIERESE, B85 4441 B34 2 MB archive of 444 object files.
» FREUEE floating point math (sin, cos, tan, log, exp, sqrt, ...)

% ar -t /usr/lib/libc.a | sort
fork.o

fprintf.o

fpu control.o
fputc.o
freopen.o
fscanf.o
fseek.o
fstab.o

% ar -t /usr/lib/libm.a | sort

e acos.o
e acosf.o
e acosh.o
e acoshf.o
e _acoshl.o
e _acosl.o
e asin.o
e asinf.o
e asinl.o
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55 ENEE
Linking with
Static Libraries

libvector.a

#include <stdio.h>

#include "vector.h"
int x[2] = {1, 2};
int y[2] = {3, 4};
int z[2];

int main(int argc, char*¥

argv)
{
addvec(x, vy, z, 2);
printf("z = [%d %d]\n”,
z[0], z[1]):

return 0; main2.c

int addcnt = 0;
void addvec (int *x,
int *z,

int *y,
int n) {
int 1i;
addcnt++;
for (1 = 0; i < n; i++)
z[i] = x[1i] + y[i]l’
} addvec. c

int multent = 0;
void multvec (int *x,
int *z,

int *y,
int n)
{

int i;

multcnt++;

for (i = 0; i < n; i++)
z[1i] = x[1] * y[i]’
} multvec.c
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55375 EREE Linking with Static Librarig\i

addvec.o multvec.o

main2.c vector.h

l l

Translators
(cpp, ccl, as)

S

AEFZ X fmain2 . o

Relocatable \

l

l

object files

Archiver
(ar)
libvector.a libc.a EASEE Static libraries
printf.oldRprintf. olFfF
g HIFrE Bt rE1E R
addavec.o printf.o and any other
l modules called by printf.o
Linker (1d) unix> gcc -static -o prog2c \
main2.o0 -L. -lvector
A 4 '-_.-' . ’ p— —_—
oroqzc  EEEHBIIETAITEIRX

Fully linked
executable object file

“” T FmERT (compile-time) ” (861,232 bytes)

“c” for “compile-time”
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{EFHE#7SEE Using Static Libraries >

n HEIEEZFHLAREMTIMERSIFARUELZ : Linker’s algorithm for

g

resolving external references:
= IZRRA ST MBI . o3UHFD . a3f4 Scan . o files and . a files

" EEEET, B3R

in the command line order.

DN HBIRAETS | FBAYSIZR During the scan,

keep a list of the current unresolved references.

FUBEI—ETHY . oBE . afiled(F, obj, BY, FTERobFENH
S RENTIIRP BN RBFEITEIS A As each new .o or . afile, obj, is
encountered, try to resolve each unresolved reference in the list against
the symbols defined in obj.

NRIFEERE, RENTYIRFTIAERE, IBAFIRES If any entries in

the unresolved list at end of scan, then error.

m [B)J§%: Problem:
» ST ESERYINFRIREZ! Command line order matters!
= B BEREBEIGSITRIZESRELE Moral: put libraries at the end of

the command line.

unix> gcc -static -o prog2c -L. -lvector main2.o
main2.o0: In function main':

main2.c: (.text+0x19) : undefined reference to "addvec'
collect2: error: 1ld returned 1 exit status “




MERRRTE: HEE -

Modern Solutlon: Shared Libraries . 2

n RSIEBUITERE: Static libraries have the following
disadvantages:

" ERFERERAIAT AT SR FEER (B REERFE R ibc)

Duplication in the stored executables (every function needs libc)

» EE{TRIRJ T IE AR TFIECSR Duplication in the running

executables

" XRF RIS\ BIbugZ1 T B R BT N IR TR
Minor bug fixes of system libraries require each application to explicitly
relink

« FHglibcEEFEiE—1)? Rebuild everything with glibc?

= https://security.googleblog.com/2016/02/cve-2015-7547-glibc-
getaddrinfo-stack.html
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https://security.googleblog.com/2016/02/cve-2015-7547-glibc-getaddrinfo-stack.html
https://security.googleblog.com/2016/02/cve-2015-7547-glibc-getaddrinfo-stack.html

MERRRTE: HEE -

Modern Solutlon. Shared Libraries . 2

IR ZE: HEE=E Modern solution: shared libraries

 BRMEFNIBURINBETRY, EIEAT (load-time ) W& 157 7HT
(run-time ) #EENSHBINEL, $EEHN FAFERFH Object files that
contain code and data that are loaded and linked into an application
dynamically, at either load-time or run-time
» HFRA: ShSEEERE (DLL) |, . soXf4 Also called: dynamic link

libraries, DLLs, . so files
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H=[FE (ZE) Shared Libraries (cont.) =

n FISHEHER ARSI ERBEINEEAFTHIRRT
B (INEkE8%E#E) Dynamic linking can occur when
executable is first loaded and run (load-time linking)

= Linux ER—RRIER, BoiSHEEEES(1d-1inux. so) BatIE
Common case for Linux, handled automatically by the dynamic linker
(ld-linux.so)

» FECHE(libe. so) IBE EB&hiEfERY Standard C library (1ibe. so)
usually dynamically linked

n JISHHERRLIAEEERFRFENITRE (S170985H%)
Dynamic linking can also occur after program has begun
(run-time linking)

» Flinux E, Bi@Eid1EAdlopen () #ZORECHIAY In Linux, this is done
by calls to the dlopen () interface

« O RERAE Distributing software
- 5%BEwebfRS5EE High-performance web servers
« 1Z1THIZEEFTHHE Runtime library interpositioning w“




&
—

H=FE (ZE) Shared Libraries (cont.) =
s HEEFIFEALIS #HIZH

L= Shared library routines can be
shared by multiple processes

» IR AREFEE T LABRFRIIEREIX—/ More on this when we learn

about virtual memory
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What dynamic libraries are required? —

m .interpT .interp section
» IS EFEANEIASEEESS (fl401d-1inux.so) Specifies the

dynamic linker to use (i.e., 1d-1inux. so)
- . - o
m .dynamicTd .dynamic section

» IEE(FERIETIESERZZE: Specifies the names, etc of the dynamic
libraries to use

* EZprog~l Follow an example of prog
FEE NEEDED) H=ZE sShared library: [libm.so.6]

n FEZFIETEMIL? Where are the libraries found?
» {EE“Idd”#ZEl Use “1dd” to find out:

unix> ldd prog
linux-vdso.so.l => (0x00007££c£2998000)
libc.so.6 => /1ib/x86 64-linux-gnu/libc.so.6 (0x00007£99ad927000)
/1ib64/1d-1linux-x86-64.s0.2 (0x00007£99adcef000)
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SNSEETGI Dynamic Library Example ==

addvec.c multvec.c

l l unix> gcc -0g —c addvec.c multvec.c -fpic
Translator Translator
addvec.o multvec.o
unix> gcc -shared -o libvector.so \
| addvec.o multvec.o
Loader (ld)
libvector. so NEIEE

Dynamic vector library

47



A ENSHE% 2%

Dynamic Linking at Load-time

main2.c vector.h

oJ EE BFXF
Relocatable
object file

BT EEERY
B T EEXF
Partially linked

executable object file
(8488 bytes)

(i FRIFRAIZLhE
FEHIETATTX A

Fully linked executable
in memory

ot

unix> gcc -shared -o libvector.so \
addvec.c multvec.c -fpic

Translators /
(cpp, ccl, as) libc.so

l libvector.so
gty foke Vi —| -__‘-
Relocation and symbol
l table info
Linker (1d)
l unix> gcc -o prog2l \
main2.o ./libvector.so
prog2l
Loader libc.so

(execve) libvector. so

Code and data

l (EEIFIEE

A\ 4

Dynamic linker (ld-1inux. so)
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Dynamic Linking at Run-time -

#include <stdio.h>
#include <stdlib.h>
#include <dlfecn.h>

int x[2] = {1, 2};

int y[2]

{3, 4};

int z[2];

int main(int argc, char** argv)

{

void *handle;
void (*addvec) (int *, int *, int *, int);
char *error;

/* Dynamically load the shared library that contains addvec() */
handle = dlopen("./libvector.so", RTLD LAZY) ;
if ('handle) {

fprintf (stderr, "%$s\n", dlerror()):;

exit(1l);

dll.c
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E{TEISHE (4) <
Dynamic Linking at Run-time (cont'd) ~ %

/* Get a pointer to the addvec() function we just loaded */
addvec = dlsym(handle, "addvec") ;

if ((error = dlerror()) != NULL) {
fprintf (stderr, "%s\n", error);
exit(1l);

}

/* Now we can call addvec() just like any other function */
addvec(x, y, z, 2);
printf("z = [%d %d]\n", z[0], z[1]);

/* Unload the shared library */

if (dlclose (handle) < 0) {
fprintf (stderr, "%$s\n", dlerror()):;
exit(1l);

}

return 0O;
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Dynamic Linking at Run-time
unix> gcc -shared -o libvector.so \

dll.c vector.h
addvec.c multvec.c -fpic

Translators

» 1: 1
(cpp, ccl, as) libvector.so

l libec.so
TEE(LE 4l o EEAFSEEE
PR XA1E ) Relocation and symbol
Relocatable l table info
object file Linker (1d)
! unix> gcc -rdynamic -o prog2r \
prog2r dll.o -1d1
i@fgﬂgﬂw = Lo:der libc.so
70 Partially linked .
executable object file (execve) l ({ fggii%’:ﬁ .
(8784 bytes) v
e D Dynamic linker (1d-1inux. so)
EAgalirXf# | Call to dynamic linker via dlopen <
Fully linked
executable

in memory
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=3IV Linking Summar .

s HEHER—MARITFNSABIRXHIEIZERFAIEZAR Linking is a
technique that allows programs to be constructed from
multiple object files

b -

s HHENJLAERERS G RN ARBIBEALZZE: Linking can
happen at different times in a program’s lifetime:
» FEFETE) (FRiFFERFRT) Compile time (when a program is compiled)
= MNEETE (BFEFINEEIRFSET) Load time (when a program is

loaded into memory)

\—y—

» 1=17ETE) (FRRBHU{THT) Run time (while a program is executing)

o IBRFHEETT LA EDIRER RIS RRISER, BRI —1 BT
BUFERE5 Understanding linking can help you avoid nasty
errors and make you a better programmer
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[ Case study: Library interpositioning

¥
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GG FETHE
Case Study: Library Interpositioning =

s S=R20%47.13T5AS Documented in Section 7.13 of book

s FEITHE: —LOaXKRIEHERAR, BSERRTLAEIAYIME
S ERZAYIE A Library interpositioning: powerful linking
technique that allows programmers to intercept calls to
arbitrary functions

s FEFITIEDILAA&ZZETE: Interpositioning can occur at:

» SRR TEmIFRICEBET Compile time: When the source code is
compiled

= AT RN BRI R R SSE AL A R T B A SXAFRT
Link time: When the relocatable object files are statically linked to form
an executable object file

= N0E/Az1TAT: EeIHTERSUGRINEGARE. SR HEN
17HT Load/run time: When an executable object file is loaded into
memory, dynamically linked, and then executed.
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Some Interpositioning Applications <

m T2 Security
= fRH (PE) Confinement (sandboxing)
» Ef510%% Behind the scenes encryption

m ifFiz{ Debugging

= 2014%F, P FacebookHI T FRIMFIRBEITIERE T — M RER
ftfiJiPhone appEE{<IA—aF Ybug In 2014, two Facebook
engineers debugged a treacherous 1-year old bug in their iPhone

app using interpositioning

= SPDYMIBIRAMVIBBE AN T —1MERAILE Code in the SPDY
networking stack was writing to the wrong location

= AAXFPosix§ & Z{functions (write, writev, pwrite)ZEFJERY 5L #R
IRBY Solved by intercepting calls to Posix write functions (write,
writev, pwrite)

B FacebookBY TFEIHZ ML Source: Facebook engineering blog post at:
https://code.facebook.com/posts/313033472212144/debugging-file-corruption-on-ios/
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Some Interpositioning Applications g~

s BIEEIREHT Monitoring and Profiling
» NFRAZE 2R Count number of calls to functions

" EAREERBIMM EFISERYSTFAIE Characterize call sites and
arguments to functions

* malloc}MEER Malloc tracing
- 1 MINTZSE Detecting memory leaks
« kit IRER Generating address traces
n =558 Error Checking
» CRFRSCIR{EAREFINRARImalloc/freei T FHARIEIRFOE C

Programming Lab used customized versions of malloc/free to do
careful error checking

= HthsLAS (malloc, shell, proxy) tB{EREEFTHRIBEICERE
Other labs (malloc, shell, proxy) also use interpositioning to enhance
checking capabilities
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T IFERE Example program #

#include <stdio.h>

#include <malloc.h> s BiR: EAERERE,
#include <stdlib.h> E.Z:‘lgagﬂ;fEﬁgﬂg'FﬁE;R-F
int main(int argc, iﬂiﬁﬁﬂ*ﬂﬁﬁﬁﬂgﬂéﬂgﬂﬂ
char *argv[]) HEFAAN Goal: trace the
{ s, dis addresses and sizes of the
for (i = 1; i < argc; i++) { allocated and freed blocks,
void *p = without breaking the

. malloc(atol (argv[i])); program, and without
ree (p) ;

} modifying the source code.
return (0) ;

} int.c
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T IFERE Example program N

#include <stdio.h>
#include <malloc.h>
#include <stdlib.h>

int main(int argc,
char *argv([])
{

int i;
for (i = 1; i < argc; i++) {
void *p =
malloc (atoi (argv[i])) ;
free(p) ;

}

return (0) ;

} int.c

g

n YWEERZEL mallocdfreei 1T
EITHR=MER7ZE, f&:
Three solutions: interpose
on the librarymalloc and
free functions at

" ZE1FET compile time,
s HEERT link time,

= 0&%/1=1THY and load/run
time
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Compile-time Interpositioning

#ifdef COMPILETIME
#include <stdio.h>
#include <malloc.h>

/* malloc wrapper function */

void *mymalloc(size t size)

{
void *ptr = malloc(size) ;
printf ("malloc (%d)=%p\n", (int)size, ptr):;
return ptr;

}

/* free wrapper function */
void myfree (void *ptr)
{

free (ptr) ;

printf ("free (%p) \n", ptr);
}
#endif

mymalloc.c
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Compile-time Interpositioning g

#define malloc(size) mymalloc (size)
#define free(ptr) myfree (ptr)

void *mymalloc(size t size);
void myfree (void *ptr);
malloc.h

linux> make intc
gcc -Wall -DCOMPILETIME -c mymalloc.c

gcc -Wall -T. -O~ntc int.c mymalloc.o
linux> make ru

./ 10 100 1080

/imige 10 2R <malloc.h>EF6M

malloc (10)=0x1ba70N0
free (0x1lba7010)

malloc (100)=0x1ba7030
free (0x1ba7030)

malloc (1000)=0x1ba70a0
free (0x1ba70a0) & <malloc.h>EF5[H

linux> Search for <malloc.h> leads to

Search for <malloc.h> leads to
/usr/include/malloc.h
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HESZHIEEF TR Link-time Interpositioning S &

#ifdef LINKTIME
#include <stdio.h>

void * real malloc(size t size);
void _ real free(void *ptr);

/* malloc wrapper function */

void * wrap malloc(size t size)

{
void *ptr = real malloc(size); /* Call libc malloc */
printf("malloc(%d) = %p\n", (int)size, ptr);
return ptr;

}

/* free wrapper function */
void _ wrap free(void *ptr)
{
__real free(ptr); /* Call libc free */
printf ("free (%p) \n", ptr);
}
#endif mymalloc.c
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SEIERTEFTHE Link-time Interpositioninga;‘

linux> make intl _S R <malloc.h>&15[H
gcc —-Wall -DLINKTIME -c mymalloc. C SearCh for <malloc.h> |eadS to
gcc -Wall -c int.c —>| /usr/include/malloc.h

gcc -Wall -Wl,--wrap,malloc -Wl,--wrap, free -o intl \
int.o mymalloc.o

linux> make runl

./intl 10 100 1000

malloc(10) = 0x91a010

free (0x91a010)

n “-W1” IRSIESHUERHEES, HPS1 ESHSi%—
N=HE The “-W1” flag passes argument to linker, replacing
each comma with a space.

--wrap=symbol
Use a wrapper function for symbol. Any undefined reference to symbol/ will be resolved to " wrap
symbol ". Any undefined reference to " real symbol " will be resolved to symbol.
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SEIERTEFTHE Link-time Interpositioningaig

linux> make intl . ¥z <malloc.h>&I5MH
gcc —-Wall -DLINKTIME -c mymalloc. C SearCh for <malloc.h> |eadS to
gcc -Wall -c int.c —> /usr/include/malloc.h

gcc -Wall -Wl,--wrap,malloc -Wl,--wrap, free -o intl \
int.o mymalloc.o

linux> make runl

./intl 10 100 1000

malloc(10) = 0x91a010

free (0x91a010)

m “--wrap,malloc "SI HEESRIA—FMSTARIAIUER
fis|A: The “--wrap,malloc” arg instructs linker to
resolve references in a special way:

" ¥ mallochYS|FAMIZBHEIT/NN  wrap malloc Refstomalloc
should be resolved as  wrap malloc

* X real mallocHY5|FNIZEHETImalloc Refsto

__real malloc should be resolved asmalloc
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Nz/1i=zt T EFTHE
. Load/Run-time
#ifdef RUNTIME
#define GNU_ SOURCE - e
#include <stdio.h> InterpOSItlonlng
#include <stdlib.h> "
#include <dlfcn.h> ME ;g Htinclude <malloc.h>
Observe that DON’T have
/* malloc wrapper function */ #include <malloc.h>

void *malloc(size t size)

{
void *(*mallocp) (size t size);
char *error;

mallocp = dlsym(RTLD NEXT, "malloc"); /* Get addr of libc malloc */

if ((error = dlerror()) !'= NULL) {
fputs (error, stderr);
exit(1l);

}

char *ptr = mallocp(size); /* Call libc malloc */
printf ("malloc(%d) = %$p\n", (int)size, ptr);
return ptr;

mymalloc.c
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Load/Run-time Interpositioning .

/* free wrapper function */

void free(void *ptr)

{
void (*freep) (void *) = NULL;
char *error;

if ('ptr)
return;

freep = dlsym(RTLD NEXT, "free"); /* Get address of libc free */

if ((error = dlerror()) !'= NULL) {
fputs (error, stderr);
exit(1l);

}
freep(ptr); /* Call libc free */
printf ("free (%p) \n", ptr);

}

#endif

mymalloc.c
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Load/Run-time Interpositioning -

linux> make intr

gcc -Wall -DRUNTIME -shared -fpic -o mymalloc.so mymalloc.c -1d1
gcc -Wall -o intr int.c

linux> make runr

(LD PRELOAD="./mymalloc.so" ./¥qtr 10 100 1000)

malloc (10) = 0x91a010

free (0x91a010) ¥ F<malloc.h>Z15M

o Search for <malloc.h> leads to
1inux> /usr/include/malloc.h

= LD PRELOADIMRE & HiRliSHH R {EXI R BRFITRIS | F
(BlaN¥ImallochISIH) HITERTAY, EFEmymalloc. so
HiH#fTE$E The LD PRELOAD environment variable tells the

dynamic linker to resolve unresolved refs (e.g., tomalloc) by
looking inmymalloc. so first.

n FHLEHMEHEA . Type into (some) shells as:
env LD PRELOAD=./mymalloc.so ./intr 10 100 1000
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Dlf: FEFJHHE Interpositioning Recap -
n JRiERT Compile Time g
* ¥malloc/freeBYEFH# =T BRI mymalloc/myfreeBYYE FH Apparent

callstomalloc/free get macro-expanded into calls to
mymalloc/myfree

 EEREE, WRBEHIRECAEHERTYRIFE Simple approach. Must

have access to source & recompile
n 5EIERT Link Time
= 7 P ptE YIS IRRY R FREHTINGE Use linker trick to have special

name resolutions

b -

 malloc & wrap malloc

 real malloc 2> malloc

n JNEk/i=Z178Y Load/Run Time
» SITIE S EHIRImalloc/freehli A, (EREISIHZIAARNRIRNRZ FZRIN%;

malloc/freeR&Z%ZE Implement custom version of malloc/free that
use dynamic linking to load library malloc/free under different names

» OL{EFR{EIIsn&5EEE Can use with ANY dynamically linked binary

env LD PRELOAD=./mymalloc.so gcc —c int.c o
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7.12 {S‘ZE%*fEEE (Position-Independent Code, PIC!\'“L';/

s ABEMAEEMRIRTRANNEIRAMETRAE
(PIC) Code that can be loaded without
needing any relocations is known as position
independent code (PIC).

s (UBTEXE PIC

= {FEFHgccEli-fpic -fpic option to gcc

= AILBEEERPAIBERIIEEIRFIEIME, miHEEE
SEMUYEAZX The code segments of shared modules can
be loaded anywhere in memory without having to be

modified by the linker.
s WRE— IR BIFMEIRPFSHIS51 A references to

symbols in the same executable object module
= PCHEXSHE using PC-relative addressing
= & B ART RERSHHERSEENL relocated by the static
linker when it builds the object file.

| TS 2REEER (GOT) | idRiEss (PLT) |
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7.12 ﬁz%a&*‘%ﬁ-ﬁ (Position-Independent Code, PIC!\'“L;/
» EFTXAH PIC

= {FHgcciEln-fpic -fpic option to gcc

= FLUEHERRIAREERNBEIANFIHIM S, MAHEEE
SEMUE(T{EEX The code segments of shared modules can
be loaded anywhere in memory without having to be
modified by the linker.

s E—1ARITERMERPTFSHISIA references to
symbols in the same executable object module
= PCAEXISHE

0000000000000000 <main>:
0: 55 Srbp
i B 48 89 Srsp,%rbp
4: 48 83 $0x10,%rsp
8: be 02 $0x2,%es1
() a8 -~ e 2

15: R X86 64 PLT32
mov %eax, -0x4(%rbp)
mov -0x4(%rbp) ,%eax
leaveq
retq
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PICZiES|F
PIC Data References ==

n 55 LiERAEAFRIMEILINE—1BIrMEIR (BFXZRIRME
R) , SIEERSNEBENEEEEFEAZRN, EmBERPEAUES
MEEERPEMNZEZ HNESTE—MSITHEE fact: no matter
where we load an object module (including shared object
modules) in memory, the data segment is always the same
distance from the code segment. Thus, the distance between
any instruction in the code segment and any variable in the
data segment is a run-time constant.

s 2ERIZE3E Global Offset Table, GOT
» FBMMEBMERS | B BEEBREME—1N8FET5HE The GOT

contains an 8-byte entry for each global data object that is
referenced by the object module.

" HHEESTIEXNMERETERTE At load time, the dynamic linker
relocates each GOT entry.
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PIC Data References

s B3E: FTieHE I’irﬁlﬂﬂﬁﬁlbﬂﬁ—ﬁ‘ﬁﬁﬁﬂ& (BfFHE=BiRR

®) ,
&L

£

ZERSIBERNEE SR ERIEA
ZERHR(E(]3E *EZIEIEIGEE%%BE—AEGMT%‘E fact: no matter

TR, EMtHEERPETES

where we load an object module (including shared object
modules) in memory, the data segment is always the same
distance from the code segment. Thus, the distance between

Fixed distance of
0x2008b9 bytes
at run time
between GOT [3]
and addl
instruction

Data segment
Global offset table (GOT)

GOT[0] :
GOT[1]:
GOT[2]:
GOT[3]:

&addcnt

N

n the

N

N
~

Code segment N

addvec:

mov 0x2008b9(%rip) ,% rax # Yrax=+GOT[3]=kaddcnt

»addl $0x1, (%rax)

N

N

\

# addcnt++

Figure 7.18 Using the GOT to reference a global variable. The addvec routine in
libvector. so references addcnt indirectly through the GOT for 1ibvector. so.

4



PICZIES|

PIC Data References

m FH objdump -dx libvector.so BEIEE DL RIES

LMA

File off Algn

00000030 0000000000200Td0 0000000000200Td0 00000TdO 2%*3

Sections:
Idx Name Size VMA
15 .got
CONTENTS, ALLOC, LOAD, DATA
17 .data

SYMBOL TABLE:
0000000000200Td0

000000000000060a
60a: 4c 8b 05
611: 41 8b @0

0000000000000639
639: 4c 8b 05
. 640: 41 8b 00

00000008 0000000000201018 0000000000201018 00001018 2x%3
CONTENTS, ALLOC, LOAD, DATA

1 d .got

<addvec>:
cf 09 20 00

<multvec>:
98 09 20 00

0000000000000000 .got

# 200fed® <addcnt-0x44>

# 200fd8 <multcnt-0x50>

mov 0x2009cf (%rip) ,%r8
mov (%r8) ,%eax
mov 0x200998(%rip) ,%r8
MoV (T8, %eax
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PICEAZ4EAH PIC Function Calls =%

s —MTE MZSIREF—FKEEMCR, Ak
RFINSERITT. XAEPICH, SEEREXE
JIRIRACIZER., One approach: would be to
generate a relocation record for the reference, which
the dynamic linker could then resolve when the
program was loaded. However, this approach would
not be PIC, since require the linker to modify the code
segment of the calling module.

s PICHYGA: $ER4PE PIC: called lazy binding
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PICE£4EF PIC Function Calls  _
ERENE unction Calls 2

s PICRU/I%: FER48E PIC: lazy binding
 FRARNINE, EEiEXARFEA—&IESI— 1 NEE
#%5|F defers the binding of each procedure address until the
first time the procedure is called.

» (EEITFGOTHNIIEHEESR Procedure Linkage Table PLT

= GOT: 81 "5%H8F iﬂziit; GOT[OJAGOT[ 1] EazS sz s fEHTER
SUURTRERNSE, GOT[2NaidudzasrI AN Atit, HRFEH
XA —MERIFBROREL, X — 1 PLTEH. GOT is an array of 8-
byte address entries. GOT[0] and GOT[1] contain information
that the dynamic linker uses when it resolves function
addresses. GOT[2] is the entry point for the dynamic linker in
the Id-linux.so module. Each of the remaining entries
corresponds to a called function. Each has a matching PLT
entry.
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» PICHY/5i%: #EIRYBE PIC: lazy binding
= PLT : 1M 5FB16F B, PLT[O]BHLEIEG R T, W
TEFREERE—1"%5H The PLT is an array of 16-byte code
entries. PLT[O] is a special entry that jumps into the dynamic
linker. Each shared library function called by the executable
has its own PLT entry. Each of these entries is responsible for
invoking a specific function.
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Data segment
Global offset table (GOT)

GOT[0]: addr of .dynamic
GOT[1]: addr of reloc entries
GOT[2] : addr of dynamic linker
GOT[3]: 0x4005b6 # sys startup

1 GOT[4]: 0x4005c6 # addvec()

GOT[5] : 0x4005d6 # printf()

Data segment
Global offset table (GOT)

GOT([0]: addr of .dynamic
GOT[1]: addr of reloc entries
GOT[2]: addr of dynamic linker
GOT[3]: 0x4005b6 # sys startup
GOT[4]: &addvec()

GOT[5]: 0x4005d6 # printf()

Code segment

callg 0x4005c0 # call addvec()

Procedure linkage table (PLT)

Code segment

# PLT[0]: call dynamic linker

4005a0: pushq *GOT[1]

4005a6: jmpq *GOT[2]

# PLT[2]: call addvec()
4005c0: jmpq *GOT[4]
4005c6: pushq $0x1

o commm 1, o

4005cb: jmpq 4005a0

callq 0x4005c0 # call addvec()

Procedure linkage table (PLT)

# PLT[0]: call dynamic linker
4005a0: pushq *GOT[1]
4005a6: jmpq *GOT[2]

# PLT[2]: call addvec()

'l 4005c0: jmpq *GOT[4]
4005c6: pushq $0x1
4005cb: jmpq 4005a0

(a) First invocation of addvec

(b) Subsequent invocations of addvec

Figure 7.19 Using the PLT and GOT to call external functions. The dynamic linker resolves the address of
addvec the first time it is called.
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Data segment Data segment
Global offset table (GOT) Global offset table (GOT)
GOT[0]: addr of .dynamic GOT([0]: addr of .dynamic
GOT[1]: addr of reloc entries GOT[1]: addr of reloc entries
GOT[2] : addr of dynamic linker GOT[2]: addr of dynamic linker
GOT[3]: 0x4005b6 _# sys startup GOT[3]: 0x4005b6__# sys startup
GOT[4]: 0x4005c6 # addvec() | GOT[4]: &addvec()
GUI D] : Ux4005d6 # primti() 0 T Ux4005d6  # prin
Code segment Code segment
@ callg 0x4005c0 # call addvec() callq 0x4005c0 # call addvec()
Procedure linkage table (PLT) @ Procedure linkage table (PLT)
# PLT[0]: call dynamic linker # PLT[0]: call dynamic linker
4005a0: pushq *GOT[1] 4005a0: pushq *GOT[1]
4005a6: jmpq *GOT[2] »(4) 4005a6: jmpq *GOT[2]
@ Ea s s e # PLT[2]: call addvec()
@ [o8e% impa _*GOT[4] %! 4005c0: jmpq *GOT[4] » (2
Ei 4005c6: pushq $0x1 4005c6: pushq $0x1
4005cb: jmpq 4005a0 4005cb: jmpq 4005a0

(a) First invocation of addvec (b) Subsequent invocations of addvec

Figure 7.19 Using the PLT and GOT to call external functions. The dynamic linker resolves the address of
addvec the first time it is called.
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Data segment Data segment

Global offset table (GOT) Global offset table (GOT)

GOT[0]: addr of .dynamic GOT([0]: addr of .dynamic
GOT[1]: addr of reloc entries GOT[1]: addr of reloc entries
GOT[2] : addr of dynamic linker GOT[2]: addr of dynamic linker

GOT[3]: 0x4005b6 # sys startup :
| GOT[4]: &addvec()
0 : :

GOT[4] : 0x4005c6 # addvec()

GOT[5] : 0x4005d6 # printf() 0X4005d6 prin
Code segment Code segment
@ callg 0x4005c0 # call addvec() callg 0x4005c0 # call addvec()
Procedure linkage table (PLT) @ Procedure linkage table (PLT)
# PLT[0]: call dynamic linker # PLT[0]: call dynamic linker
4005a0: pushq *GOT[1] 4005a0: pushq *GOT[1]
4005a6: jmpq *GOT[2] »(4) 4005a6: jmpq *GOT[2]
@ # PLT[2]: call addvec() o R R R B R A
@—': 4005c0: jmpq *GOT[4] — 4005c0: 1ijmpg *GOT[4] > @
[——i> 4005c6: pushq $0x1 4005c6: pushq $0x1
4005cb: jmpq 4005a0 4005cb: jmpq 4005a0
(a) First invocation of addvec (b) Subsequent invocations of addvec

Figure 7.19 Using the PLT and GOT to call external functions. The dynamic linker resolves the address of
addvec the first time it is called.
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Ry

SR

SEFEMTIE Linking Recap =

n HE: ABRAESE, ARKEE Usually: Just happens, no
big deal
s Bi: FEAV5EIR Sometimes: Strange errors

» EESEINRTFSHEMT Bad symbol resolution
= HEFRHERERY.0. .af0.soSUFAIAKEIK R Ordering dependence of

linked .0, .a, and .so files

s YWFSHAER: For power users:
= TR R ABF 0GR ABAYFRERS Interpositioning to

trace programs with & without source
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