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FRIMFERA

Concurrent Programming is Hard!

s R BEAEAFELEITFR The human mind tends to
be sequential

m A IS E 5 iR 5\ The notion of time is often
misleading

s ZRITENRGETE A RNEGIRTFIEERS
%, TWHEE AT EER Thinking about all
possible sequences of events in a computer system is
at least error prone and frequently impossible




23E = 5+ Data Race




FE8H Deadlock




A8 Deadlock 3£

s [E5EER~H Example from signal handlers.
s A ARELEEF P fEHprintf? Why don’t we use

printf in handlers?

void catch child(int signo) {
printf ("Child exited!\n") ; // this call may reenter printf/puts! BAD! DEADLOCK!
while (waitpid(-1, NULL, WNOHANG) > 0) continue; //reap all children

}

m Printff33%: Printf code: 5575@5 g&{;g—' s o
e _ Acquire  Receive ( =)
= 3X158d Acquire lock L llock signal - R

* f{T{E Do something
» IRFUEN Release lock




A8 Deadlock

N AR R T B4 Hprintf? Why don’t we u

printf in handlers?

void catch child(int signo) {
printf ("Child exited!\n") ; // this call may reenter printf/puts! BAD! DEADLOCK!
while (waitpid(-1, NULL, WNOHANG) > 0) continue; //reap all c’hildren
4 Y, (%

HRE  BWIEH ZEAEH

PrintffCA%: Printf code: .| Acquire  Receive  (Tryto)
R NY . I lock ] ] i

« FR/EHH Acquire lock next signal l acquire
* T {E Do something
» ERHOEI Release lock

R E SRR T B printfl R EA 70?7 What if

signal handler interrupts call to printf?

}
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A printfFE4! Testing Printf Deadlock <=

void catch child(int signo) {
printf ("Child exited!'\n"); // this call may reenter printf/puts! BAD! DEADLOCK!
while (waitpid(-1, NULL, WNOHANG) > 0) continue; //reap all children

}

int main(int argc, char** argv) {

Child #0 started

for (i = 0; i < 1000000; i++) { Child #1 started

1f/}f9rk(;_iz 0) ft _ diatel Child #2 started
in child, exit lmmediately Child #3 started
exit(0) ;

Child exited!
} Child #4 started

[ %ntia;ezt "Child #%d started\n", i); o iid exited!
sprintf (buf, 1 5d started\n", 1)/ 1314 #5 started

printf ("%$s", buf);
}

return 0;

} Child #5888 started
Child #5889 started



N printf3

?

gl

=

=

Why Does Printf require Locks?

m Printf (fifprintf. sprintf)SZI+

2 NE TN T

(and fprintf, sprintf) implement buffered 1/0

ZZ M4y Buffered Portion

Printf

AEBAEZE M /no longer in buffer

E.i3E already read

FR#E unread

ANE] I, unsee

HHISFALE j

Current File Position

n FEHPIVTRNZILEZEZ M X Require locks to access the

shared buffers
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Y581 Livelock
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Y581 Livelock
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At Starvation

s HEBEWMIEMNESRE

ZE Yellow must yield to
green

s JRIEAKRISZREBRE
Continuous stream of
green cars

BANRGHE T HR,
{HA BAME T RS 5

F Overall system
makes progress, but
some individuals wait
indefinitely

\

11
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FRIMFERA

Concurrent Programming is Hard! -
n AL H B Classical problem classes of

concurrent programs:

» BF SREVETRFREMESEMEEAERRK Races:
outcome depends on arbitrary scheduling decisions elsewhere in
the system

« B EARTRH ERYSRE— 1 EE(Z?  Example: who gets the last

seat on the airplane?
= BB%: RO ECAZIEIERIFH Deadlock: improper resource
aIIocatlon prevents forward progress
« M ATBIBZEE Example: traffic gridlock
= SEE/IER/ AT INEBEA/ SR SRR AT BE=EE
.IJ:_jr'E%J\&JE Livelock / Starvation / Fairness: external events
and/or system scheduling decisions can prevent sub-task progress

- a0 BEASEEENRBIEHERA Example: people always jump in

front of vou in line 12
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FRIMFERA

Concurrent Programming is Hard!

”~

n HFRFENFZHHEEH T RIERNTE

/
&
5=

7 “Lx"//

g

Plo o Many

aspects of concurrent programming are beyond the scope

of our course..

s (BFIERRFAE but, not all ©

= B 1SR PR L RPIISIXEE S E We'll cover some

of these aspects in the next few lectures.

13



R mIEIRHE !

Concurrent Programming is Hard!

! >

(322

‘BRIBEEIREME, {H... It may be hard, but ...

BHRREEHR, ENtEALER! itcan

be useful and sometimes necessary!

J

A VE more and more necessary!



open clientfd <

& F Client

z- 9

socket
Connection
request
connect f[-—-————-—-—------

’REE: EMRA B FERS S
Reminder: Iterative Echo Server
JR457% Server

socket

I

bind

'

listen

% open_listenfd

'

> accept

AR 55 4%

v

P
Client /

rio writen

v

'

Server

rio readlineb

\ 4

rio_readlineb

FRRET—

'

rio writen

OC-2alivb:Z:3
w3

Await
connection

Session

A4

close B

A4

rio_readlineb

A 4

close

request from
next client

15



IR 5532 Iterative Servers
n IEARIRSGBR— IR —AE KR Iterative servers

process one request at a time

% 1 Client 1 k2% 2% Server
connect ........................................ >
accept
WELIEE | read
call read| :
ret read P L bk write
read
close ............................ Elose
.......... >

16



EARIRS2S Iterative Servers =
n ERARSS 2 — IR B — N5 3KR Iterative servers

process one request at a time

% F11/Client 1 Hk 55 %% Server % 12 Client 2
Connect ........................................ »
accept| e connect
DRSSPI
WELIEE L ffif _______________ write
call read onneeennnnnnnnemnne et
.............................. s call read
ret read[*” write ~
read ;
close|-...... 1 Q%%%m§§§%§55
................... crose FAT & P L Ak
accept > 1 Wait for
read server to finish
. with Client 1
write
-/

*| ret read

17



%:/l\ g};—h Bi%fb i

1.1

n FOAEPERE

2528 Second client attempts to

[

connect to iterative server

Z 7 Client

( socket
open_clientfd<
connect
ST

rio writen

EEER =

b

Connection

request

'

rio readlineb

A

? &

iy, -~
Where Does Second Client Block? N
%@Jiﬂéﬁﬂﬁ m connectii FJiR 8] Call to connect

returns

= REEERRSBHIER Even
though connection not yet accepted

= IRSSEEIRTCPEIRSEXHEKIFITHE
BA Server side TCP manager queues
request

= 1ZINBEFR 9 “TCP{ilfTbacklog”
Feature known as “TCP listen
backlog”

rio_writenid A& 7] Call to
rio_writen returns
» RS EEIRTCPETRERE M NEURE

Server side TCP manager buffers
input data

rio_readlineb i F FH2£ Call to

rio_readlineb blocks

» R55EEIRBEEUE Server hasn’t

written anvthing for it to read vet. 18



TEARR 55 4% B 2 A< R P

Fundamental Flaw of Iterative Servers

&

32
—

% F'1 Client 1 flk 55 4% Server % F'2 Client 2
Connect ........................................ >
accept| e connect
write | call read - write

call read
ret read

P 20241 User

goes out to lunch

P H SR H P
HENE P Client 1

blocks waiting for user

to type in data

call read

AR 5% %5 H 28 25 155
PR A

Server blocks

waiting for data
from Client 1

<

call read

= 2BH ZE SRR A
Al 55 45 13 Client 2
blocks

waiting to read

l from server

m RIRFTER: [FHIFRIESE: Solution: use concurrent

servers instead
» HAEIRSSEEAZSNFARBEIAZINEFimRtiRSS concurrent servers

use multiple concurrent flows to serve multiple clients at the same time

19
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W5 IR ARE 2R 515 Approaches for -

Writing Concurrent Servers -

BIFIRSSEEF AANERZ N E Allow server to handle multiple clients concurrently

1. ZT3#FE Process-based

» NZBEAEZ B Kernel automatically interleaves multiple
logical flows

B NREPEECRIFAGHBULZS|E] Each flow has its own private address
space

2. T EHH4 Event-based

m Tif%_)l'lz'l\flj\lﬁ’fﬁg/ﬁiﬁiﬁiﬁ Programmer manually interleaves multiple
ogical flows

» FRERILEFEREAIHBIEZSE] All flows share the same address space
» (ERRFRI/0ZEEFRIFEN Uses technique called I/O multiplexing

3. T2 Thread-based

» NIZBENAEZ TNMZEE R Kernel automatically interleaves multiple
logical flows

» FBNAHEEHEERIHELEZS|E] Each flow shares the same address space
» ETHEME TSI ARYES Hybrid of of process-based and

event-based

20



Jrig#1: HT R MRS £%

Approach #1: Process-based Servers ot
s AENE P AR 3EFE Spawn separate process for each
client
2 71 client 1 JIk 55 %% server
call connecty.....ei call accept
...................... o ret accept
call fgets child 1 fork
H P £z call accept
RN User call read
goes out to + 1 FEFH 2
lunch EERF A 1
. 1% 45 Child
2 PH 2SS blocks
5 P BN "
MO Client 1 waiting for
blocks dgta from
waiting for Client 1
user to type

in data 21
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JiE#L: BT HERRS S S £
Approach #1: Process-based Servers ot
s AENE P AR 3EFE Spawn separate process for each

client

in data

72 1 client 1 i 55 2% server 72 F12 client 2
call connecty........... call accept
................... 'Y ret accept e Call COnneCt
AR
call fgets
J child 1 fork
. Ve
E%tg?:r”a call read catl acceit
ret accep
goes out to T FEH 3E call fgets
lunch SEfF A _
ETe s fork wz write
=P 1FH 28 5% : call read
Child blocks
5 PR P f call
" waiting for
e Client 1 & read
blocks da.ta from write \
waiting for Client 1 close ret read
user to type lclose

22



W
_r\*__/

EAR ] 7= IR %% 2% Iterative Echo Server :..‘

int main(int argc, char **argv)

{

int listenfd, connfd;
socklen t clientlen;
struct sockaddr storage clientaddr;

listenfd = Open listenfd(argv[l]);
while (1) {
clientlen = sizeof (struct sockaddr storage) ;

connfd = Accept(listenfd, (SA *) &clientaddr, é&clientlen)
echo (connfd) ;

Close (connfd) ;

}
exit(0) ;

» 1257 — /N IEETE SR Accept a connection request
= b [A] 751 SR B 2% F 24 1E Handle echo

requests until client terminates

echoserverp.c

23



HlE I & B 75 ik 55 23 L
Making a Concurrent Echo Server g

int main(int argc, char **argv)
{
int listenfd, connfd;
socklen t clientlen;
struct sockaddr storage clientaddr;

listenfd = Open listenfd(argv[l]);
while (1) {
clientlen = sizeof (struct sockaddr storage) ;
connfd = Accept(listenfd, (SA *) &clientaddr, é&clientlen)

echo (connfd) ; /* Child services client */
Close(connfd); /* child closes connection with client */
exit (0) ;

echoserverp.c

24




HlE I & B 75 ik 55 23 L
Making a Concurrent Echo Server g

int main(int argc, char **argv)
{
int listenfd, connfd;
socklen t clientlen;
struct sockaddr storage clientaddr;

listenfd = Open listenfd(argv[l]);
while (1) {
clientlen = sizeof (struct sockaddr storage) ;
connfd = Accept(listenfd, (SA *) &clientaddr, é&clientlen)

if (Fork() == 0) {
echo (connfd) ; /* Child services client */
Close (connfd) ; /* Child closes connection with client */
exit (0) ; /* Child exits */

echoserverp.c

25




il I & [B] 7= ik 5 4s

Making a Concurrent Echo Server

K
\?—”L—“
R

ot

int main(int argc, char **argv)
{
int listenfd, connfd;
socklen t clientlen;
struct sockaddr storage clientaddr;

listenfd = Open listenfd(argv[l]);
while (1) {
clientlen = sizeof (struct sockaddr storage) ;

connfd = Accept(listenfd, (SA *) &clientaddr, é&clientlen)

if (Fork() == 0) {
echo (connfd) ; /* Child services client */
Close (connfd) ; /* Child closes connection with client */
exit (0) ; /* Child exits */

}

Close(connfd); /* Parent closes connected socket (important!) */

echoserverp.c

HNfT? Why?

26
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il I & [B] 7= ik 5 4s S &

Making a Concurrent Echo Server g

int main(int argc, char **argv)
{
int listenfd, connfd;
socklen t clientlen;
struct sockaddr storage clientaddr;

listenfd = Open listenfd(argv[l]);
while (1) {
clientlen = sizeof (struct sockaddr storage) ;
connfd = Accept(listenfd, (SA *) &clientaddr, é&clientlen)

if (Fork() == 0) {
Close(listenfd); /* Child closes its listening socket */
echo (connfd) ; /* Child services client */
Close (connfd) ; /* Child closes connection with client */
exit (0) ; /* Child exits */

}

Close(connfd); /* Parent closes connected socket (important!) */

echoserverp.c

27




T TR IR B 75 RS 28 o

Process-Based Concurrent Echo Server —#—

int main(int argc, char **argv)
{
int listenfd, connfd;
socklen t clientlen;
struct sockaddr storage clientaddr;

Signal (SIGCHLD, sigchld handler) ;
listenfd = Open listenfd(argv[l]);
while (1) {
clientlen = sizeof (struct sockaddr storage) ;
connfd = Accept(listenfd, (SA *) &clientaddr, é&clientlen)

if (Fork() == 0) {
Close(listenfd); /* Child closes its listening socket */
echo (connfd) ; /* Child services client */
Close (connfd) ; /* Child closes connection with client */
exit (0) ; /* Child exits */

}

Close(connfd); /* Parent closes connected socket (important!) */

echoserverp.c

28




ETHRNFRESRSSE (B o

Process-Based Concurrent Echo Server

(cont)

g

{

return;

void sigchld handler (int sig)

while (waitpid(-1, O, WNOHANG) > 0)

echoserverp.c

" [ ERIE

A7

LF2 Reap all zombie children

29



HERRFE2%: acceptiffi -

Concurrent Server: accept lllustrated ¥

listenfd (3)

Client l T Server

clientfd
Connection listenfd (3)
request _________ >
Client i T Server
clientfd
listenfd (3)
®
Server

Client Server
1en ) . Child

clientfd connfd (4)

1. R % ws i tFaccept, F1FH00T#
B #f listenfd_f JIELEE R

1. Server blocks in accept, waiting
for connection request on listening
descriptor 1istenfd

2. 5 7 BT i fHconnect & HHEHE
ER

2. Client makes connection request by
calling connect

3. R % # Maccept B [Flconnfd . B)E
FHAFELMFEE . B CTE
clientfd #ll connfd .2 |5/ /£

3. Server returns connfd from
accept. Forks child to handle client.
Connection is now established
between clientfdand connfd

30



B TR AR A AT IR R =

Process-based Server Execution Model ="

EEER | M
Connection requests | k&%
Listening

i1 server - 9p]

FR&-aefs | PrO°eSS | g seg
elig)? :??; Client 1 Client2 27 2404
ien atla

server server | Client2 data
process process

G NZ Fim IR A FHFELNE Each client handled by
independent child process

» BIZIERBEHEEIRZE No shared state between them
» QFHFEEBBlistenfdFdconnfdAYEIZAS Both parent & child
have copies of listenfd and connfd

LIHFEWIRKF]connfd Parent must close connfd
« FIHFEMN K [F]listenfd Child should close 1istenfd 31

N
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7 0 R 26 B 1 2

Issues with Process-based Servers :
m T AR S5 23 ERE A A0 B WU P 372 Listening server

process must reap zombie children
» DB A BIARTEIIE to avoid fatal memory leak

o f )

A

int main(int argc, char **argv)

{

int listenfd, connfd;
socklen t clientlen;
struct sockaddr sto

listenfd = Open 1lig
while (1) {
clientlen = sif = orage) ;
connfd = Accept ientaddr

if (Fork() ==
echo (connfd) ; Hces client */

Close (connfd) ; Pses connection with clien
exit (0); exits */

, &clientlen) ;




BT R AR 541 1)

Ny

Issues with Process-based Servers

n S GHFEDRH

copy of connfd

-
e

LconnfdEl|Z< Parent process must close its

» RZRFENERET/FTF SRS |2 Kernel keeps reference count

for each socket/open file

» GIEHFERS, connfdS|FHLTEN92 After fork, refent (connfd) =2
» fFconnfdg |BITEI0ZE, 1EEASXKIF] Connection will not be closed

until refcnt (connfd) = 0

int main(int argc, char **argv)

{

int listenfd, connfd;
socklen t clientlen;
struct sockaddr sto

listenfd = Open 1lig
while (1) {

if (Fork() ==
echo (connfd);
Close (connfd) ;
exit (0); exits */

clientlen = sif = orage) ;
connfd = Accept ientaddr

Hces client */
Pses connection with clien

&clientlen) ;



ETHRIREBRANRE oo

Pros and Cons of Process-based Servers

+ R AL AN EE: Handle multiple connections
concurrently

+ R BB

FLEMERY Clean sharing model

» AT (&) descriptors (no)
= VR (B) file tables (yes)
» 3% = (&) global variables (no)

+ fR SR E

- 5

control

- ‘)14 ﬁz IE—J /igﬁ:

0pvi st talyas

between processes

" (RIEA

to demonstrate)

iy

$% Simple and straightforward

48 Additional overhead for process

\Y 3

- AN TR B2 Nontrivial to share data

SHIGIF S B ERFEAEEITEARIRT This example too simple

34



J7iEH2: T TR RS2

Approach #2: Event-based Servers -

n RSB IESIIEELE S Server maintains set of active

connections

= connfd&i4B Array of connfd’s
55 : Repeat:
» FAEWRLESHIIATT (connfdEklistenfd) ELBERAJEIN Determine
which descriptors (connfd’s or 1istenfd) have pending inputs
« {5140: {sEselectEiZY e.g., using select function
- FEREANEIAZE— 1S4 arrival of pending input is an event

= NRlistenfdEiN, NHESIEEE If listenfd has input, then accept
connection

« FEFAYconnfdiZmINEIZ94H and add new connfd to array
o (FRHEERCHIINIRSEIEIEIZE Service all connfd’s with pending

inputs

s FAEBRS B ETEFERRSSE Details for select-

based server in book

[ |
Uiy

35
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1 S AL 2

.

i
o l’\lé“ =3
— =
~ ~
\ . vy
\_T ,_/

1/O Multiplexed Event Processing  ,.m s

1EBNHIAFF Active Descriptors

© 00O N O U1 & W N = O

listenfd = 3

connfd’s

10

1 1
==

12

[ I D D R |
=== |W

>

>

>

f

Z\.

&3
Active
ANiEEN
Inactive
&3
Active

MBLAE

Never Used

RET

HAE

ul%?

Anythi

happened?

ng

connfd’s

10

SN

12

T 1 1 b1 1
== =W

Read and service

A% Pending Inputs

listenfd =3 ¢

36



BT HA IR S5 20 RABR =2

Pros and Cons of Event-based Servers ="
n + /B EEH| A bE 23 [8] One logical control flow and

address space.

m + A U ASSHT P IRER Can single-step with a debugger.
n + A HEERZLEEF] 44 No process or thread control

overhead.

= X AAEMEREWebIRSS 2RFIHEERS [BANRITIRRE, HIflNode.js. nginx,

Tornado De5|gn of choice for high-performance Web servers and search
engines. e.g., Node.js, nginx, Tornado

n - HEETHERGENITEEREER/BEZ significantly
more complex to code than process- or thread-based designs.

n —[RXEROLAR E 3 & Hard to provide fine-grained
concurrency

= FIGNANEIAMEEERS HTTPIE RS E.g., how to deal with partial HTTP
request headers

n - PEEFIFHZZEIMLE Cannot take advantage of multi-core
s EA—PY1sEl|ZEFR Sinele thread of control 37




FiE#3: ERTFRERRE R S
Approach #3: Thread-based Servers

n 5hE# (T3 JEEMHELL Very similar to approach
#1 (process-based)

»  (BRE(FEALEAEHHRE . but using threads instead of processes

38
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&G FEAL B Traditional View of a Procﬁk
n HRE=HE BT CHAVE .. BHEFER Process = process

context + code, data, and stack

RT3
______ Process context = _ RAG. BHEFMER Code, data, and stack
Program context: Sp —> Stack
Data registers
Condition codes Shared libraries
Stack pointer (SP) ‘
Program counter (PC) brk — Run-time heap

Kernel context:
VM structures
Descriptor table
brk pointer

Read/write data
PC — Read-only code/data

39



5 —Fh 3 FELNL B Alternate View of a Proc&
n HRE=ZE+LE. BEHEMNPNZ ET I Process =

thread + code, data, and kernel context

ZAE(ELTE) KRG FAEMAR LT

Thread (main thread) Code, data, and kernel context

Shared libraries

brk —

Run-time heap
Read/write data
PC — Read-only code/data

Thread context:
Data registers
Condition codes
Stack pointer (SP)
Program counter (PC)

Kernel context:
VM structures
Descriptor table
brk pointer

40



— R SRS RTEHRE 3£
A Process With Multiple Threads =

n SNRER LS —AN#FESREE Multiple threads can be associated with a process

= BRRERE ECHZEISFR Each thread has its own logical control flow
. FNEREHEEREERCE. 2UEFIRZ T3 Each thread shares the same code, data, and kernel

context
» BNNEEEEECHISERZER Each thread has its own stack for local variables

» (BARAZHMEIZAYFEIR but not protected from other threads
" BNPEEEEECHIZIZEd (TID)  Each thread has its own thread id (TID)

LRFEL(FLR7E) ZFE2(XFLTE) HEAR R

Thread 1 (main thread) Thread 2 (peer thread) Shared code and data

shared libraries
stack 1 stack 2
run-time heap
Thread 1 context: Thread 2 context: read/write data

Data registers Data registers read-only code/data
Condition codes Condition codes 6
SP, SP,
PC, PC, Kernel context:

VM structures

Descriptor table
brk pointer

41



- r\k"g .

L FEHIZ AL A Logical View of Th readg‘?’”
s SRR RIER N FLFEM Threads associated

with process form a pool of peers
» 5 HEFRERRIAE Unlike processes which form a tree

hierarchy
i fEfoo R EX LR T2 HERIRE M
Threads associated with process foo Process hierarchy

——————————————————————

(e
OJOXO),

“-« | shared code, data
and kernel context

.
.*
.
*
*
*
*
*

42



K ZRFE Concurrent Threads #

s N RERFEE, WREMFREERE FES Two

threads are concurrent if their flows overlap in time
s B0, BRI Otherwise, they are sequential

_ LBTEA £ 728 £BFEC
| Z’\‘WI S Examples: Thread A Thread B Thread C
= 'A% Concurrent: A& B, A&C \f
= ||l Sequential: B & C I
01 A |
Time | | """"""""""""""""""""

43



R FEAT Concurrent Thread Execut@

n BZAESE Single Core ™ ZZALEE Multi-

Processor Core Processor

= BRI T = OJLASSLEIEHT
Simulate parallelism by

\ I

Can have true

time slicing parallelism
LRTEA £:728 LRTEC LRTEA 4728 ZRFEC
Thread A Thread B Thread C ThreadA T hreadBThread C

20 BIBATIN TR

Run 3 threads on 2 cores 2



2 PN} L33 FE Threads vs. Processes

n ZRFEFHFEI{IAHLL How threads and processes are

similar

- 4\%51 ' Qﬁgﬁiﬁif?%ﬂ,ﬁ Each has its own logical control

flow

" §ERRTLASEARAH

FRIE{T (RIREEAS

A

A0 L)

Each can run concurrently with others (possibly on different cores)

» FPEFEHIT E TSR Each is context switched

45



LRFENT L HEFR Threads vs. Processes =

n ZRFEFIHFERIX ] How threads and processes are

different

 REHSMENENEGE (FEBMEERIl) Threads share all

code and data (except local stacks)

- HE (BE) A% Processes (typically) do not
s HERNFEIETHFE Threads are somewhat less expensive

than processes

- ArEEH (RUEFIEN) AFEELEEHIRIME Process control

(creating and reaping) twice as expensive as thread control

« Linux EAYZS=Z:  Linux numbers:

- #9275/ Y SRS SRR R E R

reap a process

~20K cycles to create and

- 1S ERERE (BEZ)) KEIZEFEUIEZFE ~10K cycles

(or less) to create and reap a thread

46



WERL LY

4

5

WERL LY

Am|
)

BUNE

Rejceive . A EERE

-
==
-~
=
-

-

+ Handler

5B ILEIRE Signal handler shares

state with regular program
= B¥E1% Including stack

-

4

=

T I

Am|
)

N

AT Signal handler

interrupts normal program execution

= AFRHEARVIIFEEA Unexpected procedure call
» REIFIEEHITIR Returns to regular execution stream

= FRE—DIIER

Not a peer

s AIREIFEPIE I Limited forms of synchronization
» FEFROLABZEE/#EBZE(SS Main program can block / unblock signals
» FFEEFO[LIER{E(ZE Main program can pause for signal a7



PosixZ2k & (Pthread) <
Posix Threads (Pthreads) Interface o
m Pthreads: TR#EEEL, BE52160 7 KE, P UINCEESER

EVELZRTE Pthreads: Standard interface for ~60 functions that
manipulate threads from C programs

= QIEFEUILLFZE Creating and reaping threads
= pthread create()

= pthread join()
» FATEZLFEID Determining your thread ID
= pthread self()
. 22|22 Terminating threads
= pthread cancel ()
= pthread exit()
« exit () [RLILFTBE%ZFE terminates all threads]
» return [ZZIFYFIZEFE terminates current thread]
» WHEEANGRIH{TEZE Synchronizing access to shared variables
= pthread mutex init

* pthread mutex [un]lock 18



PthreadX] “hello, world” &%
The Pthreads "hello, world" Program

/*

* hello.c - Pthreads "hello, world" program

*/ ZEFE/Z 1% Thread attributes
#include "csapp.h" ,%f_—‘?ID Thread ID

A 5 45T usually NULL)

void *thread(void *vargp) ;

int main(int argc, char*¥*

{

| ZEFEHIFE Thread routine

pthread t tid;
Pthread create(&tid, NULL, thread, NULL);

Pthread join (tid, NULL); T~ |[ ##2%hread argu
return O; i (VOi d *p )
} hello.c
& [5/{& Return value
void *thread(void *vargp) /* thread routine */ (vohi**p)
{

printf ("Hello, world!\n");
return NULL;

hello.c

49



ZZFEALET “hello, world” 4T

Execution of Threaded “hello, world”
FZFE Main thread

i H call Pthread create ()

Pthread_create () returns Jg[A] | .. SHaZE4E 2 peer thread
Jif call Pthread join() | printf ()
ERBERR SRR ]retum UL
Main thread waitsfor | .- ’
peer thread to terminate | .. §%§ﬁé§ 1k
.......... eer threa
Pthread join ()returns i [d] —— terminates
exit ()
A IR MINELRE |
Terminates

main thread and
any peer threads

50



L. Or, ...

F28FE Main thread

i H call Pthread create ()

Pthread create ()returnsig[E | e

W H call Pthread join()

FREAFEANELE
2% IF: Main thread doesn’t
need to wait for peer

thread to terminate | .

Pthread join () returns iz [H] L

exit ()

£ E LT MR L ¢
& Terminates
main thread and
any peer threads

....... FHEELRFE Peer thread

Ten
e
.....
"
e
"

. printf ()
return NULL;

......................... A

Peer thread
terminates

o B3RS 2 FA] e f4aY
#4757 . And many many

more possible ways for this
code to execute.
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BT R R 5 7 AR 5 58 ~
Thread-Based Concurrent Echo Server ——

int main(int argc, char **argv)
{
int listenfd, *connfdp;
socklen t clientlen;
struct sockaddr storage clientaddr;
pthread t tid;

listenfd = Open listenfd(argv[l]);
while (1) {
clientlen=sizeof (struct sockaddr storage) ;
connfdp = Malloc(sizeof (int)) ;
*connfdp = Accept(listenfd, (SA *) &clientaddr, &clientlen);
Pthread create(&tid, NULL, thread, connfdp);

}
return O; echoservert.c

s RN A T 2R FE Spawn new thread for each client
" TE@T%I’T#%%%?‘{F El'il %% Jl_\l ﬁ?@?ﬁ%ﬁ% %% Pass it copy of connection file descriptor

= JFEREAFHMalloc()! [{E 27 A B Free()] Note use ofMalloc () !
[but not Free ()] 52
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BTN KRS (82

Thread-Based Concurrent Server (cont) i

/* Thread routine */
void *thread(void *vargp)

{

int connfd = *((int *)vargp):
Pthread detach (pthread self());
Free (vargp) ;
echo (connfd) ;
Close (connfd) ;
return NULL;

} echoservert.c

 EITERRE D ERY =T Run thread in “detached” mode.

- SEEEEMITIEIT Runs independently of other threads
- BRIEATBEmEW (A1) Reaped automatically (by kernel)

when it terminates

» B ECLE (R F connfdBYTFEZS|8] Free storage allocated
to hold connfd

* X[Zconnfd (EEE! ) Close connfd (important!) 53




HTLRER RS BPITE
Thread-based Server Execution Model ¥

EEER | R
Connection requests |ik552% X288

& P Listening % P

AR %28 Server ARk %528
ZF 1%(% S AR R main thread S R KF' Z#[ﬁ
Client 1 data s d e “Client 2 data

server server

peer peer
thread thread

» FPNEFPRHBENNEFLFZLME Each client handled by
individual peer thread

» RIS ERTID Z MY B IHFEIAZS Threads share all

process state except TID
» BN EIEEPE— ) ERIRRYEEREE R Each thread has

a9 cenarate <tack for local variahlec 54




FT LR IR S5 2R 16 ) R <%
Issues With Thread-Based Servers o

n WIEIT “O08” DLEd N EEE Must run “detached”

to av0|d memory leak

» R HABYIEIR, ZRAEEPRE /2 S HEL 7 EHY At any point in

time, a thread is eltherjomab/e or detached

" O/ S HERRE ] LA E A2 RIWFOZRIE Joinable thread

can be reaped and killed by other threads
« WMEIK ({E8pthread_join) LABRIATFRIR must be reaped

(with pthread join)to free memory resources

" AR B MEAZ[EIELZRIE Detached thread

cannot be reaped or killed by other threads

- R FBTBEINEIKERIR resources are automatically reaped on
termination

s B MRS IR S SHEY Default state is joinable

« {Fpthread_detach(pthread_self())iH{T3 = use
pthread detach (pthread self ()) to make detached
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BT LR AR I R 5 28 B4 ) R S
Issues With Thread-Based Servers o

n WIOU/PNOEHRERAINLEE Must be careful to avoid
unintended sharing

= G0, BHEFTHEBEIFZFZMITE For example, passing pointer
to main thread’s stack
= Pthread create(&tid, NULL, thread, (void *) &connfd);

n ZRIEVAH BT BRI 26722217 All functions

called by a thread must be thread-safe
= (FIRIR) / (next lecture)
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BN LRI

Potential Form of Unintended Sharing -

17

—

X

\i

while (1) {

int connfd = Accept(listenfd, (SA *) &clientaddr,
Pthread create(&tid, NULL, thread, &connfd);

}

&clientlen) ;

F 222 main thread

connfd = connfd,

a
“ay,
"y
L
LN ]
"y
Ly ]
"
Ll ]
"
"
Ly ]
"
Ly ]
L]
Ll ]
......
"
Ll ]
LN ]
"
Ly ]
"
Ll ]
L]
"
"
"
Ly ]
"
"
"
L]

F 28 FE4% Main thread stack

connfd

l;onnfd = *vargp
1T T vargp #9775 I 75 5 1 /5] 9 17 £ ?

Peer, stack

o vargp

Peer, stack

Y vargp

Why would both copies of vargp point to same location? 57



—HER 2SR
A Process With Multiple Threads

n ZNREF LS —N3EFESCER Multiple threads can be associated with a process

. FGNEREEBE B CHNE SRR Each thread has its own logical control flow
" B NEREHSEEENE. #0EF0MZ T Each thread shares the same code, data,

and kernel context

» GNEREEPEBECHIEEREEE Each thread has its own stack for local variables
« (BARASZHEMZFZAYRIP but not protected from other threads

= BB ECRIZAZd (TID)

21 (FLB)
Thread 1 (main thread) Thread 2 (peer thread)

stack 1

Thread 1 context:
Data registers
Condition codes
SP,

PC,

RfE2 CHERE)

Each thread has its own thread id (TID)

HENREMERE

Shared code and data

stack 2

shared libraries

run-time heap

Thread 2 context:
Data registers
Condition codes
SP,

PC,

read/write data

read-only code/data

Kernel context:
VM structures
Descriptor table
brk pointer
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{5 R BT P R AR R SE R R £+

But ALL memory is shared

Thread 1 context: Thread 2 context:
Data registers Data registers
Condition codes Condition codes
SP, SP,

PC, PC,

LIEUF L) KIE2(WFETE)
Thread 1 (main thread) Thread 2 (peer thread)

shared libraries

stack 1 stack 2

run-time heap
read/write data

read-only code/data

Kernel context:
VM structures
Descriptor table
brk pointer

59




while (1) {

int connfd = Accept(listenfd,
Pthread create(&tid, NULL, thread, &connfd);

}

(SA *) &clientaddr, &clientlen);

Thread 1 context:
Data registers
Condition codes

Thread 2 context:
Data registers
Condition codes

SP, SP,
PC, PC,
Thread 1 Thread 2
shared libraries
run-time heap
connfd read/write data

&connfd:

read-only code/data

Kernel context:
VM structures
Descriptor table

brk pointer




while (1) {

int connfd = Accept(listenfd, (SA *) &clientaddr,

Pthread create(&tid, NULL, thread, &connfd);

}
Thread 1 context: Thread 2 context: Thread 3 context:
Data registers Data registers Data registers
Condition codes Condition codes Condition codes
SP, SP, SP,
PC, PC, PC,
Thread 1 Thread 2 Thread 3
shared libraries
run-time heap
connfd read/write data

&connfd

&connfd

read-only code/data

Kernel context:
VM structures
Descriptor table

brk pointer

&clientlen) ;




/* Thread routine */
void *thread(void *vargp)

int connfd = *((int *)vargp)
Pthread detach (pthread self (

Free (vargp) ;
echo (connfd) ;
Close (connfd) ;
return NULL;

shared libraries

Thread 1 context: Thread 2 context: Thread
Data registers Data registers Dat {
Condition codes Condition codes Con
SP, SP, SP,
PC, PC, PC,

Thread 1 Thread 2 TH }
connfd

&connfd

run-time heap

read/write data

&connfd

read-only code/data

Kernel context:
VM structures
Descriptor table

brk pointer




EHERETSFT? S

Could this race occur? e
F L FE Main M EFLRFE Thread
int i; void *thread(void *wvargp)
for (i = 0; i < 100; i++) { {
Pthread create(&tid, NULL, int i = *((int *)wvargp):
thread, &i); Pthread detach(pthread self())
} save value (i) ;
return NULL;
}

n =45 Race Test
* NRAFERS, IBABINEIZEERIARRI{E If no race, then

each thread would get different value of i

 (RIFHENESSEEN0RIRIZE AR Set of saved values
would consist of one copy each of 0 through 99

63



SIS %5 B Experimental Results ;f”;

B =4 No Race
(1) CLCLLELELELECEECEELELECEEEE LR ELELEELE LR LELELEEEELHL

0 2 4 6 81012141618202224262830323436384042444648505254565860626466687072747678808284868890929496098

BIZ2E1LA Single core laptop
3

2
i
1
o L ANNERR ARRRARRR RRRRAR NARRNARRNNARRNARD ARRNARRD RRNNARRNARRNARRNNRRAN AR R

0 2 46 8101214161820222426283032343638404244464850525456586062646668707274767880828486889092949698

L 1ZR% 2% Multicore server

1

12

10

8

m P EHFIESKAE! The race can really happen!
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Correct passing of thread arguments

/* Main routine */
int *connfdp;
connfdp = Malloc(sizeof (int)) ;
*connfdp = Accept( . . . );
Pthread create(&tid, NULL, thread, connfdp);

/* Thread routine */
void *thread(void *vargp)

{
int connfd = *((int *)vargp):;

Free (vargp) ;

return NULL;

m P E R E R Producer-Consumer Model
= fEmainRE /AL [8) Allocate in main
" TELFEBHIFEF RSN Free in thread routine
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BT RIEERBTHIL,

r\k"”
5 32
VAR )

Pros and Cons of Thread-Based Designs ¥

s + B TESRZ I FEH

structures between threads
» BIMDEZEE. MHETF e.g., logging information, file

cache

4514 Easy to share data

m + ZBFELHRREERZE Threads are more efficient than

S

processes
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T HRIER R THE R FIER A
Pros and Cons of Thread-Based Designs ¥

n - LR HIIEER R SR H A B IR
Unintentional sharing can introduce subtle and hard-to-
reproduce errors!

» RINH SRR RIERNISANETIRAKGTER The ease
with which data can be shared is both the greatest strength and
the greatest weakness of threads

= RERNERRLHIREEERY, MLEFABRY Hard to
know which data shared & which private
 YELAFEMNIZFE Hard to detect by testing

« SRERANERZRIR(E Probability of bad race outcome very
low

- {B3EZE! But nonzero!

» SREEIRIHSRZ Future lectures
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NG FERKITTIE -
Summary: Approaches to Concurrency o

O _%ﬂ::lﬁrz Process-based

» WDAHRSERR: ZTEAREINMNEE Hard to share resources: Easy to
avoid unintended sharing

= AN/ E FPRIFFEEE High overhead in adding/removing clients

M _%:‘F—iﬁ: Event-based
s SERFED Tedious and low level
» YREERNESmEIEE] Total control over scheduling
= JEFE(KAYFTEE Very low overhead
» FLECIEGR ERIFADE Cannot create as fine grained a level of

concurrency
BE{EFHZZ4% Does not make use of multi-core

M _%:J:Q%/E Thread-based

SZTIHEERIR: I8E NBZ T Easy to share resources: Perhaps too easy
» FZFFEE Medium overhead
» YWRERESISBANZIEE] Not much control over scheduling policies

= YELAJA Difficult to debug
« EHIFEABIEE Event orderings not repeatable
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F125 HEaRE

"35: Al Synchronization: Basics

100076202: HENERFRSIE

{EiRELP:
AR 2B Enia

[REE:
Randal E. Bryant and David R. O’Hallaron

Carnegie
Mellon
University
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W Today

n ZFZMOIFN Threads review
m 1EE Sharing

m H 5 Mutual exclusion
m {55 & Semaphores

70



4.1

n HE=HE BT RS, BIEFIER Process = process

context + code, data, and stack

A PX FRTD. HORRIR
Process context ?
---------------------- Code, data, and stack
Program context: X Stack
' sp —

Data registers
Condition codes Shared libraries
Stack pointer (SP) ‘

Program counter (PC) brk — Run-time heap

Read/write data
PC — Read-only code/data

Kernel context:
VM structures
Descriptor table
brk pointer

71
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FEH B AL B Alternate View of a Proc‘s‘fﬁﬂy
o BRE-LRFE (AUB. BARMAK BT Process =

thread + (code, data, and kernel context)

&R (ELE RS BRI BT

Thread (main thread) Code, data, and kernel context

Shared libraries

brk —

Run-time heap
Read/write data
PC — Read-only code/data

Thread context:
Data registers
Condition codes
Stack pointer (SP)
Program counter (PC)

Kernel context:
VM structures
Descriptor table
brk pointer
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— N HER SN RIE-ZREHE 2
A Process With Multiple Threads g

. ZNRER LS —AN3EFESRER Multiple threads can be associated with a process

»  FNKIEEE B CHNEIEIEEAR Each thread has its own logical control flow
 FNRREHEEEERNE. #UEFIAZ T Each thread shares the same code, data, and kernel

context

»  FERREEIBEECHEEPET &R Each thread has its own stack for local variables
» (BARZEMEFIZEAIFRIP but not protected from other threads

 FNKEEEBECHZZd (TID)  Each thread has its own thread id (TID)

AR GEARD AR GHEGE) or GRS

Thread 1 (main thread) Thread 2 (peer thread)

shared libraries
stack 1 stack 2
run-time heap
Thread 1 context: Thread 2 context: read/write data

Data registers Data registers read-only code/data
Condition codes Condition codes 6
SP, SP,
PC, PC, Kernel context:

VM structures

Descriptor table
brk pointer
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Don’t let picture confuse you!

RiE1 (8B

&2 (NERE)

Thread 1 (main thread) Thread 2 (peer thread)

stack 1

stack 2

Thread 1 context:
Data registers

SP,
PC

Condition codes

Thread 2 context:
Data registers
Condition codes
SP,

PC,

NAFTEATH 287

EIRFEE

Memory is shared between all threads

HENREMERE

Shared code and data

shared libraries

run-time heap

read/write data

read-only code/data

Kernel context:
VM structures
Descriptor table
brk pointer




W Today

22 FEF] B Threads review

|

m HE Sharing

m 0 ¥ Mutual exclusion
|

|

{& 5 & Semaphores
A re2E-JH % & [F 2P Producer-Consumer Synchronization
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ELRENRICESEFPLERE
Shared Variables in Threaded C Programs .
n 3 BENCERFF LR ERZILER? Question:

Which variables in a threaded C program are shared?
» EEFNNMReRTERHEN"TNXZEEINEHYIBARE The

answer is not as simple as “global variables are shared” and
“stack variables are private”

n EX: ZEXIZNEET AxEAN LR, ZERILEN Def: A
variable x is shared if and only if multiple threads reference some instance
of x.

n FEDTHBHRIEZESR: Requires answers to the following
guestions:
s RRENAFREEA? Whatis the memory model for threads?

» ESCHRNAIBRESEINTE?  How are instances of variables mapped to
memory?

» H5Z/MNERREO]LS|BENEEBI? How many threads might reference

each of thece instances? 76




ZRIENTFEA: B2
Threads Memory Model: Conceptual
n ZNREEEANHER BT XCHiEST Multiple threads run within the context of a

single process

n BNREERE B CMILKZRFE T 3 Each thread has its own separate thread context
= ZLFRID, tR. HRIEET. PCc. SHIEFIGPEZ1EEE Thread ID, stack, stack pointer, PC, condition

codes, and GP registers

n A REILERKHEEFE LT 3C All threads share the remaining process context
= AFREEHUEUEESEIRRE. HUE. HERIHZEERR Code, data, heap, and shared library

segments of the process virtual address space
» TSNS ELNTEFER Open files and installed handlers

2821 Thread 1 £2F22 Thread 2
(FAAF private) (FAF private)
stack 1 stack 2

Thread 1 context:
Data registers
Condition codes
SP,

PC,

Thread 2 context:
Data registers
Condition codes
SP,

PC,

RN

Shared code and data

shared libraries

run-time heap
read/write data

read-only code/data

77



ZENFER: Lhr L
Threads Memory Model: Actual

n R PATEIE S . Separation of data is not strictly enforced:

» HESREREIDHRVASZERIPR, BE.. Register values are truly separate and
protected, but...

» (Ho]ZF2EB AT LASEENAN S NMHA EL{thZF20%% Any thread can read and write

the stack of any other thread

~—

K HbhEZS[E] Virtual Address SpacIe
a = RS FHIE

Shared code and data

&2 stack 2

-
&1 stack 1
K.\

22721 Thread 1 22422 Thread 2
(FAF private) (FAF private) shared libraries
Thread 1 context: Thread 2 context: B \. run-time heap

Data registers

Data registers »% read/write data

Condition codes
SP,
PC,

Condition codes
SP,

read-only code/data

B R FIERF IR Z [E]HIANUL A2 28 65 iR BTN

is a source of confusion and errors

The mismatch between the conceptual and operation model




R ZRREARE SR - FRATTE

Passing an argument to a thread - Pedan?!I

hist[N] = {0};

int main(int argc, char *argv[]) {

i;
tids[N];
for (i = 0; i < N; i++) {
p = Malloc(sizeof (

*p = i;

Pthread create(&tids[i],
NULL,
thread,

( pP) ;
}
for (i = 0; i < N; i++)

Pthread join(tids[i], NULL);
check () ;

thread ( vargp)

hist[*(
Free (vargp) ;
return NULL;

)vargp] += 1;

))

void check (void) {
for ( i=0; i<N; i++) {
if (hist[i] !'= 1) {

printf ("Failed at %d\n",

exit(-1);
}

}
printf ("OK\n") ;

i);
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R RSH - E R <%

Passing an argument to a thread - Pedantie

hist[N] = {0}, thread ( vargp)
{
int main(int argc, char *argv[]) { hist[*( )vargp] += 1;
i; Free (vargp) ;
tids[N] ; return NULL;
}
for (1 = 0; 1 < N; i++) { /\ .
p = Malloc(sizeof ( )) ; * ﬁﬁﬁ maIIoch] %/gﬁ
*p = ij Eﬂfﬁlﬁﬁﬁﬁkﬁﬁ Use
Pthread create(&tids[i],
NULL, malloc to create a per
thread, thread heap allocated
( ) ; .
) P place in memory for the
for (i = 0; i < N; i++4) argument
Pthread join(tids[i], NULL); S 4 T0
check () ; - ICHRELREPRERANAF!
} Remember to free in
thread!

4

» AP E-HRE RN

Producer-consumer pattern s




R ZRRRARIE SR - 51— M A ! o

Passing an argument to a thread — Also

hist[N] = {0};

int main(int argc, char *argv[]) {

il g
tids|[N];

for (1 = 0; i < N; i++)
Pthread create(&tids[i],
NULL,
thread,

( i);

for (1 = 0; i < N; i++)

Pthread join(tids[i], NULL);

check () ;
}

{

thread ( vargp)

hist][ ( )vargp] += 1;
return NULL;

- fE R BRI FEEE AT L, BN

KEH KM TETIRE
IR/ Ok to Use cast

since sizeof(long) <=
sizeof(void™)

* SR BMASBERAEA

Cast does NOT change bits
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R EREA RS - 5 |
Passing an argument to a thread — WRON Z

hist[N] = {0}, thread ( vargp)
{
int main(int argc, char *argv[]) { hist[*( )vargp] += 1;
i; return NULL;
tids[N]; }

for (1 = 0; i < N; i++)
Pthread create(&tids[i],

NULL, EXJ. H‘Jﬂﬁhl:ﬁﬁ?ﬁ E/JQ%,E':'
thread, %%%ﬁ*‘f‘m /éﬁﬂgﬂ_l‘ﬁ

( &i) ;
for (i = 0; i < N; i++) &1i points to same location

Pthread join(tids[i], NULL); for all threads!

check () ;
o PEAEBIETESF! Creates a
data race!
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Three Ways to Pass Thread Arg =

m B /B2 A Malloc/free

» EFEEBNSTE], (51BiEETZ5pthread create Producer malloc’s
space, passes pointer to pthread_create

BB FRBEEET=S|B] Consumer dereferences pointer

o ?"'ﬁﬁ‘ fL Ptr to stack slot
» 4 E Epthread_create LB a =& 1B Producer passes

address to producer’s stack in pthread_create
» SHEREBEBEEET Consumer dereferences pointer

n DR Cast of int
= fEpthread_createFPLAE=E R HlIFEHAEREN/IKEEEIMBLE Producer

casts an int/long to address in pthread_create

" S EEEEGERTCSSEEET SRR A/ EREL Consumer casts

void* argument back to int/long
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Example Program to lllustrate Sharing .

char **ptr;

/* global var */

int main(int argc, char *argv|[])

{

long 1i;

pthread t tid;

char *msgs[2] = {
"Hello from foo",
"Hello from bar"

};

Ptr = msgs;
for (1 = 0; 1 < 2; i++)
Pthread create(&tid,
NULL,
thread,
(void *)i) ; €=

&

Q i;;j
@
-

void *thread(void *vargp)

{

}

long myid = (long)vargp;
static #nt cnt = 0;

printf ('|[$1d] :

return NULL; \\

%$s (cnt=%d)\n",
myid, ptr[myid], ++cnt);

D

Peer threads reference main thread’s stack
indirectly through global ptr variable

Pthread exit (NULL) ;

sharing.c

— P fF B A SR

— —PNLEFELIFE A common way to

pass a single argument to a
thread routine
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ELRENRICESEFPLERE
Shared Variables in Threaded C Programs .
s [ REACERFTHERERILER? Question:

Which variables in a threaded C program are shared?
» EEFNNMReRTERHEN"TNXZEEINEHYIBARE The

answer is not as simple as “global variables are shared” and
“stack variables are private”

n EX: ZEXIZNEET AxEAN LR, ZERILEN Def: A
variable x is shared if and only if multiple threads reference some instance
of x.

s FEDTHBREZESR: Requires answers to the following
guestions:
s RRENAFREEA? Whatis the memory model for threads?

» ESCHRNAIBRESEINTE?  How are instances of variables mapped to
memory?

» H5Z/MNERREO]LS|BENEEBI? How many threads might reference

each of thece instances? 85




WL A RSB A 7 "
Mapping Variable Instances to Memory -

m 2R & Global variables

» FV. ERREINEBEEHRYESE Def: Variable declared outside of a
function

» FREFENEEHI2EZTEAT—13L! Virtual memory contains

exactly one instance of any global variable

m F3E22 & Local variables
» FV: ERFBANEIRRSEESEMRZE Def: Variable declared

inside function without static attribute

» FNEIERE SN BEEPTERY— 3L Each thread stack contains
one instance of each local variable

n FEERAZ & Local static variables
» EN ERFAEFEI A EFFSEMRZSE Def: Variable declared

inside function with the static attribute

» EUARFERESEANEHSZEA— LA Virtual memory

contains exactly one instance of any local static variable.
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Mapping Variable Instances to Memory .

char **ptr; /* global var */

int main(int main, char *argv|[])

{

long 1i;
pthread t tid;
char *msgs[2] = {
"Hello from foo", void *thread(void *vargp)
"Hello from bar" {
}; long myid = (long)vargp;
static int cnt = 0;
ptr = msgs;
for (i = 0; 1 < 2; i++) printf("[%$1d]: %s (cnt=%d)\n",
Pthread create(&tid, myid, ptr[myid], ++cnt);
NULL, return NULL;
thread, }

(void *)1i) ;
Pthread exit (NULL) ;
} sharing.c
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Mapping Variable Instances to Memory —¢~

&
o 1,
-

&

£/FFE: 15EH Global var: 1instance (ptr [data])

/ JF e E: 1/)-5EH) Local vars: 1 instance (i.m, msgs.m, tid.m)
4
char **ptr; /* global var *

int main(int main,

long 1i;

pthread t tid;

char *msgs[2] = {
"Hello from foo",
"Hello from bar"

};

ptr = msgs;
for (i = 0; i < 2; i++)
Pthread create(&tid,

NULL,
thread,
(void *)i) ;

Pthread exit (NULL) ;

} sharing.c

SRR A, 2ANSEH)] Local var: 2 instances (

)

myid.pO [peer thread 0’s stack],
myid.pl [peerthread 1’s stack]

/

void *thread {void *vargp)

{

long myid = (long)vargp;
static int cnt = 0;

printf("[%$1Hd]: %s (cnt=%d)\n",
myid, ptr[myid], ++cnt);
return NULI;

SRS A A 14N

Local static var: 1 instance (cnt [data))
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HLERS

41§71 Shared Variable Analysis

w
e

> &
—

m PR E RIEZK? Which variables are shared?

Variable Referenced by  Referenced by Referenced by
instance main thread? peer thread 0? peer thread 1?
ptr yes yes yes
cnt no yes yes
i.m yes no no
msgs.m yes yes yes
myid.pO0 no yes no
myid.pl no no yes

char **ptr; /* global var */
int main(int main, char *argv[]) {
long i; pthread t tid;

char *msgs[2] = {"Hello from foo",
"Hello from bar"
ptr = msgs;
for (1 = 0; i < 2; i++)

Pthread create(&tid,

NULL, thread, (void *)1i);

Pthread exit (NULL) ;}

};

void *thread(void *vargp)

{
long myid =
static int cnt =

(long)vargp;
0;

printf (" [%$1d]: %s (cnt=%d)\n",
myid, ptr[myid], ++cnt);
return NULL;
}
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L2225 B4 HT Shared Variable Analysis =
m PR E RILEK?  Which variables are shared?

Variable Referenced by  Referenced by Referenced by
instance main thread? peer thread 0? peer thread 1?7

ptr yes yes yes
cnt no yes yes
i.m yes no no
msgs.m yes yes yes
myid.pO0 no yes no
myid.pl no no yes

n BR: gﬁxmﬁgm HHNHEZANERES HEb
IxEISEH], HiE:  Answer: A variable x is shared iff

multlple threads reference at least one instance of x.
Thus:
m ptr, cntfllmsgsBHER ptr, cnt, and msgs are shared
B ifllmyidARHEZRY i and myid are not shared o




5] 25 28 FE Synchronizing Threads =

n HETERITE. . .

s LLEEEARE

(=]

iy

{ N,

\T;-théz—j

iy oot

Shared variables are handy...

R B BBt ...but introduce the

possibility of nasty synchronization errors.
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badcnt . c: AN IEHRI [E P S
badcnt. c: Improper Synchronization —

/* Global shared variable */
volatile long cnt = 0; /* Counter */

int main(int argc, char **argv)
{

long niters;

pthread t tidl, tid2;

niters = atoi(argv[l]);
Pthread create(&tidl, NULL,
thread, &niters);
Pthread create(&tid2, NULL,
thread, &niters);
Pthread join(tidl, NULL);
Pthread join(tid2, NULL) ;

/* Check result */

if (cnt !'= (2 * niters))
printf ("BOOM! cnt=%1d\n", cnt);
else
printf ("OK cnt=%1d\n", cnt);
exit (0) ;
} badcnt.c

/* Thread routine */
void *thread(void *vargp)

{
long i1, niters =
*((long *)vargp);

for (1 = 0; i < niters; i++)
cnt++;

return NULL;

linux> ./badcnt 10000
OK cnt=20000

linux> ./badcnt 10000
BOOM! cnt=13051
linux>

cntM 1% F20,000 ent
should equal 20,000.

RETHALAE? What went

wrong? %2



THEE IR FIVC R AR

Assembly Code for Counter Loop
N

i H

/

—

NI T EICACAS C code for counter loop in thread i

for (1 =
cnt++;

O0; i < niters; i++)

ZEFRE i 25 CAZ Asm code for thread i

movq
testq

.L2:

$rdi), %rcx
grcx, srcx

cnt ($rip) , $rdx
$1, %rdx
$rdx, cnt(%rip)

} H;: Head 1&¥f 3k

L, : Load cnt 2% % cnt
U, : Update cnt 5 §Tcnt
S; : Store cnt FEfifient

} T, : Tail fE3A 2
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E R #A4T Concurrent Execution g

n AR — IR, AEMIIT B TR A AT
A e, EFES=EABEANRNER! Keyidea: In
general, any sequentially consistent™ interleaving is possible,
but some give an unexpected result!
" | RRERIEHITIES| | denotes that thread i executes instruction |

» %rdxiE iz L T %rdxHIRNZE  %rdx;is the content of %rdx in
thread i’s context

i (thread) instr, %rdx,  %rdx, cnt

LI,

[ TEY
L
=y

e

e

=y
V==
1

N

N

NINR|IRIRIRIO|IO|O

N

=RINININININ|E| =

=AW Clr | I|» (C|r
1 1

FINININ|E= |

N

=y
=

OK
HE. SLhrf, #x86_L, B A LIH{TINGTF —HHI75SEHNIT

*For now. In reality, on x86 even non-sequentially consistent interleavings are possible
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AN — . J\L_’é
£ X IMAT Concurrent Execution &
e

A ReH), BEBESFEABREARRMER!  Keyidea: In
general, any sequentially consistent interleaving is possible,
but some give an unexpected resulit!

" | RRERIEHITIES| | denotes that thread i executes instruction |

= %rdxiE iz L T F%rdxAIRNZE  %rdx is the content of %rdx in
thread i’s context

\L(,

i (thread) instr, %rdx,  %rdx, cnt
1 H, - - 0 LBFELIE X
1 L, 0 - 0 Thread 1
1 U, 1 - 0 critical section
1 S 1 - 1 gerE2lm 57 X
2 H, - - 1 Thread 2
2 L, - 1 1 critical section
2 U, - 2 1
2 S, . 2 2
2 T, - 2 2
1 T, 1 - 2 OK
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HRPIT (5 .

Concurrent Execution (cont) b o
s NIEFRIRF: PR EEE TGS, HER21MA L2

Incorrect ordering: two threads increment the counter, but
the result is 1 instead of 2

i (thread) instr, %rdx,  %rdx, cnt

1 H, i 0

1 L, 0 0

1 u, 1 0

2 H, i 0

2 L, i 0 0

1 S, 1 1

1 T, 1 1

2 u, i 1 1

2 S, 1 1

2 T, 1 1 ! Oops!
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\

J

FRPAT (82)

Concurrent Execution (cont)

XA P& E24F? How about this ordering?
i (thread) instr, %rdx,  %rdx, cnt
1 H, 0
1 L, 0
2 H,
2 L, 0
2 U, 1
2 S, 1 1
1 U, 1
1 S, 1 1
1 T 1
2 T, 1 %! Oops!

BATTAT DA F 2EE B 281478 We can analyze the

behavior using a progress graph
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22#22 Thread 2

(L, S))

HE K Progress Graphs

. 2P

Ty

Thread 1

K
\?—”L—“
R

&

A T R AT
B ATIRA 28] A progress
graph depicts the discrete
execution state space of
concurrent threads.

AN TREF RS
JliFF Each axis corresponds

to the sequential order of
instructions in a thread.

AN RN BT AT BRI PAT R
7> Each point corresponds
to a possible execution state

(Inst,, Inst,).

gl (L1, s2) RRRE,
A1 0 5e L&
E.5ERkS2 E.g., (L, S,)
denotes state where thread
1 has completed L, and
thread 2 has completed S,.
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31 o 3 =
Trajectories in Progress Graphs —

£%722 Thread 2 BT R—RIEEREHSR, #HR
T ERRE— P AT BRI K PAT

. o o o O % A trajectory is a sequence of legal

T, state transitions that describes one
. possible concurrent execution of the

° ° ° ° X threads.

S,
o o S o o N #Fli: Example:

U, H1, L1, U1, H2, L2, S1,T1, U2,S2, T2
[ () o ’ P >

L,
o o o x o o

H,

e o o o *— ZBF£1 Thread 1
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3t P P o . =
Trajectories in Progress Graphs —

£%722 Thread 2 BT R—RIEEREHSR, #HR
T ERRE— P AT BRI K PAT
o ° % A trajectory is a sequence of legal
T, state transitions that describes one
possible concurrent execution of the
1 threads.
S,
N #li: Example:
U, H1, L1, U1, H2, L2, S1,T1, U2,S2, T2
—
L,
o o o
H,
b *— 2821 Thread 1

H, L, U, S Ty
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I S DX AAS 22 4 [X 33
Critical Sections and Unsafe Regions
L. URISTERE T332 Bt

£%#22 Thread 2 w5t X L, U, and S form a critical
! . . . . . section with respect to the
shared variable cnt
T,
9 o o o o o A X HTES (BA—t
S BEAE) ARAEE Instructions
Il 5t X 2 in critical sections (wrt some
critical 7 ¢ @ @ ® ¢ shared variable) should not be
section< U, PZE X interleaved
wrt ® e Unsaferegion ®
ent | R AR AR BT
L 2 4= [X 15, Sets of states where
7 ° ¢ ¢ ¢ ¢ such interleaving occurs form
H, unsdfe regions

o . ° ° o o— 2BFE1 Thread 1

IG5 X critical section wrt cnt
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s 57 DX AN 224 X 33

Critical Sections and Unsafe Regions L

2&#22 Thread 2

T4 safe

r o [
S
s FIX | 72
critical ) —— L ®
section< U, PLREXE
wrt Unsafe region
@ o o —_—
cnt
L I
N

g 5% X critical section wrt cnt

W
K
S &

JEX : 2 HAEPEA AN
AgeXE, PBRZEN

Def: A trajectory is safe iff it does
not enter any unsafe region

AR [ HANEHNLRZER,
PR IEFR (5 Acnt)
Claim: A trajectory is correct (wrt
cnt) iff it is safe

A4 unsafe
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badent. c: AIETHKI[FE L S
badcnt. c: Improper Synchronization =

/* Global shared variable */ /* Thread routine */
volatile long cnt = 0; /* Counter */ void *thread(void *vargp)
{
int main(int argc, char **argv) long i, niters =
{ * ((long *)vargp)

long niters;

pthread_t tidl, tid2; for (i = 0; i < niters; i++)

niters = atoi(argv[l]); cnt++;

Pthread create(&tidl, NULL,
thread, &niters); return NULL;

Pthread create(&tid2, NULL, Vriable m thread1l m
thread, &niters);
cnt

Pthread join(tidl, NULL);
Pthread join(tid2, NULL) ;

niters.m

/* Check result */ tidl.m
if (cnt !'= (2 * niters))

printf ("BOOM! cnt=%1d\n", cnt); Ii.1
else i 9

printf ("OK cnt=%1d\n", cnt); .
exit(0) ; niters.1

} badcnt.c

niters.2




badent.c: A1ER

1) [E] 20

%

badcnt. c: Improper Synchronization .

/* Global shared variable */
volatile long cnt = 0; /* Counter */

int main(int argc, char **argv)
{

long niters;

pthread t tidl, tid2;

niters = atoi(argv[l]);
Pthread create(&tidl, NULL,
thread, &niters);
Pthread create(&tid2, NULL,
thread, &niters);
Pthread join(tidl, NULL);
Pthread join(tid2, NULL) ;

/* Thread routine */
void *thread(void *vargp)

{

long i1, niters =

for (1 = 0; i < niters;

cnt++;

return NULL;

*((long *)vargp);

it++)

arisie | main | tresdd | thresd2
cnt yes* yes yes

niters.m yes no
/* Check result */ tidl.m yes no
if (cnt !'= (2 * niters))

printf ("BOOM! cnt=%$1d\n", cnt); I.1 no yes
SEC i.2 no no

printf ("OK cnt=%1d\n", cnt); )
exit (0) ; niters.1 no yes

} badcnt.c
niters.2 no no

no
no
no
yes
no

yes
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\?-—Jgéz—j

#47 B JF Enforcing Mutual Exclusion a*;”‘
m M BATWOAMRIEZERFIZE? Question: How can we

guarantee a safe trajectory?

Z: BAVBAFRD ZERPIT, UEENKEATRE

2 #13F Answer: We must synchronize the execution of the
threads so that they can never have an unsafe trajectory.

» IEERIIEENMNERXEE AT i.e., need to guarantee mutually

exclusive access for each critical section.

m ZHMERFTR: Classic solution:

= HR8i (pthreads) Mutex (pthreads)
» (28 (Edsger Dijkstra) Semaphores (Edsger Dijkstra)

s HARGE GEHEIBRAIBPHATER
of our scope)
= ZHTSE (pthreads) Condition variables (pthreads)

= IN2E (Java) Monitors (Java)

o)

) Other approaches (out
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B8 (mutex) S

MUTual EXclusion (mutex) L

g i/REFEZRZE Mutex: boolean synchronization

variable

enum {locked = 0, unlocked = 1}

lock(m)
* NRBEFEZHRIRIE, BIEEFIRME] If the mutex is currently
not locked, lock it and return
= BN, FF (. (KIRZE) FrEil Otherwise, wait (spinning,
yielding, etc) and retry
unlock(m)

» B HRKIUASEFT AL Update the mutex state to unlocked
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B8 (mutex) <7
MUTual EXclusion (mutex) L

m G/F80: f/RBIEDAEE* Mutex: boolean synchronization

variable *

m Swap(*a, b)
[t = *a; *a =b; return t;]

// ] -1 R/ OSHUEE JISEHNE FH2E atomic by the magic of hardware / OS

m Lock(m):

while (swap(&m->state, locked) == locked) ;

m Unlock(m):
m->state = unlocked;

*PE. Ly F, BERMLHAR EFE (ZH15-410, 4184%F) .

* For now. In reality, many other implementations and design choices (c.f., 15-410, 418, etc).
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badcent. c: N IEFHIFE P -

badcnt. c: Improper Synchronization .

/* Global shared variable */
volatile long cnt = 0; /* Counter */

int main(int argc, char **argv)

{

long niters;
pthread t tidl, tid2;

niters = atoi(argv[l]);
Pthread create(&tidl, NULL,

thread, &niters);
Pthread create(&tid2, NULL,
thread, &niters);

Pthread join(tidl, NULL);
Pthread join(tid2, NULL) ;

/* Check result */
if (cnt !'= (2 * niters))
printf ("BOOM! cnt=%1d\n", cnt);
else
printf ("OK cnt=%1d\n", cnt);
exit (0) ;
badcnt.c

/* Thread routine */
void *thread (void *wvargp)
{

long i, niters =
*((long *)vargp);
i < niters;

for (i = 0; i++)

cnt++;

return NULL;

AT 5 R R 25 - It ) A 2
How can we fix this using
synchronization?
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goodment. c: HFHi[ED o
goodmecnt. c: Mutex Synchronization=#%—

n AEDBEcnt@ XHAGBILE)F8{: Define and initialize

a mutex for the shared variable cnt:

volatile long cnt = 0; /* Counter */
pthread mutex t mutex;
pthread mutex init(&mutex, NULL); // No special attributes

)

s FINBUR RS R

lock and unlock:
for (1 = 0; i < niters; i++) {
pthread mutex lock (&mutex) ;

M 5+-X: Surround critical section with

linux> ./goodmcnt 10000
OK cnt=20000
linux> ./goodmcnt 10000

cnt++; OK cnt=20000
pthread mutex unlock (&mutex) ; 9L s
N function | badent | _goodment _
Time (ms) 12.0 214.0
niters = 10°

Ji 1% Slowdown 1.0 17.8
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N4 B R 3 Why Mutexes Work i

22 F22 Thread 2
S gt A AR ER A Bl Sk
FIX, RESHEETERNE
T, J¥15 18] Provide mutually
' . . . . . . . exclusive access to shared
un(m) variable by surrounding critical
section with lock and unlock
S, operations
Tt X5
U, Unsafe region
I'2
lo(m) ®
H, 1 0 0
. . 2221 Thread 1

- > > .
ﬂ H, lolm) L, U, S; un(m)T,
Y148 Initially

m=1 111



N4 B R 3 Why Mutexes Work R

2822 Thread 2

o

ﬂ H, Io(m

YIAE Initially

m=1

-

\_ﬁﬁ;

g

B SRS R E E S
FIX, RENIEEZENE
J¥ V7 5] Provide mutually
exclusive access to shared
variable by surrounding critical
section with lock and unlock
operations

HRFHEERTHFTENR
HalE T — A ZEX
BRIZEX, TR
#E Mutex invariant creates a
forbidden region that encloses
unsafe region and that cannot
be entered by any trajectory.

25751 Thread 1
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N4 B R 3 Why Mutexes Work

28722 Thread 2
T,
un(m)
SZ
UZ
I'2
lo(m) o 0 :]
4 [ ] [ ] [ ] [ ] ’ [}
H, 1 0 0
= = . . .
ﬂ H, Io(m L, U, S unim)T
YIAE Initially

m=1

\~J\*’é

e

IS 8 0 AF e BAE B SR
FIX, RENIEEZENE
J¥ V7 5] Provide mutually
exclusive access to shared
variable by surrounding critical
section with lock and unlock
operations

HRFHEERTHFTENR
HalE T — AR AKX
BRI ZELX, AT AR T
#E Mutex invariant creates a
forbidden region that encloses
unsafe region and that cannot
be entered by any trajectory.

25751 Thread 1
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N4 B R 3 Why Mutexes Work

28722 Thread 2
J 1 [ ] 1 [ ] 0 [ ] 0 [ ] [ ] [
T,
J 1 [ ] 1 [ ] 0 [ ] 0 [ ] [ ] [}
un(m) . , %X Forbidden region
S g [ ] [ ] 1 [ ] 1 -1 [ ] [
2
Do ° 0 e -1 e -1 e -1 1 e °
U, 0 0
3 ° ° -1 °-1 | 1 e °
L, 0 0 1 1 -1
lo(m) 1 1 0 0
HZ
1 ® 1 L o 20 L L @ L
7 H, lo(m) L, U, un(m) T
Y146 Initially

m=1

W
_r\*__/

e

I g W S B B SR

FX, RENHEEZERNE
J¥17 18] Provide mutually

exclusive access to shared
variable by surrounding critical
section with lock and unlock
operations

HRFHEERTHFTENR
HalE T — AR AKX
BRI ZELX, AT AR T
#E Mutex invariant creates a
forbidden region that encloses
unsafe region and that cannot
be entered by any trajectory.

25751 Thread 1
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W3 Today

222 0] il /Threads review

1L = Sharing
H  Mutual exclusion

=5t Semaphores

E

P E-THRE

(= |

]2 Producer-Consumer Synchronization
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f‘ = B Semaphores >
F55: ERERBHRFEPZE, HPFIVERIEERI Semaphore: non-M

global integer synchronization variable. Manipulated by P and V operations.
m P(s)

= NERsHIEE, NMEsE1FHIZR0IR[E] If s is nonzero, then decrement s by 1 and return
immediately.

MR ELARF A AL (AB]J95ElI) Test and decrement operations occur

atomically (indivisibly)

= NRAE, WHIERERE, BEIsTHIEE, FEBLVIRIEERSoIZIE If sis zero, then

suspend thread until s becomes nonzero and the thread is restarted by a V operation.

» BEHETIE, PEREEsEIHEIEHIROREIZSTEAREE After restarting, the P operation

decrements s and returns control to the caller.

E 4—;5)_1"'"1 Increment s by 1.
- EEERMELURFHAUAL Increment operation occurs atomically
" MREPE(ETEIASAERIEE, SEZAIEF, BAREREIEFT—IERE, &
[T s 1 52 PERAE If there are any threads blocked in a P operation waiting for s to
become non-zero, then restart exactly one of those threads, which then completes its P
operation by decrementing s.

s EE5EEERTFETZE: Semaphore invariant: (s >= 0)
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{& 5 & Semaphores o~

7_1"//

m 5 vy—ﬁ‘ N RBEE ST E Semaphore: non-nega#

global integer synchronization variable

n FHPHIVE/EEY Manipulated by P and V operations:
= P(s): [ while (s == 0) wait(); s--; ]

« far=15E418"“Proberen” (i) Dutch for "Proberen" (test)
= V(s): [ s++; ]

{aT=1EE215“Verhogen” (IZfI0) Dutch for "Verhogen" (increment)

n OSHERIEFE S 12 [ R ER/EAT] 20 B H 4T OS kernel

guarantees that operations between brackets [ ] are executed
indivisibly
- —IXAEE
modify s.

« HPFRwhileFIARIERYT, RBEZPIERETLURDs When while

loop in P terminates, only that P can decrement s

sTEREEXRTETE:

— I PELVIR{E(Z8s Only one P or V operation at a time can

Semaphore invariant: (s >= 0)
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CESE5SEHE =
C Semaphore Operations =

PthreadBF % Pthreads functions:

#include <semaphore.h>
int sem init(sem t *s, 0, unsigned int val);} /* s = val */

int sem wait(sem t *s); /* P(s) */
int sem post(sem t *s); /* V(s) */

CS: APPHLIESZSPREL CS:APP wrapper functions:

#include "csapp.h”

void P(sem t *s); /* Wrapper function for sem wait */
void V(sem t *s); /* Wrapper function for sem post */
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% HE S EHRFEETIRR N R
Using Semaphores to Coordinate
Access to Shared Resources

s EAEE. KESTHESEREEN S —IMRELEXHF
.25 N E Basic idea: Thread uses a semaphore operation to
notify another thread that some condition has become true

» (FHRITEU S EERIRIGTFRIRIAZ Use counting semaphores to keep
track of resource state.

» (FRITESSEEAEZEFE Use binary semaphores to notify other
threads.

m P2 FE-JHHE N The Producer- Consumer Problem

" SUUFEZIEUEI’J&ELT SERITIIVE, HEEEER, B— 1R
(EHIXLEEE Mediating interactions between processes that generate
information and that then make use of that information
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AP 3

Producer-Consumer Problem -
A= R FLE A
producer »> shared »| consumer
thread buffer thread

m JBAHFEDSERA: Common synchronization pattern:
» EEEGTE, SIMEBAETX, FHEMEZEE Producer waits

for empty slot, inserts item in buffer, and notifies consumer

" BERABFFNE, SENEPXFMER, FERE™ZE Consumer

waits for item, removes it from buffer, and notifies producer
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A7 T B T R

Producer-Consumer Problem N

A= R JLE R E LT
producer > shared »| consumer
thread buffer thread

m %] Examples
= ZEEIRAME:  Multimedia processing'
- rEE B, HEEXNEIHITIEZR Producer creates video

frames, consumer renders them
» FHHIREIAVEFZA SR ME Event-driven graphical user interfaces
- EFERNErRE. BBoflERERE, HFEEPXPIENE

M HAYEE1H Producer detects mouse clicks, mouse movements, and
keyboard hits and inserts corresponding events in buffer

- S HEBEEFMNEPTXEESRHHLEFIE R Consumer retrieves events
from buffer and paints the display
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PR H NG R 2 BN TENENR

Producer-Consumer on 1-element Buffer
s P MESE: Z2HXHfull+ZZ WX 2 Maintain two

semaphores: full + empty

W full

0 | ZEWK B
7 empty 1 empty -

1 buffer
W full

1 WEMX

> fU" >

% empty buffer

0
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HEENEREZAFINTRRENX

Producer-Consumer on 1-element Buffer

#include "csapp.h"
#define NITERS 5

void *producer (void *argqg) ;
void *consumer (void *argqg) ;

struct {
int buf; /* shared var */
sem t full; /* sems */
sem t empty;

} shared;

int main(int argc, char** argv) {

pthread t tid producer;
pthread t tid consumer;

/* Initialize the semaphores */
Sem init(&shared.empty, 0, 1);
Sem init(&shared.full, 0, 0);

/* Create threads and wait */
Pthread create(&tid producer, NULL,
producer, NULL) ;
Pthread create(&tid consumer, NULL,
consumer, NULL) ;
Pthread join(tid producer, NULL) ;
Pthread join(tid consumer, NULL) ;

return 0;
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PRI B 2 A TR WX

Producer-Consumer on 1-element Buffer

H4G: Initially: empty==1, full==

A F2H 28 Producer Thread  JH 33 2872 Consumer Thread

void *producer (void *arg) { void *consumer (void *arg) ({
int 1, item; int i, item;
for (i=0; i<NITERS; i++) { for (i=0; i<NITERS; i++) {
/* Produce item */ /* Read item from buf */
item = i; P (&shared. full) ;
printf ("produced %d\n", item = shared.buf;
item) ; V(&shared.empty) ;
/* Write item to buf */ /* Consume item */
P (&shared.empty) ; printf ("consumed %d\n“, item);
shared.buf = item; }
V(&shared. full) ; return NULL;
} }
return NULL;
}
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AR —A5% H K12 X A

(&

2MES&Y

Why 2 Semaphores for 1-Entry Buffer? L
n FREBNEFZHE ML AN FH Consider multiple producers

& multiple consumers

\»

dy//

HEZHX

shared
buffer

Y

/ b

S

s EFEERBEBNMANZEFLUREBZEZMX Producers will

contend with each to get empty

n HRERA LIRS USRI E T

with each other to get full

A r=3 Producers

P (&shared.empty) ;
shared.buf = item;
V(&shared. full) ;

= empty

X Consumers will contend

YH ¥t 3# Consumers
W full

P (&shared. full) ;

V (&shared.empty) ;

item = shared.buf;
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A R B 2 A n A TER B IX.

Producer-Consumer

on an n-element Buffe'?'

° \> °

Q 0BIn M TEZ ] @
Between 0 and n elemy'
o0 / L

n [EH 4 Nsbuff1FEEZE M|

\@

X ASEH Implemented using a

shared buffer package called sbuf.



WIEZFX (n=10) =
Circular Buffer (n = 10) e

s BILERFEER/PAnKIEH S Store elements in array of

size n

m JH: ZMX P IEEZE items: number of elements in
buffer

n TEMKX: Empty buffer:
" front =rear
n EFZ X Nonempty buffer

" rear: ERTIBEABITCEBYZRS| rear: index of most recently inserted
element

= front: (BEMIFRAY T—1Jc=HYZ5]|-1)mod n front: (index of next

element to remove — 1) mod n

0 *ﬂﬁﬁln't'auyzfmnt 5 0 1 2 3 4 5 6 7 8 9

rear 0

Tl H items 0
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HEEH X EIE (n=10)

Circular Buffer Operation (n = 10)
m FHA71JCE Insert 7 elements

front
rear
items

front
rear
items

front
rear
items

front
rear

0 0 1 2 3 4 5 6 7 8 9
7
7

m JHEE54~J6ZE Remove 5 elements
5 0 1 2 3 4 5 6 7 8 9
7
2

m HA64JGE Insert 6 elements
5 0 1 2 3 4 5 6 7 8 9
3
8

n JHFE8/4 T Remove 8 elements
3 0 1 2 3 4 5 6 7 8 9
3
0

items
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JOR P2 T 2 o (X AR

Sequential Circular Buffer Code
init(int v)

{

items = front = rear = 0;

}

insert(int v)
{
if (items >= n)
error () ;
if (++rear >= n) rear = 0;
buf[rear] = v;
items++;

}

int remove ()
{
if (items == 0)
error () ;
if (++front >= n) front = 0;
int v = buf[front];
items--;
return v;
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AR AN R E 2 WA TR EMNX

Producer-Consumer on an n-element Builfr

O G
Between 0 and n EW

° \»

s FENEFYHBEMTIE{ESE: Requires a mutex and

two counting semaphores:
= BEH: FYTHEPXOEESHITERAHA) nutex: enforces
mutually exclusive access to the buffer and counters

= AR SR X AAYRIARE(] s1ots: counts the available slots
in the buffer

» INH: FitEHPXFAeBEIIE items: counts the available items in
the buffer

s [FHEH{E S & Makes use of general semaphores
» (ESBEIMOZEIn Will range in value from 0 to n 130




sbuffl-7 B sbuf Package-DecIaratiﬁi

\ -

—

#include "csapp.h”

typedef struct {

int *buf; /* Buffer array
int n; /* Maximum number of slots
int front; /* buf[front+l (mod n)] is first item
int rear; /* buf[rear] is last item
pthread mutex t mutex; /* Protects accesses to buf
sem t slots; /* Counts available slots
sem t items; /* Counts available items
} sbuf t;

void sbuf init(sbuf t *sp, int n);
void sbuf deinit(sbuf t *sp);

void sbuf insert(sbuf t *sp, int item);
int sbuf remove (sbuf t *sp);

*/
*/
*/
*/
*/
*/
*/

sbuf.h
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sbufty,-sSLH

sbuf Package - Implementation

WITE AR L E i X
shared buffer:

X. Initializing and deinitializing a

/* Create an empty, bounded, shared FIFO buffer with n slots */
void sbuf init(sbuf t *sp, int n)

{

}

sp->buf = Calloc(n, sizeof(int));

sp->n = n; /*
sp->front = sp->rear = 0; /*
pthread mutex init (&sp->mutex,
Sem init(&sp->slots, 0, n); /*
Sem init(&sp->items, 0, 0); /*

/* Clean up buffer sp */
void sbuf deinit(sbuf t *sp)

{

}

Free (sp->buf) ;

Buffer holds max of n items */
Empty buffer iff front == rear */
NULL) ; /* lock */

Initially, buf has n empty slots */
Initially, buf has zero items */

sbuf.c
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sbuf @; - iﬂjﬁ ‘:1::%7
sbuf Package - Implementation ——

HA—1 H B FHEZEZEZ M X Inserting an item into a shared
buffer:

/* Insert item onto the rear of shared buffer sp */
void sbuf insert(sbuf t *sp, int item)

{

P (&sp->slots) ; /* Wait for available slot */

pthread mutex lock (&sp->mutex); /* Lock the buffer */

if (++sp->rear >= sp->n) /* Increment index (mod n) */
sp->rear = 0;

sp->buf [sp->rear] = item; /* Insert the item */

pthread mutex unlock (&sp->mutex); /* Unlock the buffer */

V(&sp->items) ; /* Announce available item */

sbuf.c
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sbufty-LH

sbuf Package - Implementation

MILEZEZ X HER—4 D1 H Removing an item from a shared

buffer:

/* Remove and return the first item from buffer sp */
int sbuf remove (sbuf t *sp)

{

int item;

P(&sp->items) ; /* Wait for available item

pthread mutex lock (&sp->mutex); /* Lock the buffer

if (++sp->front >= sp->n) /* Increment index (mod n)
sp->front = 0;

item = sp->buf[sp->front]; /* Remove the item

pthread mutex unlock (&sp->mutex); /* Unlock the buffer

V(&sp->slots) ; /* Announce available slot

return item;

*/
*/
*/

*/
*/
*/

sbuf.c
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JE 7~ Demonstration e

s = Jl.code HFXF HIFE R produce-consume.c See program
produce-consume.c in code directory

n 100K B ZEIREE X 10-entry shared circular buffer

m 54723 5 producers

= (CIEide M 20*iE20*i-18YZ4=F Agent i generates numbers from
20*i to 20*i— 1.
* BEe{IMAE X Putsthem in buffer

m 5NJH%%3#F 5 consumers
» BPMNE DX FFEZR201NTTE Each retrieves 20 elements from
buffer
m EFER Main program

» i{R0R99Z BB MEFZE—IX Makes sure each value between 0
and 99 retrieved once
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/Ngs Summary ——
B RRE— N RENEETERENERET.

Programmers need a clear model of how variables are
shared by threads.

|
~

s DIAGRFPENLERENZE, DHREFVH
Variables shared by multiple threads must be protected
to ensure mutually exclusive access.

s BEERPITEFRHIZEADLH] Semaphores are a

fundamental mechanism for enforcing mutual exclusion.
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F125 HEaRE

"5 : EZ%/Synchronization: Advanced

100076202: HENERFRSIE

(EFR2m:
AR 2AHIE Bt

Carnegie
e : Mellon

Randal E. Bryant and David R. O’Hallaron Univer Slty
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WA Today ==
n [Oii: (FSE. BERFEFEE-HESE Review:

Semaphores, mutexes, producer-consumer

s [FHESEREILZEFRIE Using semaphores to schedule

shared resources

m =

EE-SHIaRR Readers-writers problem

‘B KRIHFE Other concurrency issues

IR E Thread safety
=254 Races
SEsd Deadlocks

ZIEFNESSAMEZ|E]AZH Interactions between threads and
signal handling
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N = = &
elE: 558 e
Reminder: Semaphores =

Semaphore: non-negative global integer synchronization
variable

Manipulated by P and V operations:
= P(s): [ while (s == 0); s--; ]
= Dutch for "Proberen" (test)
= V(s): [ s++; ]
= Dutch for "Verhogen" (increment)

OS kernel guarantees that operations between brackets [ ] are
executed atomically

= Only one P or V operation at a time can modify s.
= When while loopin P terminates, only that P can decrement s

Semaphore invariant: (s >= 0)
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EE. fFHESEELL FREFPILERE
Review: Using semaphores to protect .
shared resources via mutual exclusion

m EAFEAE: Basicidea:
» B—MME—RESSEERM (mutex) (B¥NH1) SEIMHED
= (SEENEETEE) tHKEL Associate a unique semaphore

mutex, initially 1, with each shared variable (or related set of shared
variables)

= FAP(mutex)FAV(mutext) B/ EEENHEZTERITIRIAE] Surround
each access to the shared variable(s) with P(mutex) and
V(mutex) operations

mutex = 1

P (mutex)
cnt++
V (mutex)
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B 90T B R ¢,
Review: Using Lock for Mutual Exclusion

m ZAHAE: Basicidea:
» HHEiIMutex2RB1E0 (HixE) 3l (FF8) RESERVERER

Mutex is special case of semaphore that only has value 0 (locked) or 1
(unlocked)

= lock(m): [ while (m == 0); m=0; ]
" Unlock(m): [ m=1]

s WFHESERZ26%5 ~2x faster than using semaphore
for this purpose

» TmH, EEERIBIERRAIAERE And, more clearly indicates

programmer’s intention

mutex = 1

lock (mutex)
cnt++
unlock (mutex)
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\:‘—‘ﬂi\— —j

XTF7~H KI7ERE Note about Examples #

s RRERFERGESEHITHERNER Lecture
examples will use semaphores for both counting and
mutual exclusion

= (LESLL{EApthread_mutex’8182% Code is much shorter than
using pthread_mutex
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FUBL: AP - R 16 R

Review: Producer-Consumer Problem &

He et 4 PEEETX (R ERRE
producer shared consumer
thread buffer thread

n BHFEDSZHER: Common synchronization pattern:
= B EATEAM, BIMBERBRAZTX, FEREEEE Producer

waits for empty slot, inserts item in buffer, and notifies consumer

" HBASFTMA, RENEHXPMER, FiEEISE~Z& Consumer

waits for item, removes it from buffer, and notifies producer
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B: A= -THRE

2

- r\k"g
—

. ;
“Lx"//

Review: Producer-Consumer Problem &

thre

V-

producer

[ezgmx

shared
buffer

ad

A &R

m 7~ Exam

i:NE

ples

" ZUE{RAME
« rrEGEMSTNG, EEEXELHITIEZR Producer creates video

frames, consumer renders them
» EHHIRSIAVEFZBFSRME Event-driven graphical user interfaces
- EreFRlErRE. BigaifiREnt, FEEPXFmAE

- IHEAENERNXIGZEE

from buffer and paints the display

Multimedia processing:

consumer
thread

514 Producer detects mouse clicks, mouse movements, and
keyboard hits and inserts corresponding events in buffer

g#l:# %Jﬂ__]_ Consumer retrieves events
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BlE: FRESEMREERFRATN

Review: Using Semaphores to Coordinate™®™
Access to Shared Resources

s EAHEME: KEFTHESEREEN A —IREXL%
225 N E Basic idea: Thread uses a semaphore
operation to notify another thread that some condition

has become true

» (FRITEUSSERIREERIFIRZ Use counting semaphores to
keep track of resource state.

RIS B E@BAEMZFIE Use binary semaphores to notify
other threads.
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g fFRESEAILERIER VR
Review: Using Semaphores to Coordmat?l‘
Access to Shared Resources

m EreE-JE%E WA The Producer- Consumer Problem

= XWHEZ BN EENHTIE, — M EHREEER, 51
HEHIZ(EE Mediating interactions between processes that
generate information and that then make use of that information

» AN ZIoEESE2LUEZBE /P Single entry buffer
implemented with two binary semaphores

« —PMEAFHEHEIEFFEBYIAIE) One to control access by

producer(s)

« —MNAFIEFHIBERERNGIE One to control access by

consumer(s)

* (FRESEMZERPXEEINNFRBEPX N-entry

implemented with semaphores + circular buffer
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7
W Today =
m FHEl: E5&. BRFMEFH-JHHE Review:

Semaphores, mutexes, producer-consumer
s [FHESEIFEXEE]R Using semaphores to schedule
shared resources
» EE-S&I03% Readers-writers problem
m H'BE I X6 Other concurrency issues
» ZZFEL S Thread safety

» =54 Races
s 5E5id Deadlocks

s RS SAIEAZH Interactions between threads and signal
handling
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BEE G S
Readers-Writers Problem N

- on
/5 R ®\ / REvh
Read/ < @( > ‘ > Read-only
Write

Access
Access ‘
. /

O lﬂﬁ%)ﬁ_ Problem statement:

AR (NIERNS Reader threads only read the object

T 5—?&%&1@3{5@% (5£/51h|a))  Writer threads modify the object (read/write
access)

» 5EVIEEXINSERHE G5I5EMR Writers must have exclusive access to the
object

= TIREMEANEEZTTLAGIENZATER Unlimited number of readers can access the
object
n BEZERGHMERLE, HIU0 Occurs frequently in real systems, e.g.,
s ARSI ZESE Online airline reservation system
n ZEFEETFWeb{LIE Multithreaded caching Web proxy 148
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Readers/Writers Examples

AV



W
xt——aﬂl“ —7

BEE M EH KA A Variants of Readers-Writers;;
m B—REE-FENE (BRI TE-2EPIL) First

readers-writers problem (favors readers)
* MRIEERFERERNRITUR, BUAMILHHITEESFS No
reader should be kept waiting unless a writer has already been granted
permission to use the object.

» EEEEZIEENARNEBRLLE B LS S A reader that arrives after a

waiting writer gets priority over the writer.

n FREH-FEHE (FHTEE-5EME) Second

readers-writers problem (favors writers)
» —BEHEFITFEN, BBERPEHITEA Once a writer is ready to

write, it performs its write as soon as possible
» EEEZREIARNEEVIER, BIEEELEFF Areader that
arrives after a writer must wait, even if the writer is also waiting.
n FERXPMENR T A R HBURIEE R (RELRPIER
Starvation (where a thread waits indefinitely) is possible in
both cases.
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B—REE-FEN

AR BRI TT R

ﬂﬁ

'\.

Solution to First Readers-Writers Probleﬁ"

BE# Readers:

B Writers:

/*
/*

int readcnt; Initially 0 */

sem t mutex, w;

void reader (void)
{
while (1) {
P (&mutex) ;
readcnt++;
if (readcnt
P(&w) ;
V (&mutex) ;

/* Reading happens here */

P (&mutex) ;

readcnt--;

if (readcnt
V(&w) ;

V (&mutex) ;

Both initially 1 */ {

0) /* Last out */

void writer (void)

while (1) {
P(&w) ;

/* Writing here */

V(&w) ;

l) /* First in */ }

}

rwl.c
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Readers/Writers Examples —

(r)
%\ /Q oy
®/ \

e 3.
\ readecnt=0

®
e O

readcnt = 2 @/ \

®\




B—REE-FEN

SN RS

ﬂﬁ

Solution to First Readers-Writers Probleﬁ"

BE# Readers:

B Writers:

/*
/*

int readcnt; Initially 0 */

sem t mutex, w;

void reader (void)
{
while (1) {
P (&mutex) ;
readcnt++;
if (readcnt
P(&w) ;
V (&mutex) ;

/* Reading happens here */

P (&mutex) ;

readcnt--;

if (readcnt
V(&w) ;

V (&mutex) ;

Both initially 1 */

l) /* First in */

0) /* Last out */

void writer (void)

{
while (1) {
P(&w) ;

/* Writing here */
V(&w) ;

}
}

Fi%: Arrivals: R1 R2 W1 R3

rwl.c
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Solution to First Readers-Writers Probleﬁ"

3£ Readers: 53 Writers:
int readcnt; /* Initially 0 */ void writer (void)

sem t mutex, w; /*

void reader (void)
{
while (1) {
P (&mutex) ;
readcnt++;
if (readcnt ==
P(&w) ;
V (&mutex) ;

P (&mutex) ;
readcnt--;
if (readcnt ==
V(&w) ;
V (&mutex) ;
}
}

Both initially 1 */

l) /* First in */

R1 %’* Reading happens here */

0) /* Last out */

{
while (1) {
P(&w) ;

/* Writing here */

V(&w) ;
}
}

rwl.c

Fi%: Arrivals: R1 R2 W1 R3

Readcnt ==
W ==
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B—REE-FEN

AR BRI TT R

Solution to First Readers-Writers Probleﬁ"

BE# Readers:

B Writers:

int readcnt;
sem t mutex, w;

/*
/*

void reader (void)
{
while (1) {
P (&mutex) ;
readcnt++;
R2 %f (readcnt
P(&w);
V (&mutex) ;

R1 %’* Reading happens here */

V (&mutex) ;

}
}

Initially 0 */
Both initially 1 */ {

l) /* First in */ }

void writer (void)

while (1) {
P(&w) ;

/* Writing here */
V(&w) ;

}

rwl.c

Fi%: Arrivals: R1 R2 W1 R3

P (&mutex) ;

readcnt--;

if (readent == 0) /* Last out */ Readcnt ==
V(&w) ; W ==
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B—REE-FEN

AR BRI TT R

Solution to First Readers-Writers Probleﬁ"

BE# Readers:

B Writers:

/*
/*

int readcnt; Initially 0 */

sem t mutex, w;

void reader (void)
{
while (1) {
P (&mutex) ;
readcnt++;
if (readcnt
P(&w) ;
V (&mutex) ;

Both initially 1 */ {

void writer (void)

while (1) {
P(&w) ; e W1

/* Writing here */

V(&w) ;

l) /* First in */ }

}

* Reading happens here */
FiX: Arrivals: R1 R2 W1 R3
P (&mutex) ;
readcnt--;
if (readent == 0) /* Last out */ Readcnt ==
V(&w) ; W ==

V (&mutex) ;

}
}

rwl.c
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AR BRI TT R

Solution to First Readers-Writers Probleﬁ"

BE# Readers:

B Writers:

int readcnt;
sem t mutex, w;

/*
/*

void reader (void)
{
while (1) {
P (&mutex) ;
readcnt++;
if (readcnt
P(&w);
V (&mutex) ;

Initially 0 */
Both initially 1 */ {

l) /* First in */ }

void writer (void)

while (1) {
P(&w) ;

< W1
/* Writing here */
V(&w) ;

}

rwl.c

* Reading happens here */
R3 = Fi5: Arrivals: R1R2 W1 R3
P (&mutex) ;
readcnt--;
if (readent == 0) /* Last out */ Readcnt ==
V(&w) ; W ==
V (&mutex) ;

1}-1->
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AR BRI TT R

Solution to First Readers-Writers Probleﬁ"

sem t mutex, w; /*

void reader (void)
{
while (1) {
P (&mutex) ;
readcnt++;
f (readcnt ==
P(&w) ;
V (&mutex) ;

Both initially 1 */

l) /* First in */

/* Reading happens here */

R2| —>

P (&mutex) ;

readcnt--;

if (readcnt ==
V(&w) ;

V (&mutex) ;

RL ==>

}

0) /* Last out */

{

}

3£ Readers: 53 Writers:
int readcnt; /* Initially 0 */ void writer (void)

while (1) {
P(&w) ; IG W1

/* Writing here */

V(&w) ;
}

rwl.c

Fi%: Arrivals: R1 R2 W1 R3

Readcnt ==
W ==
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AR BRI TT R

Solution to First Readers-Writers Problem "'

BE# Readers:

B Writers:

/*
/*

int readcnt;
sem t mutex, w;

Initially 0 */

void reader (void)

{

Both initially 1 */

void writer (void)
{
while (1) {
P(&w) ;

< W1

while (1) { /* Writing here */
P (&mutex) ;
readcnt++; V(&w) ;
if (readcnt == 1) /* First in */ }
P(&w) ; }
V (&mutex) ;
e rwl.c
R3 é/* Reading happens here */
FJik: Arrivals: R1 R2 W1R3
P (&mutex) ;
readcnt--;
if (readent == 0) /* Last out */ Readcnt ==
V(&w) ; W ==
R2

! 4(&mutex) ;
}

}
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BREH-BHAEOBIHTRE
Solution to First Readers-Writers Probleﬁ"

B3 Readers: 52 Writers:
int readent; /* Initially 0 */ void writer (void)
sem t mutex, w; /* Both initially 1 */ {
while (1) {
void reader (void) P(&w) ; s W1
{
while (1) { /* Writing here */
P (&mutex) ;
readcnt++; V(&w) ;
if (readcnt == 1) /* First in */ }
P(&w); }
V (&mutex) ;

rwl.c
/* Reading happens here */

Fi%: Arrivals: R1 R2 W1 R3

P (&mutex) ;

readcnt--;

if (readent == 0) /* Last out */ Readcnt ==
V(&w) ; W ==

R3 %(&mutex)

}
}
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Other Versions of Readers-Writers =

m BRAERFTEREIAE Shortcoming of first solution
o SRR ARTANEE IS FSPREAEFE LEE & Continuous stream of readers

will block writers indefinitely

m B /A Second version
» —BEEHM, FSEIELAUGHENEESA] Once writer comes along,

blocks access to later readers

» —Z BB N\OJEEB IERFAIEEEY Series of writes could block all reads

0 %ﬁ%tﬂif)ﬁ. FIFO implementation

ZR)code BEHHIrwqueuefThd See rwqueue code in code
dlrectory

 1F|nEE ARESTESK Service requests in order received

" PRIFEARESTIHSCHBASIS Threads kept in FIFO

» F— 1 EBESE, IJLUARIGEERKX Each has semaphore that
enables its access to critical section
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e - 53 A R TT R

Solution to Second Readers-Writers Prom

int readcnt, writecnt; // Initially O
sem t rmutex, wmutex, r, w; // Initially 1
void reader (void)
{
while (1) {
P(&r) ;
P (&rmutex) ;
readcnt++;
if (readent == 1) /* First in */
P(&w) ;
V(&rmutex) ;
V(&r)

/* Reading happens here */

P (&rmutex) ;

readcnt--;

if (readcnt == 0) /* Last out */
V(&w) ;

V(&rmutex) ;
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BoREH-SHAERITR
Solution to Second Readers-Writers Problém

void writer (void)
{
while (1) {
P (&wmutex) ;
writecnt++;
if (writecnt == 1)
P(&r) ;
V (&wmutex) ;

P(&w) ;
/* Writing here */
V(&w) ;

P (&wmutex) ;

writecnt--;

if (writecnt == 0);
V(&r) ;

V (&wmutex) ;
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Managing Readers/Writers with FIFO —

75K Requests

RFFH & Allowed

Concurrency

| l@\ﬁ Idea

B8] Time

o
»

RIR|W|R]|R

R

W

W

R

W

€<

sl

|

» E/EIERBASIHICHIA Read & Write requests are inserted into FIFO
= JERTEMBAFIIIBRAT H1 TR Requests handled as remove from FIFO
. AIERMATESIREREEANEERY, NSt HFAREEEY Read allowed to

proceed if currently idle or processing read
» (NAIFETSHITSEEEE Ni53K Write allowed to proceed only when idle

» 5 KEREIERNIEEIES Requests inform controller when they have

completed

s AF Fairness

= {RiFERL

KSUMERMEK Guarantee every request is eventually handled
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B HE A H LI S
Readers Writers FIFO Implementation «

s BB Wrwqueue.hflrwqueue.c Full code in rwqueue.{h,c}

/* Queue data structure */

typedef struct {
sem t mutex; // Mutual exclusion
int reading count; // Number of active readers
int writing count; // Number of active writers
// FIFO queue implemented as linked list with tail
rw_token t *head;
rw_token t *tail;

} rw queue t;

/* Represents individual thread's position in queue */
typedef struct TOK ({

bool is reader;

sem t enable; // Enables access

struct TOK *next; // Allows chaining as linked list
} rw_token t;

165



E 5E AT 32
Readers Writers FIFO Use e o

m fErwqueue-test.cFEFH In rwqueue-test.c

/* Get write access to data and write */
void iwriter (int *buf, int v)
{
rw_token t tok;
rw_queue request write(&q, &tok);
/* Critical section */
*buf = v;
/* End of Critical Section */
rw_queue release (&q) ;

/* Get read access to data and read */
int ireader (int *buf)

{

rw_token t tok;

rw_queue_ request read(&q, &tok);
/* Critical section */

int v = *buf;

/* End of Critical section */
rw_queue_ release (&q) ;

return v;

166



“SE:%‘/ 5 %‘%ﬁi E(J LA EI%Q S 2
Library Reader/Writer Lock =

n FIERA Data type pthread rwlock t

s $21E Operations
= JR1BIERA Acquire read lock
Pthread rwlock rdlock(pthread rw lock t *rwlock)

= SR1EEH Acquire write lock
Pthread rwlock wrlock(pthread rw lock t *rwlock)
= B (HE—) 8 Release (either) lock

Pthread rwlock unlock(pthread rw lock t *rwlock)

m WE Observation

= WRIERR{ERAEZERREL Library must be used correctly!

- HREFRREPLTERELE, WMEFEESHIA Upto
programmer to decide what requires read access and what
requires write access
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W Today —

m BBl E5E. BRFRMEFZE-THFE Review:

Semaphores, mutexes, producer-consumer

s FHESEREILZERIE Using semaphores to schedule

shared resources
» 5E-5&[0J#H Readers-writers problem
s H'BEIH AW Other concurrency issues
= FE5 Races
= 5F5 Deadlocks
» FELE Thread safety

n BRI S SANMEZ[B]3CH Interactions between threads and
signal handling
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— A =% One Worry: Races
MR IEFERR T —NREE S — 12T

Ry

~

\_

Y ¥

N&

e Py =yl Hgﬁ

B BxF, Bl RE 5% A race occurs when correctness of
the program depends on one thread reaching point x before

another thread reaches pointy

/* a threaded program with a race */
int main(int argc, char** argv) ({
pthread t tid[N];
int i;
for (i = 0; i < N; i++)

Pthread create(&tid[i], NULL, thread,

for (i = 0; i < N; i++)
Pthread join(tid[i], NULL);
return 0;

}

/* thread routine */

void *thread(void *wvargp) ({
int myid = *((int *)vargp)
printf ("Hello from thread %d\n", myid);
return NULL;

&i) ;

race.cC
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2375+ Data Race
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HEE* S Race Elimination o

m AEILERA Don’t share state
= f5a0, {ERmalloc AT NEEERMERIMIISEFE E.g., use malloc

to generate separate copy of argument for each thread

n FHR

F FiE:

2 11| %

LIRS H

) 3 YN )

P Use synchronization

primitives to control access to shared state

» AEPNHEEIRESOT8EERARRIEIE Different shared state can use
different primitives
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W Today
m BBl F5E. BRFMEZE-THFHE Semaphores,

mutexes, prod ucer-consumer

s FHESEREILZERIE Using semaphores to schedule

shared resources
» FEEHEEBI Producer-consumer problem

s HEHA[BIFR Other concurrency issues

" S5 Races
= B Deadlocks
» FELE Thread safety

n BRI S SANMEZ[B]3CH Interactions between threads and
signal handling
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—/NHL: B8 A Worry: Deadlock

n EX: JANI—NMHEBEEESF —NKEAEAER%K
B, IBAECE=IE4E Def: A process is deadlocked iff it is
waiting for a condition that will never be true.

0 ﬁﬂ%% Typical Scenario
HIB1IFMHFR2EERNRIR (AFOB) ABELEZE Processes 1 and 2

needs two resources (A and B) to proceed
» HFZ1FKEXA, ZE1FB Process 1 acquires A, waits for B

= 1 HFE23KENB, FA Process 2 acquires B, waits for A
= B #%E%M } \_=E’:'=' Both will wait forever!
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—/NHL: B8 A Worry: Deadlock

n B FHNSHHEIEESE

waiting for a condition that will ne

W«
\T:‘—‘ﬂl:- —j
8 T_x"//

g

F—NIKBASAERZ
B, IBAECMESSEEI Def: A process is deadlocked iff it is

ver be true.

s EAWEAAIR GEE T21380ERER) , 8HE
More fully (and beyond the scope of 213), a deadlock has four

requirements

= B Mutual exclusion

» EIAEESF Circular waiting
= (REFFNZFEF Hold and wait

= e8I No pre-emption

)1

ER
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= l’\lgj =

5 5 =68l Deadlocking With Semapho;_g\“s/

int main(int argc, char** argv)

{
pthread t tid[2];
Sem init (&mutex[0], O, 1); /* mutex[0] =
Sem init (&mutex[1], O, 1); /* mutex[l] =

Pthread create(&tid[0], NULL, count, (wvoid*) 0);
Pthread create(&tid[1l], NULL, count, (wvoid¥*) 1);

Pthread join(tid[0], NULL);
Pthread join(tid[1l], NULL);
printf ("cnt=%d\n", cnt);
return 0O;

}

1 */
1 */

void *count (void *vargp)
{
int i;
int id = (int) wvargp;
for (i = 0; i < NITERS; i++) {
P(&mutex[id]); P(&mutex[l-id]) ;
cnt++;
V(&mutex[id]); V(&mutex[l-id]) ;
}
return NULL;

Tid[O]:
P(So)r'
P(Sl);
cnt++;
V(So);
V(Sl);

Tid[1] :
P(Sl);
P(So);
cnt++;
V(Sl);
V(So);
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2ERE B

Deadlock Visualized in Progress Graph L

28F21 Thread 1

= [Q—

7 BB B

ﬁE J\’HQJI_;\
| e Deadlock
Viso soIZEX state
Forbidden region
- fors,
V(s,)
Pl | o s AORIX
Seadlock  Forbidden region
—_ region for S
P(s,) -
0
I | I
'Thread 0
P(s,) P(s,) V(s,) V(s,)
SO=51=1

qﬁ

o

BUESINT ZEHI T Rett: &fF—
AN TKITA 2 B E ) 2AF Locking

introduces the potential for deadlock:
waiting for a condition that will never
be true

AT BE N S 8 X S TR B 25 3|
KIEBRE, Frrs0Els1ZANEF
Any trajectory that enters the
deadlock region will eventually reach
the deadlock state, waiting for either

SporS; to become nonzero

FAb T 212 BT T SRS X 3K

Other trajectories luck out and skirt
the deadlock region

AEMEE: BBPEERITER
(%) Unfortunate fact: deadlock
is often nondeterministic (race) 176
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Avoiding Deadlock

LU [F] I 77 2 e = 2 0
Acquire shared resources in same ordv

int main(int argc, char** argv)

{
pthread t tid[2];

Sem init(&mutex[0], O, 1); /* mutex[0] = 1 */
Sem init(&mutex[1], O, 1); /* mutex[l] = 1 */
Pthread create(&tid[0], NULL, count, (wvoid*) 0);
Pthread create(&tid[1], NULL, count, (void*) 1);
Pthread join(tid[0], NULL);
Pthread join(tid[1], NULL);
printf ("cnt=%d\n", cnt);
return O;
}
void *count (void *vargp)
{ . Tid[0] :
int i
’ P(s,)
int id = (int) vargp; P( 0).
for (i = 0; i < NITERS; i++) ({ (s1) 7
P(&mutex[0]),; P(&mutex[1]) cnt++;
cnt++; V(sy) ;
V(&mutex[id]); V(&mutex[1l-id]) ; V(s,)
}
return NULL;
}

Tid[1] :

P(So) ’
P(Sl) ’

cnt++;

V(Sl) ’
V(So) ’
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TE 2 5 1B 8 e S8 B

Avoided Deadlock in Progress Graph

22721 Thread 1 T HE1E No way for
trajectory to get stuck
- BERE CUAH 7] B 5 Py SR B 8
V(s.) SOHTZZEIX Processes acquire locks in
0 Forbidden region same order
_ fors,
BUBE TR R Jo o< BB 2 Order
Visy) in which locks released
| immaterial
S195EIX
P(s,) Forbidden region
- fors,
P(s)
I I I —— ZRF20 Thread 0

P(s;) P(s,) V(s,) V(s,)
SO=51=1
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JE 7~ Demonstration e

m = FEFdeadlock.c See program deadlock.c
m 100218, BNERERBEAEKHEANSE 100 threads,

each acquiring same two locks

s XA Risky mode
" (BEEIEIEKBININFSEEEFEEM Even numbered threads

request locks in opposite order of odd-numbered ones

\

n ZLeEF Safe mode
» FrEZFELATEREIAININEIRENEL All threads acquire locks in same

order
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FE 1 S B B R TE B -
Livelock Visualized in Progress Graph —

Qﬁﬁl Thread 1 Yﬁ%?@fﬂ?ﬁﬁ%ﬁ, VA %%ﬁ
BARRE, BT IEBH
ZEH
HEHRE Livelock is similar to a
] Livelock deadlock, except the threads
ﬁ /4
SO state change state, but remainina

Forbidden region

deadlock trajectory.
fors,

S1#7ZZEX
- fﬁ@ Forbidden region

Livel©
- region fors,

I — I I 22#20 Thread 0
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ERL. WEBL. 1RIE e
Deadlock, Livelock, Starvation =

m Jt4H Deadlock

" PSS NEHEEEFF KA AERNFRM Oneor
more threads is waiting on a condition that will never be true

m Y53 Livelock
= — B NEEEEESURE, (BKaA =B L/ iE i
One or more threads is changing state, but will never leave a
deadlock / livelock trajectory

m TRFE Starvation

" — NI ERIEE R TCEBISHE One or more threads is
temporarily unable to make progress
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‘»’:P@‘. =

WA Today =
m [Fi: 558, EFRMEF=E-JHFHE Review:

Semaphores, mutexes, producer-consumer

s [FHESEREILZEFRIE Using semaphores to schedule

shared resources
» EE-5&[0)# Readers-writers problem

s HEHABIFH Other concurrency issues

" S5 Races
= 5E%i Deadlocks
» IET L Thread safety

n BRI S SANMEZ[B]3CH Interactions between threads and
signal handling

f
i
A
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e SRR >
Crucial concept: Thread Safety
n MZRFE VB R BT fE 22 2241 Functions called from a

thread must be thread-safe

n EX: BEREEZEN, REBENSISRERNEH
REFZETEHREIESE Def: A functlon is thread-safe iff it will
always produce correct results when called simultaneously from
multiple threads.

n 2

EANZER/ENIE:  Classes of thread-unsafe functions:

n K1 AMEIPHEETERIR/ZEL Class 1: Functions that do not protect

shared variables

252 BEZMNEARBIRFIRSEIERZN Class 2: Functions that keep state
across multiple invocations

IREFERIEFSTE2ERIFEETAIRRAZEY Class 3: Functions that return a
pointer to a static variable

24 BARSEALTERASAIERZN Class 4: Functions that call thread-
unsafe functions
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ZEAZERE CRD)

Thread-Unsafe Functions (Class 1)

n REERIPILZEAFE Failing to protect shared variables
(28 (FRAPHIVIESER(F (BkBERBL) Fix: Use PandV

semaphore operations (or mutex)
= ;:f5]: goodcnt.c  Example: goodent. c

» I ESBRESEEIBIEE Issue: Synchronization

operations will slow down code
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SEARERH (K2 o
Thread-Unsafe Functions (Class 2) ——

s B PNRECAHKBRFEARE Relying on persistent state

across multiple function invocations
= R T ERSINSHIBEZNEE %S Example: Random number

generator that relies on static state

static unsigned int next = 1;

/* rand: return pseudo-random integer on 0..32767 */
int rand(void)
{

next = next*1103515245 + 12345;

return (unsigned int) (next/65536) % 32768;

}

/* srand: set seed for rand() */
void srand(unsigned int seed)

{

next = seed;

}
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L2 A BN R 3B S

Thread-Safe Random Number Generator

s BIEIRSIENSE I —E 4> Pass state as part of argument

= MIMIBREESIRZ and, thereby, eliminate static state

/* rand r - return pseudo-random integer on 0..32767 */

int rand r(int *nextp)
{
*nextp = *nextp*1103515245 + 12345;
return (unsigned int) (*nextp/65536) % 32768;

n Z5i8: [ Hrand rRERF RO TR FFFIT Consequence:

programmer using rand r must maintain seed
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SEAZERE (3R3) <%

Thread-Unsafe Functions (Class 3)

R [ R H B SRR TR
Returning a pointer to a static
variable

BE. EE5RH, UEFAATEES

AEHbE ISR Fix: Rewrite

function so caller passes address of

variable to store result

= RETRNEARENIHARE

Requires changes in caller and callee

B52. HEFBERRE Fix2:

Wrap function with mutex

= FERFHESEM Caller still has to be
changed

= BILAREEIHER

function

" RREXRIBERK /IHREA Function may

become a bottleneck

{ZY Can preserve old

/* Convert integer to string */
char *itoa(int x)
{
static char buf[1l1l];
snprintf (buf, sizeof buf,
"sd", x);
return buf;

void fix itoa(int x, char *dst,
size t dstsz)

{

snprintf (dst, dstsz, "%d", x);

}

void wrap itoa(int x, char *dst,
size t dstsz)
{
static sem _t mutex;
P (mutex) ;
strncpy(dst, itoa(x), dstsz);
V (mutex) ;
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RERRERY () e
Thread-Unsafe Functions (Class 4) =

s THHZEAZERE Calling thread-unsafe functions

» FAR— NGRS RS ERRE RN RENAZE Calling one
thread-unsafe function makes the entire function that calls it thread-
unsafe

" (BE: (EXERE, (FENARSELEEREL Fix: Modify the function
so it calls only thread-safe functions ©
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—

SN Reentrant Functions -
EEONCE X

s SEX: JHNHERFEEZANELERHANAGRLEELRE, N
ZERB A i/ EAH] Def: A function is reentrant iff it accesses
no shared variables when called by multiple threads.

" R LEREIRIEZEFEE Important subset of thread-safe functions
« ANEEFE2{E Require no synchronization operations

- ER2REEELERIE— R ARERETEAN (flflrand_r)
Only way to make a Class 2 function thread-safe is to make it
reentrant (e.g., rand r)

438 % B All functions

LB FR 4 R Thread-safe
functions
RIEAZERE
Al 8 N\ &L Thread-unsafe
Reentrant functions
functions
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SRR A M S
Thread-Safe Library Functions -
s IMECETE (KRREMEH) PHRRZHRBBREELE

K] Most functions in the Standard C Library (at the back of your
K&R text) are thread-safe

= 7~5: malloc, free. printf. scanf Examples: malloc, free,
printf, scanf

= {HlHp: strtok. rand. ctime Exceptions: strtok, rand, ctime

m POSIXRIN T BEZHRTE, BHRHN T AZERBRIATEAN
A~ POSIX adds more exceptions, but also reentrant versions
of unsafe functions

LR IR 22 PR Thread-unsafe function Class  F] E AfiX Reentrant version
asctime 3 strftime

ctime 3 strftime

gethostbyaddr 3 getnameinfo
gethostbyname 3 getaddrinfo

inet ntoa 3 getnameinfo

localtime 3 localtime r

rand 2 rand r b1




'E’X@ TOday r

m BB F5&. BRFMEFZE-THFHE Review:

Semaphores, mutexes, producer-consumer

s [FHESEREILZEFRIE Using semaphores to schedule

shared resources
» EE-5&[0)# Readers-writers problem

s HEHABIFH Other concurrency issues

" S5 Races
= 5E%i Deadlocks

» HIET L Thread safety

» ZIEFNES B 2832 H Interactions between threads and
signal handling
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5 5 A [B] B Signal Handling Review

BULS
Icurr Receive ﬁgﬁﬁ‘
next M=---_______ Signal ; Handler

-
-——_
-
-~
-

o 2;7J1"|3 Action
SaLAREERRRFHFITRVE{A 5 Signal can occur at any point in

program execution
- [RIE(SS#EPEZE Unless signal is blocked

» (SEAIBEERER—NEHIERNIETT Signal handler runs within same
thread

= Wz {TEIFER, PARIREBIZIIEFERFERHIT Must run to completion
and then return to regular program execution
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&R/ EERE

Threads / Signals Interactions ~y
fprintf.lock() l Bl S
ICUI’I’ Re,ceive > ﬁ\gﬁﬁ‘
Inext AR s:gnal + Handler

-
~—a
-
-
-

fprintf.unlock()

| 1&%,@&%&% W%B%b‘i Many library functions have internal locking
= ATIRIPRIEINS (BRE—REEALE) To protect hidden state

(avoid being class 1 thread-unsafe)
= malloc

« BREAHIZR Free lists
= fputs, fprintf, snprintf

» LMEMNZPEIEREIEAS3ZH So that outputs from multiple
threads don’t interleave

« NEZB(EAmalloc  Internal use of malloc

s AMEAXEEREFGEERFEE BB OK for handler that

doesn’t use these library functions
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LRl e =
Bad Thread / Signal Interactions e o

fprintf.lock() l BWIES

| Receive . LLPEFE/F Handler
+ fprintf.lock()

-
T==a
=
-

-
~—a
-
-
-

n WRUTFHERESER: Whatif:
MEREBURIEFINGRTEIKES Signal received while library function holds lock
» YMBEFREAREE (BifEX) EREL Handler calls same (or related) library

function

m JEHi! Deadlock!

» (SEAMEEFRARCREEEEIZRG ] Signal handler cannot proceed until it gets
lock

» FEFABEMEE FINMNEFEESEAL Main program cannot proceed until handler
completes
s < S Key Point
. ZRFEXAXIFRFA Threads employ symmetric concurrency

= (SSLMEREFEM Signal handling is asymmetric o



MEZRE/fESRE S

Handling

n X EE

)

Thread/Signal Interactions -

FHZE/5 5 Block signals around critical sections

" pthread_sigmaskERZSE{sigprocmask, {BE{Na2Im1EEBRNSRE
pthread_sigmask — like sigprocmask, but only affects calling thread
s THTFESAERIZLTE Dedicate a thread to signal handling

= fEIAEHsigsuspend()Bisigwaitinfo() Loop calling sigsuspend() or
sigwaitinfo()

» FFEHEEFEEZERB(SS All other threads block all signals
» (SENEEERI LRSS ESALEREL Signal handling thread

can use async-signal-unsafe functions

- FAAFAIFIEES RegfEsigsuspend()HAEMEE Because we
know signals will only be delivered during sigsuspend()
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—

2R F2/N45 Threads Summary =
n REAREHKEFRME T A—MPLH Threads provide

another mechanism for writing concurrent programs
n ZRIERSKERSZ AW Threads are growing in popularity
o LHFEFFEE/)N Somewhat cheaper than processes
» SFELREZIBHEEEGE Easy to share data between threads

n AT, HXERFEEEERM:  However, the ease of

sharing has a cost:

» SFSINAEBIELEEEIR Easy to introduce subtle synchronization
errors

» NONSIFEFE!  Tread carefully with threads!

A

S f )

m BHFEHMELE: For moreinfo:

" “PosixERFEIRFE” D. Butenhof, “Programming with Posix Threads”,
Addison-Wesley, 1997

197



%1 25 HemiE

R TR 4T Thread-Level Parallelism

100076202: HENERFRSIE

{EiRELP:
AR 2B Enia

[REE:
Randal E. Bryant and David R. O’Hallaron

Carnegie
Mellon
University
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W Today o

n HAT1HEME Y Parallel Computing Hardware

" 2% Multicore

- BN H EBZAEAMESE Multiple separate processors on
single chip

= BZEFE{, Hyperthreading
» EEZ EERHITSNNEKIE Efficient execution of multiple threads
on single core
n — A Consistency Models
= AENHEERFIBE ARSI S REZ What happens when
multiple threads are reading & writing shared state
m ZRFEZFH4T Thread-Level Parallelism
» ERERIRS 9T {ESS Splitting program into independent tasks
« 7~5: FH173KF0 Example: Parallel summation
« FEE—EEET {4 Examine some performance artifacts

» MiaZ Divide-and conquer parallelism
« <5 FHITIREHEE Example: Parallel quicksort

-
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R Z AR

A%

Typical Multicore Processor

#% 20 Core O

%777 Regs

Llsurzs

d-cache

Llsozs
i-cache

LG —HEEF

L2 unified cache

%> n-1 Core n-1

%772 Regs
LlxEsn | Llxsss
d-cache| | i-cache

L2 —HEEF

L2 unified cache

L34 — = IR ZEAF L3 unified cache
(T #% 3L shared by all cores)

F % Main memory

ntegratedMeméry Cantraller~3Ch DOR3

.

Core0 Corel Core2 Core3

Shared L3 Cache

n 2SS DL —BF N AL BIZ 4T Multiple processors

operating with coherent view of memory
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LR AL E
Out-of-Order Processor Structure "

ARG

m B2

¥54-15 4 Instruction Control
BESERF
Instruction
Cache
7'y PC
\ 4 \ 4
IhBE B JC Functional Units
o BIESEF
Data Cache

whalbty

IR

L HCAPEYEVL Instruction control

dynamically converts program into stream of operations

n BRVERRST R Thee o PAFRIT 7 NIAT Operations mapped

onto functional units to execute in parallel 201




RELRTESEH N
Hyperthreading Implementation g

24324l Instruction Control
B4R
Instruction
Reg A Op. Queue A l Cache
A
Reg B Op. Queue B
T PCA PCB
\ 4 1 VY V

ThEe#B44 Functional Units

| L | [ ] (S8} 22
Data Cache

n S HFESEH| UG EKANTE S Replicate instruction

control to process K instruction streams

n 1B SFeA K #E I K copies of all registers
m JLETINEEHLIT Share functional units 202




FAETAAHL Benchmark Machine
m M /proc/cpuinfo3REVA RTHENLHKIEIE Get data

about machine from /proc/cpuinfo

m Shark#l2% Shark Machines
" |ntel Xeon E5520 @ 2.27 GHz
" Nehalem, ca. 2010
= 8%% 8 Cores
s OB LAIT2{SHBERFE Each can do 2x hyperthreading
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. r\k"g .

M A IHITIHIT Exploiting parallel execution’
B HRIE, BRATE S ALERMLE/OIER So far, B
we’ve used threads to deal with 1/0 delays
» HANE N EFiR—1MEE, UL M &RIEERS— 1%
FE e.g., one thread per client to prevent one from delaying another
m ZIZCPUIRMLT B— A 11< Multi-core CPUs offer another
opportunity
= NN EFTHITRIZRIZ LY R ITAE Spread work over

threads executing in parallel on N cores
» NERBIFSZMIES, NBasisSE Happens automatically, if
many independent tasks
- FE0, BTN AEEFRS TS E iRtk e.g., running
many applications or serving many clients
» RIS RBELINR—ITAEUESZAIAITIEE Canalso

write code to make one big task go faster

- BITBHABRE AHZ N HITFESS by organizing it as multiple parallel
sub-tasks 204




M A IF1TIAT Exploiting parallel execu@;rk

m Shark¥L35 0] PLIE B 34T 16 N2 FE Shark machines can
execute 16 threads at once
= 8k, B H2ISHBLRFE 8 cores, each with 2-way
hyperthreading
= I _E16(ZIMEEY, Theoretical speedup of 16X
« ERANIBEENIL B MFILZE] never achieved in our benchmarks
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NAF—F 1 Memory Consistency .z

inta=1;

int b =100;
Threadl: Thread2:
Wa: a=2; Wb: b = 200;
Rb: print(b); | | Ra: print(a);

LRE—B LR
Thread consistency
constraints

Wa——— Rb

Wb—— Ra

n ITEPRIABEEHA A ? What are the possible values

printed?

= BURFAF—HNEEEY Depends on memory consistency model
o AR EREF AGIRIRYIESRIRES Abstract model of how

hardware handles concurrent accesses
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B R R -

Non-Coherent Cache Scenario
inta=1;

s EREEZESF, RIERER int b = 100;

ME Write-back caches, /\

without coordination
Threadl: Thread2:
between them Wa: a=2; Whb: b = 200;
Rb: print(b); | | Ra: print(a);

Thread1 Cache Thread2 Cache
a: 2 b:100 a:1 b:200 print 1

\ ‘ print 100

}dm
)5, a:2fb:200%; E B X155

a:1 b:100 At later points, a:2 and b:200
are written back to main memory
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Y

SnoopyZR 17 S

Snoopy Caches .
s RS IEENZFIR Tag each cache block with state
FoH Invalid ABEEFHE{E Cannot use value
= Shared a]15E#2 0 Readable copy
{Z Modified ] S0 Writeable copy
Thread1 Cache Thread2 Cache inta=1;
M| a:2 intb = 100;
M | b:200 /\
Threadl: Thread2:
Main Memory Wa: a=2; Whb: b = 200;
Rb: print(b); | | Ra: print(a);
a:1 b:100
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SnoopyZ 17
Snoopy Caches

s FPREIRIL

A)

R

m Tag each cache block with state
BE{sEFHEL(E Cannot use value

oJ15E#2 I Readable copy u

T8 Invalid

H= Shared

(& Modified

Thread1 Cache
S| a:2

\

inta=1;

int b = 100;
Threadl: Thread2:
Wa: a=2; Whb: b = 200;
Rb: print(b); | | Ra: print(a);

B] 5#2 1 Writeable copy
Thread2 Cache
S| a2 print 2

a:1

Wry

b:100

print 200

4 2 12 R HMbF L
Bz —WE KBS When
cache sees request for
one of its M-tagged
blocks

s MZEFRME F
= WAETHER
BE LI )  Supply
value from cache
(Note: value in
memory may be
stale)

. BEPrid R E NS Set
tagto S 209



NAFE—ZE Memory Consistency .z

inta=1;

int b =100;
Threadl: Thread2:
Wa: a=2; Wb: b = 200;
Rb: print(b); | | Ra: print(a);

LRE—B LR
Thread consistency
constraints

Wa——— Rb

Wb—— Ra

n ITEPRIABEEHA A ? What are the possible values

printed?

= BURFAF—HNEEEY Depends on memory consistency model
o AR EREF AGIRIRYIESRIRES Abstract model of how

hardware handles concurrent accesses
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NF—Z 1 Memory Consistency >
@%ﬁ—meﬁ:"

inta=1;
int b = 100; Thread consistency
/\ constraints
Wa——— Rb
Thread1l: Thread2:
Wa: a=2; Wb: b = 200; Wb .
Rb: print(b); | | Ra: print(a); — Ra

n FTEPRIRIBEE A4 ? What are the possible values printed?

» BURFHRE—EHEIRE Depends on memory consistency model
AN R H BRI RUHRSRAERY Abstract model of how hardware

handles concurrent accesses

m JIFF—21E Sequential consistency
* MFE—RRAE— B, HIlFS8 1 HERRTREINE—E

As if only one operation at a time, in an order consistent with the order of
operations within each thread

= RAitt, RIRRSETRMAISE—E, BRIrHER3SE Thus,

overall effect consistent with each individual thread but otherwise allows
an arbitrarv interleavinge 211




I — B B -

Sequential Consistency Example -
LR FE—BMEZITR Thread consistency

!": Z ) 1’00 constraints
in —/;\ Wa Rb
Thread1l: Thread2: Wb Ra
Wa: a=2; Whb: b = 200;
Rb: print(b); | | Ra: print(a); Rb Wb Ra 100, 2
Wa < Ra 200, 2
Wb
Ra Rb 2,200
Ra Wa Rb 1,200
Wb < Ra Rb 2,200
Wa <
Rb Ra 200, 2

s HAFABE%EIH Impossible outputs
= 100, 1 and 1, 100

= FEFEFWaggWbZBIAZEIRaFARb Would require reaching both
Ra and Rb before either Wa or Wb
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F—BHEFLTR

Non-Coherent Cache Scenario

s ENSEH, RERBEIME
Write-back caches, without
coordination between them

/
&
\,\‘—‘ ——'— =,

inta=1;

int b = 100;
Threadl: Thread2:
Wa: a=2; Wb: b = 200;
Rb: print(b); | | Ra: print(a);

Thread1 Cache Thread2 Cache

a: 2 b:100 a:1 b:200

N

* ain Memory
a:1 b:100

print 1

print 100

O — B ? B!

Sequentially consistent? No!
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e P —BUE TR e

Non-Sequentially Consistent Scenario —

—H T, BEHTRIEEHHRF ——
MmiER T RE—HHELIR Coherent inta=1;

, int b = 100;
caches, but thread consistency n

constraints violated due to operation /\

reordering

Threadl: Thread2:
a:2 b:200 3| Wa: a=2; Wb: b = 200; 4
2 | Rb: print(b); | | Ra: print(a); |1
Threadl Cache Thread2 Cache
print 1
b:100 a:1 .
print 100

s BARAGH T ENESAZE M, EARNEETRAFRK
WENLE Architecture lets reads finish before writes because
single thread accesses different memorv locations 214
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Non-Sequentially Consistent Scenario

Threadl Write

Buffer

a:2

Thread2 Write

Buffer b:200

Threadl Cache

Thread2 Cache

A&

U —

inta=1;
int b = 100;
Threadl: Thread2:
3| Wa: a=2; Whb: b = 200; 4
2 | Rb: print(b); | | Ra: print(a); |1

s AT AEHHF? BEARE

BRICH . S0

XHAN,

LRGSR, HSHHAT
## Why Reordered? Writes
take long time. Buffer
write, let read go ahead.

Instruction-level parallelism

s BE: FEWa&RbFIWb&RaZ [B]EFRIISFENCEFE 4 Fix: Add
SFENCE instructions between Wa & Rb and Wb & Ra
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N Memory Models N

m JiF—3: Sequentially Consistent:

» FNERELIERBRIIREHRT T, {£E35Es Each thread executes in
proper order, any interleaving

n NTHR, FE Toensure, requires
» FHERZETFE/HTF{T/I Proper cache/memory behavior
" EYHHIELERHEFRZIZ Proper intra-thread ordering constraints

n ZREEFERFZIR Thread ordering constraints
 (FREESHRFEERREEIERF Use synchronization to ensure

the program is free of data races

N
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W Today

m ZRFEZF4T Thread-Level Parallelism
» BRSO BIEAIRY(ESS Splitting program into independent tasks
« 5lg0: FH173KF0 Example: Parallel summation
- FEE—EMEE/NT {4 Examine some performance artifacts
* Mi&~<Z Divide-and conquer parallelism
- f5la0: FHITREHEE Example: Parallel quicksort .



KAM~H Summation Example .

m REF0, ..., N-1fJFA] Sum numbersO, ..., N-1

= MWAZINFEREZI(N-1)*N/2 Should add up to (N-1)*N/2
n X KA X Partition into K ranges

» FNKIGEBIN/KIANME | N/K] values each

» PN PME— N X Each of the t threads processes 1
range

» EEEZENNRISK(E Accumulate leftover values serially
n TEEHL: TALEEFRENERZRE Method #1: All
threads update single global variable
= 1A: FEZE  1A: No synchronization

= 1B: FHpthread{SS&=[EF 1B: Synchronize with pthread
semaphore

= 1C: HpthreadBR#I[EE 1C: Synchronize with pthread mutex
Y ——HE=A

- ‘552, {NEVYEOFI1 “Binary” semaphore. Only
values 0 & 1
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RRERNERZES: FH -
Accumulating in Single Global Variable: ¥

Declarations

typedef unsigned long data_t;
/* Single accumulator */
volatile data t global sum;

219



EREBRNERRET: B S
Accumulating in Single Global Variable: -
Declarations

typedef unsigned long data_t;
/* Single accumulator */
volatile data t global sum;

/* Mutex & semaphore for global sum */
sem t semaphore;
pthread mutex t mutex;

220



EREBRNERRET: B S
Accumulating in Single Global Variable: -
Declarations

typedef unsigned long data_t;
/* Single accumulator */
volatile data t global sum;

/* Mutex & semaphore for global sum */
sem t semaphore;
pthread mutex t mutex;

/* Number of elements summed by each thread */
size t nelems per thread;

/* Keep track of thread IDs */
pthread_t tid [MAXTHREADS] ;

/* Identify each thread */
int myid[MAXTHREADS] ;
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RIRERNERHZ:

e BRAE

Nﬁ

.\.

Accumulating in Single Global Variable: ¥

Operation

nelems_pe:_thread =

/* Set global value */
global sum 0,

/* Create threads and wait £

}

for (1

O0; i < nthreads; i++)

result global sum;

/* Add leftover elements */
for (e
result += e;

nelems / nthreads;

Pthread create(&tid[i], NULL, thread fun, &myid[i]);

Pthread join(tid[i], NULL);

nthreads * nelems_per_

LD

ﬁff‘m Thread ID Thread routine

them to finish */

2eF2=4 Thread argum
(void *p)

thread; e < nelems; e++)
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LLERE: ERp

Thread Function: No Synchronization

{

void *sum race (void *vargp)

int myid = *((int *)vargp):;

size t start = myid * nelems per thread;
size t end = start + nelems per thread;
size t i;

for (1 = start; i1 < end; i++) {
global sum += i;

}

return NULL;
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7 [F 25 K P4 BE Unsynchronized Performar&

Parallel Sums #1
2.5
2 \
1.5
== Race
1

0.5

ds

Elapsed Secon

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16

Threads

m N=230
n BRERIINE L Best speedup = 2.86X

8 BRTFINREFNBIERKZEZER Gets wrong answer
when > 1 thread! ANf? Why?
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ZAERE: [F5E/AFH

Thread Function: Semaphore / Mutex "‘
{55 & Semaphore

void *sum sem(void *vargp)

{

int myid = *((int *)vargp):

size t start = myid * nelems per thread;
size t end = start + nelems per thread;
size t i;

for (1 = start; 1 < end; i++) {
sem wait (&semaphore) ;
global sum += i;

sem post (&semaphore) ;

}
return NULL;

H R4 Mutex

pthread mutex lock (&mutex) ;
global sum += i;
pthread mutex unlock (&mutex) ;
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B5E/E PR LS
Semaphore / Mutex Performance -

Parallel Sums #2

/"‘v\/\/ Vo

=fli—Semaphore

/ Mutex
/ 5. .
' FERE TR R B R B R R 2

1 2 3 45 6 7 & 9101112131414_[_‘&? What|sma|n

Threads
reason for poor
) | = °
Y HY Terrible Performance
= FHRRHITERE performance?

= 2.5seconds = ~10 minutes 5§F
s O FEHESER3ME Mutex 3X faster than semaphore
s [BEHE, XEEHFEESA RIS Clearly, neither is successful L

700

600

500

I
o
o

Elapsed Seconds
(%]
(e
o

[
Q
Q

—_
[an]
]

):I[wEw:ll

o]




Bl B F Separate Accumulation

n FiE#2: BNRERRB B MEZEE S Method #2: Each

thread accumulates into separate variable

2A: TEFBERENABITTERZRENN 2A: Accumulate in contiguous array
elements

2B: TE[EIfRFEIENABIcEF ENN 2B: Accumulate in spaced-apart
array elements

2C: EE1FSHENN 2C: Accumulate in registers

/* Partial sum computed by each thread */
data_t psum[MAXTHREADS*MAXSPACING] ;

/* Spacing between accumulators */
size t spacing = 1;
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Separate Accumulation: Operation

nelems_pe:_thread = nelems / nthreads;

/* Create threads and wait for them to finish */
for (1 = 0; i1 < nthreads; i++) {
myid[i] = i;
psum[i*spacing] = 0;
Pthread create(&tid[i], NULL, thread fun, &myid[i]);
}
for (i = 0; i < nthreads; i++)
Pthread join(tid[i], NULL);

result = 0;

/* Add up the partial sums computed by each thread */
for (i = 0; i < nthreads; i++)
result += psum[i*spacing];

/* Add leftover elements */
for (e = nthreads * nelems per thread; e < nelems; e++)
result += e;
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Thread Function: Memory Accumulation

HRHEBE? Where is the mutex?

void *sum global (void *vargp)

{
int myid = *((int *)vargp):
size t start = myid * nelems per thread;
size t end = start + nelems per thread;
size t i;

size t index = myid*spacing;

psum[index] = O;

for (i = start; i < end; i++) {
psum[index] += 1i;

}

return NULL;
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N RBERE S2

Memory Accumulation Performance =

Parallel Sums #3

]
ra [0
N

Elapsed Seconds
B
= un
y

=4 Race
M Adjacent memory acc
\\\ == Spaced memory acc

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16

2
n

Threads

Bz ZFRFIMEE Clear threading advantage
» G EFANMELY:  Adjacent speedup: 5 X
= BEfREFTIMELY: Spaced-apart speedup: 13.3 X ({XINZZEIMELL AT 8
Only observed speedup > 8)

A ABATRIFBIT B INMEEEE 4 ? Why does spacing the accumulators

apart matter?
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BRILZE False Sharing =

0 7 8 15

psum

\ A J
Y Y
ZZ1FEHm Cache Block m ZZ££¥tm+1 Cache Block m+1

n 2 FREFF—2F 4 Coherence maintained on cache
blocks

s EEFpsum(i], LREIVFEFM V7R To update
psumli], thread i must have exclusive access
» M \HEERISARISREEHRIRMEE S Threads
sharing common cache block will keep fighting each other for
access to block
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S BRFEERI TR S

False Sharing Performance B

False Sharing Effects

—— 54
58

e S 16

Threads

= R{ERPRERELL R ETBIBIERES2.8(5 Best spaced-apart performance
2.8 X better than best adjacent

m JERZEFRAK/NAN64 Demonstrates cache block size = 64
= 8FT5{E 8-byte values
= EEfRIEINRISLA LI B HEEREE No benefit increasing spacing
bhevond
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LIERE: TFABER

Thread Function: Register Accumulatio

{

void *sum_local(void *vargp)

int myid = *((int *)vargp);

size t start = myid * nelems per thread;
size t end = start + nelems per thread;
size t i;
size t index = myid*spacing;
data t sum = 0;
for (i = start; i1 < end; i++) {
sum += 1i;
}
psum[index] = sum;

return

NULL;

n
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Register Accumulation Performance -

Parallel Sums #4

25 x
| \\

t === Race
1 \\ =fl—Spaced memory acc

B = = Y
Register acc
0.5

S R

- Beware the speedup metric!
n BB TE BFINE Clear threading advantage

= JMELY/Speedup = 7.5 X

s HBREANEERIF24% 2X better than fastest memory

accumulation

nds

Elapsed Seco
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20533 Lessons learned g

L N F R BE - 4H1RE Sharing memory can be
expensive

» X FESCHE pay attention to true sharing

» SIEREEREEE Pay attention to false sharing

s RA[EEEFH & FS8% Use registers whenever possible

= (i{¥cachelab Remember cachelab)
» RAJREFFAARMIZETFE Use local cache whenever possible

s P REIEIE Deal with leftovers
s EREMEEN, SRENFLIEEITHE When

examining performance, compare to best possible
sequential implementation

N
\L{
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E ‘:;g E(JZT—\‘@J . ﬂF)% ‘7:;:1%7‘
A More Substantial Example: Sort g

N PEHLEEE S HEF Sort set of N random numbers

n PR EERIEYE Multiple possible algorithms
» (FERRFHITHRARIIRIEHERE Use parallel version of quicksort
n XSXESHATIRFHREHRERF Sequential quicksort of set of
values X
= MXIEER“HIMa"p  Choose “pivot” p from X
EFHEFIX  Rearrange Xinto
- IMBES: BINFETFp L Values<p
- GHES: BEXFZEFETp R:Values>p
SWAEBEGSHTEBITHEFBEIL  Recursively sort L to get L’
SEIRESHTRITHEFBZIRY  Recursively sort R to get R’
1X[A] Returnl':p:R’
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i e PR HE e AT ARAL S
Sequential Quicksort Visualized e _od

X

L [ R




i e PR HE e AT ARAL 3£
Sequential Quicksort Visualized e _od

-'




R PR A R

Sequential Quicksort Code

void gsort serial (data_t *base, size_ t nele) {
if (nele <= 1)
return;
if (nele == 2) {
if (base[0] > base[l])
swap (base, base+l) ;
return;

}

/* Partition returns index of pivot */
size t m = partition(base, nele);
if (m > 1)
gsort serial (base, m);
if (nele-1 > m+l)
gsort serial (base+m+l, nele-m-1);

}

m MbaseF X nele N TGEHEF Sort nele elements
starting at base

» NBREZF— 1 Iczx=, NEFHEFELELR Recursively sort L or R

if has more than one element
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HATHREHEF Parallel Quicksort ==

s EEXKIFHATHEAERF Parallel quicksort of set of values X
= WNERN/NFZFF Nthresh, HATIIFRIEHERE If N < Nthresh, do
sequential quicksort
= BN Else
« MXIEZR“FMs2”p  Choose “pivot” p from X
« EFHESIX Rearrange X into
- E&E£5: B/ TFETFp L: Values < p
- BES: BEXTEF T R: Values > p
« 1BIFEREIEAYZFE Recursively spawn separate threads
— HEFRLLAZKRIBL SortLtoget Ll
— HEFFRLAFK1BR' SortRto get R’
« 1R[A] Returnl’:p:R’

1
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Parallel Quicksort Visualized




RSN HEF RS

‘f:;%?
Thread Structure: Sorting Tasks -
X

Task Threads

m £5%: HEFTFYEEZEIE Task: Sort subrange of data
= I8N Specify as:
= base: FCURIHIE base: Starting address

« nele: FEBEIFHITTEREEN

nele: Number of elements in subrange
s {ENEBEIMZRFEIZLIT Run as separate thread
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Task Threads

(BN g5

s Her e B BEE A H B ATHREHEF Sort subrange using

serial quicksort




KL #R1E

Large Sort Task Operation

P
FuEaE  \ 000
Partition Subrange el

[ [ {
P
,l ,,/’

A2 MES Yy
Spawn 2 tasks /et




TERS (Fifb) A
Top-Level Function (Simplified)

void tgsort(data t *base, size t nele) {
init task(nele) ;
global base = base;
global end = global base + nele - 1;
task queue ptr tq = new_task queue() ;
tgsort helper (base, nele, tq);
join tasks(tq);
free task queue(tq);

s FIIEALBIE S5 Sets up data structures
n FHEIFHEFFIFE Calls recursive sort routine
s REFEIALTE, EREHEFK Keeps joining threads

until none left
n BEGE LR Frees data structures
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BRHEFHIRE () S

Recursive sort routine (Simplified) —

/* Multi-threaded quicksort */
static void tgsort helper(data t *base, size_t nele,
task queue ptr tq) {
if (nele <= nele max sort serial) {
/* Use sequential sort */
gsort serial (base, nele);

return;

}

sort _task t *t = new_ task(base, nele, tq);
spawn_task (tq, sort thread, (void *) t);

n /P

x| x|

. ¥WFHER Small partition: Sort serially

)

s R X: ERGTHIHE

%% Large partition: Spawn new

sort task
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HFFAES R (k) S
Sort task thread (Simplified) ——

/* Thread routine for many-threaded quicksort */
static void *sort thread(void *vargp) {
sort task t *t = (sort task t *) vargp;
data t *base = t->base;
size t nele = t->nele;
task _queue ptr tg = t->tq;
free (vargp) ;
size t m = partition(base, nele);
if (m > 1)
tgsort helper (base, m, tq);
if (nele-1 > m+l)
tgsort helper (base+m+l, nele-m-1, tq);
return NULL;

n SREUEESH Get task parameters
n AT X BB Perform partitioning step
s AN X EREHBEAFERFARE (WRBSRKPDRTLD

Call recursive sort routine on each partition (if size of part > 1)
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PRIE AR FFERE

Parallel Quicksort Performance

22.00

20.00

18.00

16.00

14.00

12.00

10.00

8.00

6.00

4.00

2.00

0.00

Parallel Quicksort

1 2 4 8 16 32 64 128 256 512 1024 2048 4096 8192 16384

Serial Fraction

e [ |apsed seco

Multic

—— Hy perthr

nds
elimit
ad limit

n BATHH:. HITRITHEFRIALLH] Serial fraction:

Fraction of input at which do serial sort

n HEFF128MBEL

l%i

I . Best speedup = 6.84X

Sort 227 (134,217,728) random values
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AT BRE R

b

HE

Parallel Quicksort Performance

22.00

20.00

18.00

16.00

14.00

12.00

10.00

8.00

6.00

4.00

2.00

0.00

m 7E] ZHIEAT HBITEE

Parallel Quicksort

e [ |apsed seconds

Multicore limit

Hyperthread limit

1

2

4

8 16 32 64 128 256 512 1024 2048 4096 8192 16384

Serial Fraction

NFEI B I Good performance

o)

over wide range of fraction values

= FR/AN: FITEATZ F too small: Not enough parallelism
" FKK: ZFEFFEKE F too large: Thread overhead too high
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Amdahl’s Law (Travel Analogy) mEE
Speed-Up
s MPITE KLHR Flying jet non-stop from PIT -> LHR: 7.5 Hours 1

m 5, EISSTHR: Or, old fashioned SST way:
= Flyjet from PIT -> JFK: 1.5 Hours

= Fly SST from JFK -> LHR: 3.5 Hours 5 Hours 1.5x
m 3(F, EAHFTL  Or, Using FTL:

= Flyjet from PIT -> JFK: 1.5 Hours

= Fly FTL from JFK -> LHR: .01 Hours 1.51 Hours  ~5x

n BIFHINE L SRS, BIfERFTL, R AWBAMBALYL) Best

possible speed up is 5X, even with FTL because have to get to
New York.

m PIT: DLZEER LHR: #£3 JFK: 414
m SST: AHEEZNL FTL: EEHE
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B ifA /R SEf: Amdahl’s Law ——_g—

m EEEE Overall problem
» TRRERYSIRFRH{TASE] T Total sequential time required
» o] IERAYSELAF p Fraction of total that can be sped up (0<p <1)
" KJMEZZN k Speedup factor

n 2% MEEE Resulting Performance
" T, =pT/k+(1-p)T

« A LAMERBVERS IR E RK{Z Portion which can be sped up runs k
times faster

« ToENMEIERS{RFFAZS Portion which cannot be sped up stays
the same

= B KRIBENMIELY, Maximum possible speedup

[ ] k=OO

= (1-p)T
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Amdahl’s Law (Travel Analogy) mEE

m MPITE KLHR Flying jet non-stop from PIT -> LHR:

7.5 Hours 1

m 5, EISSTHR: Or, old fashioned SST way:

= Flyjet from PIT -> JFK: 1.5 Hours

= Fly SST from JFK -> LHR: 3.5 Hours
m 5(F, fEAFTL Or, Using FTL:

= Flyjet from PIT -> JFK: 1.5 Hours

= Fly FTL from JFK -> LHR: .01 Hours

s BRIFHIIE L RSRS, B RFTL,

P

5 Hours 1.5x

1.51 Hours ~5x

NN ARBIIA 2] Best

possible speed up is 5X, even with FTL because have to get to

New York.

. T=7.5, p=6/7.5=.8, k=0 = T = (1-p)T=1.5 =P N[1IETsd

max speed-up =5x
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BT 8k IR SE R <%
Amdahl’s Law Example o

m S Overall problem
= T=10 Total time required FFEEEHT(E]
"= p=0.9 Fraction of total which can be sped up BJIEAYL LA
= k=9  Speedup factor JIIEZFZE]

m 2% 1EEE Resulting Performance
" T,=09*10/9+0.1*10=1.0+1.0=2.0 (5S00ERLL a 5x speedup)
m B KA EENNEE L Maximum possible speedup
= T =0.1*10.0=1.0 (10{SZIOEREL a 10x speedup)
- HETLERNHITITEZRIR! With infinite parallel computing

resources!
» WIRIMELEREIEWNR Limit speedup shows algorithmic limitation
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R85 S AN AT BB A =
Amdahl’s Law & Parallel Quicksort ~ ~ *

n JHIFFEF#HF Sequential bottleneck
» TESDX: FTINE Top-level partition: No speedup
» BTG INTFEFETFT2SIMELE Second level: < 2X speedup
w Bk INTFEFETF 2N, kth level: < 2K1X speedup
m /37~ Implications
s INIIEFITHIRFIESE Good performance for small-scale parallelism
FEEFHITU D XZBRLEBREAHREFITIE Would need to parallelize
partitioning step to get large-scale parallelism
« ETFHNHEERYFEITHERE Parallel Sorting by Regular Sampling

— “HI755fHTLITE” H. Shi & J. Schaeffer, J. Parallel &
Distributed Computing, 1992
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2 I0#0)] Lessons Learned e
n DWIEB TR Must have parallelization strategy¥

= K AKNIHREIERSS Partition into K independent parts
* 82 Divide-and-conquer

n AEBTEIR LA TCEZE Inner loops must be synchronization free
» FALIR{EIEFEFERT Synchronization operations very expensive

n 40043 Watch out for hardware artifacts

» EFETHEAMEREFINTFLESHY Need to understand processor & memory
structure

» HEEREBRESELBEEGE Sharing and false sharing of global data
s HORTHEA /R ERE Beware of Amdahl’s Law

» BIT{CISRIBERL /IR Serial code can become bottleneck
s /REEST! Youcandoit!

» SCUNEERFITIEFAEME Achieving modest levels of parallelism is
not difficult

n ZENTSCIOFEZRFNNA S FPhREE Set up experimental framework and test
multiple strategies
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