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22 F1-JR53385E52 A Client-Server Transaction
n ZHMENMAHET R -REHEEE Most network appliM

are based on the client-server model:

» —MRSBEIHIEF—NEE N EZ FIHEE A server process and one or
more client processes

 RSSESETE—ULLIRIR Server manages some resource

» RS ESEBIRIERIRENEFPIRMAIRSS Server provides service by
manipulating resource for clients

» [RSEEHARBEEFINEKEE (BEEZELL) Server activated by

request from client (vending machine analogy)

1L.EF RIZFR
1. Client sends request
CIient ) Y Server -
2 P process . process
4.5/ AE 3. R BE LR W
: ' . P EETE S
4. Client 3. Server sends response 2. [R5 e LB
handles 2. Server
response handles
request

MR : F/F RS B ETEFEI_LHIHRE (H LU 1E R E A TR =L
Note: clients and servers are processes running on hosts
(can be the same or different hosts) 8
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Hardware Organization of a Network Hoﬁ‘

CPUt: i CPU chip

BT HE register file
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FEF
IO#F 1/0 :
wgEne [ ;j> . <:> main
N bridge memory
< 7? ¥~ JEHE Expansion slots
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USBH% il 2% EyAE e R Rk lﬁlﬁ';iﬁﬁﬁ%%
UsB graphics disk network
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mouse keyboard monitor
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TP ¥
Computer Networks

n MER—NAEHBREFRESMEBRARN T ERS
A network is a hierarchical system of boxes and wires
organized by geographical proximity

= LAN (BiEM) EEERIERE LAN (Local Area Network) spans a
building or campus

« LUK E&HRE=HAYHIF Ethernet is most prominent example
= iR (WAN) iBfo2EaEHSR WAN (Wide Area Network) spans

country or world

- BERSERNR (EEREA) HEE Typically high-speed
point-to-point (mostly optical) links

» A5 SAN (TFEXIFHMLZE) . MAN (IIERY) Z£25 Also: SAN

(Storage area network), MAN (Metropolitan), etc., etc.

o)

10
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Computer Networks

m GEEMIZE (internet) BRHZEKMLKES An internetwork
(internet) is an interconnected set of networks

= £BKIP Internet (KBI) Rinternet (/\NBi) mERHIF The Global
IP Internet (uppercase “1”) is the most famous example of an internet
(lowercase “i”)

n ERNTEE LM 2 WA AL FFIE 1 2 H Let’s see how

an internet is built from the ground up

1



EXREHR: PAKRIRIER

Old Lowest Level: Ethernet Segment
XML host || ML Host || FEAHLhost

100 Mb/s ~100 Mb/s
hub 2% [ port

s DUKMBH—4UEd B (WKL) FERBIELER TN
2H &, Ethernet segment consists of a collection of hosts
connected by wires (twisted pairs) to a hub

s BEEHEFY P R BE)E Spans room or floor in a building




EXREHR: PAKRIRIER

Old Lowest Level: Ethernet Segment

FHL host || EHL host || EHL host

m J275 Operation
= B PNLAKMERCESEE — ME—RY48ittbil (MACHEILE) Each Ethernet
adapter has a unique 48-bit address (MAC address)
« {540, 00:16:ea:e3:54:e6  E.g., 00:16:ea:e3:54:e6
= FHLAFR AR e e Bt T A&IELLEF Hosts send bits to any other host

in chunks called frames

= SRR N INEM MM N L E T A ] Hub slavishly
copies each bit from each port to every other port
- B ENERBERREIE— LTI Every host sees every bit
[E: &&asCEhiy. M (SHRl. BHEs) TEERER, aJLEBUCEL]

[Note: Hubs are obsolete. Bridges (switches, routers) became cheap enough to replace them]

13



T—%: PAFEERILAKRIFIER: Rm
g

Next Level: Bridged Ethernet Segment

B
FH1 host || ML host || ML host EH host || EH1. host
X
42423 hub |—{ FI#F bridge | —{ 424058 hub |
) 0 Mb/s 100 Mb/s
1Gb/s EH1 host || AL host
( 100 Mb/s 100 Mb/s |
| 2R 2% hub ]—[ P HF bridge ]7 FE2R 2% hub ]
Y
FEH1 host || EAHL host M1 host || FEAHL host || EHL host

s BEREAYELE X Spans building or campus

m PUATER AL T AR MRS LT DAANER v O 5 1H), R Jg AL
FELHRG M M — A O B #1255 — 4w O Bridges cleverly

learn which hosts are reachable from which ports and then
selectively copy frames from port to port "




Rk R SR E

Conceptual View of LANs
ELRAE. PIMRARASE H RAE AR

n AT REER, §

AN EHLE

£ : For simplicity, hubs, bridges, and

wires are often shown as a collection of hosts attached to a

single wire:

FEH1 host

EHL host | -

3

EHL host

3

*==

15
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T—%%: EHXMEZE Next Level: internets.

n BRI R MR LB AR N B B4 % A TH R Lt

T EFRE Multiple incompatible LANs can be physically
connected by specialized computers called routers

n BERINGHRANBEMZ (/N5) The connected

networks are called an internet (lower case)

EH host || ML host 1 EHL host FEH host | | EHL host |- | EHL host

JRE M1 LAN 1 | | FjﬁJzITXJz LAN 2
E%EIEI%% routerm% 28 routermﬁ{%ﬂa%& router

WAN WAN

Je7 B 1 Rl G B2 BT BE G2, TTEDFE
(Blan, UM, E4FEE, 802.11*%, T1#E5, DSLEE)
LAN 1 and LAN 2 might be completely different, totally incompatible

(e.qg., Ethernet, Fibre Channel, 802.11%, T1-links, DSL, ...)



B EXMSEANEESSS S

Logical Structure of an internet

)1

host

router

P

router

s MK HHHAEK

FEH

host

router

router router

router

= TASEWGFN No pa

E Ad hoc interconnection of networks
rticular topology

» EEAEREEBEESFNEEIRSE Vastly different router & link capacities

n EIT BRI R B R AN YR KX 2] H BIHE Send packets from

source to destination by hopping through networks

=PRSS EAMN—1NMREIS— NI ZEBIHTR Router forms bridge from
one network to another

" AERIEHEE RIS

g%ﬁﬁxﬁﬁ’\jﬂgﬁﬂ Different packets may take different routes 17



4

ERXRIEIN (RIRRIHY) BOES -

The Notion of an internet Protocol g
WA IR AR R RT N & IEEERE? How is it

possible to send bits across incompatible LANs and WANs?

BRTR: EFAEHUNEE B2 21T V-3 Solution:

protocol software running on each host and router

= {E—EMN, TRV B SN R A EREUERT Ml
{a]1M’E Protocol is a set of rules that governs how hosts and routers
should cooperate when they transfer data from network to network.

» SEIRAEINE ZIBJBIZES Smooths out the differences between the
different networks

18
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ERREY (MERHY) Mita? -

What Does an internet Protocol Do? -

n At 4 75 X Provides a naming scheme
= BEEAMEIMY (RBRIMY) X T ALY Z—H&T0 An internet

protocol defines a uniform format for host addresses

= ABNEN (FIEE=RE) D 7 20— 1M E—IRR e BB
(RJFR) HBIE Each host (and router) is assigned at least one of these
internet addresses that uniquely identifies it

n REAEIENLF] Provides a delivery mechanism
= BEREIMY (MFRIY) X TinEERETT (934H) An

internet protocol defines a standard transfer unit (packet)

» SEASHEEEFENE{TZHRY Packet consists of header and
payload

- DHHEEE: BE0EXN R ERESE Header:

contains info such as packet size, source and destination addresses

- EREMRE: BENRENRIERIZWEL Payload: contains

data bits sent from source host

N

19



BT ERME (FFF) 508 o,

Transferring internet Data Via Encapsulation =
J7 5 FAHLA Host A EAH1B Host B Je7 5 P2

LAN1 = R %5 2% LANZ2
client server
(1) B data (8) [¥iE data
RNER TSR
Etﬁﬁwfgj];ﬁ; protocol protocol
',n SR - software soft\nlare
(2) data PH | FH1 (7) | data PH | FH2

S5 P e R ﬁmﬁﬁﬂ = i@ﬁﬁzNiﬁiﬁﬂ
LAN1 frame Ee— e
25 158 Router

A

PH | FH1 PH | FH2
(3)] data [remuzns  |[ramex (6) | data
LAN1 LAN2
adapter adapter ST 2

X LAN2 frame
(4) data PH | FH1 data PH | FH2 | (5)
. ‘ . PR A
PH: internet packet header EE?%W%%?H%HK protocol software
FH: LAN frame header &3 % i 1 35

20



HE 080 Other Issues

m BRATZBSE Y —HEE M. We are glossing over a
number of important questions:
* IRAFENMNEBEBARNSERARWAN, 1ZEAD? (5ER)
What if different networks have different maximum frame sizes?
(segmentation)

» PBAEUN{oRIE R AL A Mn? How do routers know where to

forward frames?

= HEIEFNRETRT, WMAEANISEHRZE? How are routers

informed when the network topology changes?
» NRDHEEK T EALI? Whatif packets get lost?

m X CHIHEARD [WEH 7 EP A RGMR These (and
other) questions are addressed by the area of systems
known as computer networking

21



2EKIPHEXN (K5) W
Global IP Internet (upper case) -
n B ENZR KI5 44 T Most famous example of an internet

A wan

m ETTCP/IPPFL#% Based on the TCP/IP protocol family
= |P (RIFRTMY Internet Protocol)
- RIEELRGEB LMV ERTRESHE (BUER) EHiEe
Provides basic naming scheme and unreliable delivery capability of
packets (datagrams) from host-to-host

= UDP (AP &EHRTMNY User Datagram Protocol)
» (FRIPIRMHZ Z B A FREIEHRIEH Uses IP to provide unreliable

datagram delivery from process-to-process
= TCP ({E&i=E1MY Transmission Control Protocol)

- (ERIPREEIERE: DHEZ [BIA] F2RYZF 1507 Uses IP to provide
reliable byte streams from process-to-process over connections

n BT REUnix U/ ORI E2FZ 22 TR BT b Accessed via

a mix of Unix file 1/O and functions from the sockets interface
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B HA M) A RIS FIER B LR S
g

Hardware and Software Organization
of an Internet Application

B2 P TR A5 ED]
Internet client host Internet server host
B C%é:t JH P C#S User code Hsﬁeﬁf%
(RZZYEEVRI ) N .
Sockets interface
t Il
(system calls) TCP/IP A% (CHZ Kernel code TCP/IP
O
(¢$/‘:) A\ 4 A
Hardware interface WaEBie | AFLERIELE P 88 B 4%
(interrupts ) Network Hardware Network
adapter adapter
3 and firmware £

[ | £ FRIPHEXM Global IP Internet ]

23



BEARIBERF =R E

A Programmer’s View of the Internet

1. =N LRSS h—2H324LIP A4 4F 1. Hosts are mapped to a set of 32-

bit IP addresses

= 128.2.203.179
= 127.0.0.1 (R Rlocalhost=E4/] always localhost)

2N T HBENIMER, e R5K —HRANE]
FFBLest BoipHidt 2. As a convenience for humans, the Domain

Name System maps a set of identifiers called Internet domain
names to IP addresses:
" www.cs.cmu.edu “BEMTEK resolves to” 128.2.217.3

3. — 8 HEM3

=HL B

=] PLE 2

EEM R — 6 HE

X I 44 B R

SLE

—a
f—a
L

K3 FEE S A process on one Internet host can communicate
with a process on another Internet host over a connection

24


http://www.cs.cmu.edu/

IPV4FIPV6 Aside: IPv4 and IPv6 =~
s BRI EECM R (32frHthl) #FR AN E BN B iR A4

(IPv4) The original Internet Protocol, with its 32-bit
addresses, is known as Internet Protocol Version 4 (IPv4)

m 19964F: HEAW TREESH (ETF) 5IANT AEA 1280kt
E‘JEE%MWWXWZKG (IPv6) 1996: Internet Engineering Task
Force (IETF) introduced Internet Protocol Version 6 (IPv6) with
128-bit addresses

= ITXIHEAIPVARILR{ER Intended as the successor to IPv4

Google/A &) K] IPV6ii &
/ IPv6 traffic at Google

~
l

4000%

25



> . o
=it: IPv4F0IPv6 Aside: IPv4 and IPv6 -~
¥
n KB BB BT HIPv4A & &, Majority of Internet traffic
still carried by IPv4
n TATRECHEEIPVA, B3 IR B T AT 9% B ML T WM T IR 2%
1Y We will focus on IPv4, but will show you how to write
networking code that is protocol-independent.

4000%

/ Google A H] H]IPv6 il &
// IPv6 traffic at Google

26



(1) IPHELE 1P Addresses =
n 32f 7 IPHEHE R B AR IPHE IR 25 12 32-bit IP addresses are

stored in an /P address struct
= PR RLUANBFEINF (KinFhliF) FEERFEF P
addresses are always stored in memory in network byte order
(big-endian byte order)

" Lir EROEEEFRIFR (B N—arrEiEEmils—a

ITE# True True in general for any integer transferred in a packet
header from one machine to another.

- a0, AT iR BEEAMIERERYIR[]S E.g., the port number used

to identify an Internet connection.

/* Internet address structure */

struct in addr ({
uint32 t s addr; /* network byte order (big-endian) */

};

27



r\k’é'

= 9HiEFEl g% Dotted Decimal Notatlg"

s IZIRE, 32601tk RN HETHRERR, I
FH &) /543 F& By convention, each byte in a 32-bit IP address is
represented by its decimal value and separated by a period

« IPHELE: IP address: 0x8002C2F2 = 128.2. .242

n ffFHgetaddrinfofligetnameinfoldi$t (FE/EN-F) FEIPHLHEFD
BT E R 2 (Bl 478 #t Use getaddrinfo and

getnameinfo functions (described later) to convert between
IP addresses and dotted decimal format.

28



2) § i} 2% Internet Domain N S
(2) EEXMtak g Internet Domain Names

R FH £ unnamed root

.net .edu .80V .com

SN\

mit cmu berkeley amazon

N

cs ece WWW
/ \ 54.230.48.28
ics pdl
whaleshark WWW

128.2.210.175 128.2.131.66

&

B—REE

First-level domain names

BRI E

Second-level domain names

B=REE

Third-level domain names

29
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s
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FRATE

yoga

studio
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technology
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today
tours
Arading
.uno
verslcherung
Villas
viaanderen
voto

watch
wedding
win

world

JOHNanH

yakohama
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sl 2 34 Domain Naming System (DNS) -
a.;

s BBEENE—

EPNIE €25 ZiiFa %/ &

& FEDNSE

!~.

b 283 PR kI,

442 BT The Internet maintains a mapping between IP
addresses and domain names in a huge worldwide distributed
database called DNS

O M%@J:T# y I

addresses.

FEFF 52 FT LURF DNS B FEAL N B A~ A1 % H

H1£4E4 Conceptually, programmers can view the DNS database as
a collection of millions of host entries.

" 8PENFKBEN—HIEHZFIPHIILZ [BIRYBRET Each host entry defines

the mapping between a set of domain names and IP addresses.

» BHEFEN b, FYKEEEZFPHEIEAYZETZE In a mathematical

sense, a host entry is an equivalence class of domain names and IP

31



\‘5‘&'

DNSIRETAIETHE Properties of DNS Mapp=n!§
ertiés

n {5 Hnslookup®] DA SEDNSHRES ) J& 14 Can explore prop
of DNS mappings using nslookup

= (AfEEEN, RETRnslookupERZZHiH Output edited for brevity)

s BANENIE A AHE X4 localhost, B IG&MBE A
a| A HE$E127.0.0.1 Each host has a locally defined domain
name localhost which always maps to the loopback address

127.0.0.1

linux> nslookup localhost
Address: 127.0.0.1

n fFHhostnameffi B A EHLH) E LI 4 Use hostname to

determine real domain name of local host:

linux> hostname

whaleshark.ics.cs.cmu.edu 2



—

DNSIRIIRIREIE  (£E)

Properties of DNS Mappings (cont) .
n EEEFN: HEFIPHLHE 2 [B] —XF— RIS Simple case: one-

to-one mapping between domain name and IP address:

linux> nslookup whaleshark.ics.cs.cmu.edu
Address: 128.2.210.175

n NI AL BT B [E AR R IPHEEE Multiple domain names mapped

to the same IP address:

\l

linux> nslookup cs.mit.edu
Address: 18.25.0.23

linux> nslookup eecs.mit.edu
Address: 18.25.0.23

m DL A3 a2 8T And backwards:

linux> nslookup 18.25.0.23

23.0.25.18.in-addr.arpa name = eecs.mit.edu.
33
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DNSERGIRIBIE (5E)
Properties of DNS Mappings (cont) -

n NI AL B B 2N IPHELEE Multiple domain names mapped to
multiple IP addresses:

linux> nslookup www.twitter.com
Address: 104.244.42.65

Address: 104.244.42.129
Address: 104.244.42.193
Address: 104.244.42.1

5
G

linux> nslookup twitter.com
Address: 104.244.42.129
Address: 104.244.42.65
Address: 104.244.42.193
Address: 104.244.42.1

n A US4 A B 2R IPHLE Some valid domain
names don’t map to any IP address:

linux> nslookup ics.cs.cmu.edu

(No Address given)
34



r\k"g

(3) BEEAMIIZERE Internet Connections S i
n Z A RSS2 R B TP E AR R FE W AT ELE = o

FMEBEER::  Clients and servers most often communicate
by sending streams of bytes over TCP connections. Each
connection is:

» e 1EE—XHER Point-to-point: connects a pair of processes.

» 2T FAERTLARRTER NS _EREN Full-duplex: data can flow
in both directions at the same time,

» Oz RRENFERRESERAENINFS B inzI.
Reliable: stream of bytes sent by the source is eventually received by
the destination in the same order it was sent.

O ?ﬁ?%ﬁ?%ﬂ‘]lﬂ"ﬁ)ﬁ A socket is an endpoint of a connection

» AR (1PHBYE: §w0O) XJ Socket address is an
IPaddress:port pair

35



(3) BEEAMIIZERE Internet Connections

n Jpe— 168, HTFARREERE: Aportis a 16-bit
integer that identifies a process:
" ehTinl:. 2EFinAEREREKEY, BEFinRZBoEC.
Ephemeral port: Assigned automatically by client kernel when client
makes a connection request.

= FAlim[]. SIRGeSRANFELRSHEX (fla0, wmHA805weblR
Ze2fHK) Well-known port: Associated with some service provided
by a server (e.g., port 80 is associated with Web servers)

36



A AIAYARSS = FrHlim O]

Well-known Service Names and Ports
AT RS Sk A 4B T 2447 5% LTRVAE L) 24537 R 4545 Fe

Popular services have permanently assigned well-known
ports and corresponding well-known service names:

" echofR5%88: echo servers: echo 7

= ftpR55ES: ftp servers:  ftp 21

" sshR53E8: sshservers:  ssh 22

» EHFHNMFAIRSSES: email servers: smtp 25

= KINZAYWebfRSSES: Unencrypted Web servers:  http 80

= SSL/TLSHOZEWeb: SSL/TLS encrypted Web: https 443

m A R AR 95 48 FR 22 TB] ) Gt R 2 AE R Linuc b L85 _E R

/etc/services 3CA4H Mappings between well-known ports
and service names is contained in the file /etc/services

on each Linux machine.

37



-
iEFZRYEUHT Anatomy of a Connection ==
s EEHHEA (BEEN) WERFHIEE—REA

connection is uniquely identified by the socket addresses

of its endpoints (socket pair)
" (cliaddr:cliport, servaddr:servport)

mw

& EEFHA R a5 BB Ak
Client socket address Server socket address
128.2.194.242:51213 :80

i \
Client ) HEEEE TN Connection socket pair
(128.2.194.242:51213, :80)

fR 55 4% AL bt

Server host address

&P ENLH A

Client host address
128.2.194.242

512132 H P9 % o BC O s B i 1 802 5 Web/lr 5% #% < Bk H) B4 ¥t I
51213 is an ephemeral port 80 is a well-known port
associated with Web servers .

allocated by the kernel



(PRI CIHRIRARSS s

Using Ports to Identify Services

AR %532 M1 Server host 128.2.194.242

% 7 EWHL Client host AR &iE K
Service request for (port 80)
% 128.2.194.242:80
Client (i.e., the Web server) (3% Kernel
Echo server
(port 7)
Service request for (port 80)
s 128.2.194.242:7
Client (i.e., the echo server) @I #% Kernel
Echo server
(port 7)

39



E1EFIE] Sockets Interface o

s SUnixI/OG &AM —HARGHK RS, HTHWEME
M. HFER Set of system-level functions used in
conjunction with Unix 1/0 to build network applications.

s SIET80FEREE, ZBAIFIBerkeley Unix KAThRHI—
o, HPaEERARTLEM MY Created in the

early 80’s as part of the original Berkeley distribution of
Unix that contained an early version of the Internet
protocols.

s EHTHEBAR RS Available on all modern systems

" Unix variantsZMA, Windows, OS X, 10S, Android, ARM
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EIETF Sockets I

m HFAREESFE? Whatis a socket?

» WFRZFKNR, EEFE1E(SHmA To the kernel, a socket is an
endpoint of communication

= YTy ﬁﬁifth ERFE—I NEHHEART, BTN ARER MRS
B/ E N To an application, a socket is a file descriptor that lets the

application read/write from/to the network

» {EFAFDIHZR AT LABE A UABAO#E ] Using the FD abstraction lets you
reuse code & interfaces
n 7 SRk S5 A E I BN B A EE IR AR L& E
Clients and servers communicate with each other by reading
from and writing to socket descriptors

- [
< »

clientfd serverfd

m RO/ OB FI/0Z 8] 1 3= 22 [X il 2 B A 2 e 4]
“ il’Tﬂ:‘ 3 %?jﬁﬁs?ﬁ The main distinction between regular file 1/O

and socket 1/0 is how the application “opens” the socket descriptors

ﬂ
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EIEFmIETH Socket Programming Example

m [F = RS 28 M2 ' Echo server and client
m R%% %S Server

» JESHGEEEESK Accepts connection request
» BE &IX[EIHEIAIT Repeats back lines as they are typed

m %) Client

» B KEERIIRSSEE Requests connection to server
= B85 Repeatedly:

= MZRUFIEE—1T Read line from terminal

« RI1EZEIRSSEE Send to server

« MIRSSE8IENT N Read reply from server

= FTEN{TEIZRUR Print line to terminal

42



= RSES/FPE1ERG

Echo Server/Client Session Example
% 7 Client

bambooshark:

This
This

line is being echoed
line is being echoed

./echoclient whaleshark.ics.cs.cmu.edu 6616

This one is, too

This one is, too

D

bambooshark: ./echoclient whaleshark.ics.cs.cmu.edu 6616
This one is a new connection

This one is a new connection

D

(A)
(B)

(C)

(D)
(E)

AR 5% %% Server

whaleshark: ./echoserveri 6616

Connected to (BAMBOOSHARK.ICS.CS.CMU.EDU, 33707)
server received 26 bytes

server received 17 bytes

Connected to (BAMBOOSHARK.ICS.CS.CMU.EDU, 33708)
server received 29 bytes

(R)
(B)
(C)
(D)
(E)
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Y Y- 2T R

Start.client Start server
C[il Server
Server
open listenfd + client
open_clientfd
Structure
EREIE R SRR REEFKR
Connectign l Await connection
& _—request N > accept ’ request from client
20 (] — ; 3 B
%%%% g tseorcrzr]l:-en*:=l lwrrie:ed | SeEsnE moeel EXChange
crﬁt / l l data
en socket read .
Server . R socket write
) terminal write
Session k /

close = |f---H4-—------ socket read

4. B E ) EEE

Disconnect client

5. H5rZ

Drop client
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=P/
R 55 2%
<iE
Client /
Server
Session

/

(4

=
CrpmEs )\ (LEIESE ) EESEESZEE
Start client Start server F=
Client Server + g p x
Echo
Server
open listenfd + Client
open clientfd
- Structure
ERETE R FRE P EZIFR
Connectign l Await connection
& _—request N > accept ’ request from client
fggts - 3 fﬁ%ﬁ\
 io writen »rio readlinebf« Exchange
l l data
rio readlineb . .
- < rio writen
fputs — /
close = f---1- EOF ___ rio readlineb /@g/ﬁ
» 5- ,ﬂ/ 2
A B E S Drop client

Disconnect client
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ElfZ: TEFRIOBA/iLE
Recall: Unbuffered RIO Input/Output -
Hunixix£E# O M [E Same interface as Unix read and write

F3&E H ﬂ‘%‘tlﬂ%d?%?t%ﬁﬁ%f&% Especially useful for

transferring data on network sockets

FRY

43y

A

#include "csapp.h"

ssize t rio readn(int fd, void *usrbuf, size t n);
ssize t rio writen(int fd, void *usrbuf, size t n);

Return: num. bytes transferred if OK, 0 on EOF (rio_ readn only), -1 on error

" rio readn{Y{EEBZRIEOFAIR[EIAE(E rio readn returns short
count only if it encounters EOF

« ANBBAEEEZR S/ DFHRIA{ERE Only use it when you know

how many bytes to read

* rio writenM\ARIR[E|FE(E rio writen neverreturns ashort
count

* XJrio readnfllrio writenfUIHRERILAEE—EART LEERE

Callsto rio readn and rio writen can be interleaved arbitrarily on the same descriptor 46



EIZ: FHEHRIOMA /MLt
g

Recall: Buffered RIO Input Functions

n R R A AE N AR R M X A B S B A
AT R1 — 3 B3 Efficiently read text lines and binary data

from a file partially cached in an internal memory buffer
#include "csapp.h"

void rio readinitb(rio t *rp, int £d);

ssize t rio readlineb(rio t *rp, void *usrbuf, size t maxlen);
ssize t rio readnb(rio t *rp, void *usrbuf, size t n);

Return: num. bytes read if OK, 0 on EOF, -1 on error

* rio_readlineb\N{HfdiEfEmaxlenFTINAIT, FHFMHEIX
17E usrbuf rio readlineb reads a text /ine of up tomaxlen
bytes from file £d and stores the line in usrbuf

« $FREESMNNBEIZEFIEN AT Especially useful for reading text lines from
network sockets

= (Z 154 Stopping conditions

« EBN T B K=FT maxlen bytes read
« 1BEISHLEERTF EOF encountered

s BEIMERITEE (\n’) Newline (‘\1’) encatintered
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BIEER: EHIFE Echo Client: Main Rm&n{&

{

#include "csapp.h"

int main(int argc, char **argv)

int clientfd;
char *host, *port, buf[MAXLINE];
rio t rio;

host = argv[l];
port = argv|[2];

clientfd = Open clientfd(host, port);
Rio readinitb(&rio, clientfd);

while (Fgets(buf, MAXLINE, stdin) != NULL) {

Rio writen(clientfd, buf, strlen (buf));
Rio readlineb(&rio, buf, MAXLINE) ;
Fputs (buf, stdout);

}

Close(clientfd) ;

exit (0) ;

echoclient.c
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=P/
AR 55 2%
=iF
Client /
Server
Session

- Y=t/ Yl N

Y- 2T R

\k’é'

EEIRS

St%[i cllent Stgrt server
e erver
+ B
Echo
Server
open listenfd + Client
open_clientfd
Structure
EREIE R FE P EENER
Connectign l Await connection
& _—request N > accept ’ request from client
fggts : 3 fﬁ%ﬁ\
> rio writen »rio readlinebi« Exchange
l l data
rio readlineb . .
- < rio writen
fputs —
4
close = [F---4- EOF___. rio readlineb
o BB EE L
Disconnect client rop ciien
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EOERSEE: EHIFE ="
Iterative Echo Server: Main Routine g

#include "csapp.h”
void echo(int connfd) ;

int main(int argc, char **argv)
{
int listenfd, connfd;
socklen t clientlen;
struct sockaddr storage clientaddr; /* Enough room for any addr */
char client hostname [MAXLINE], client port[MAXLINE] ;

listenfd = Open listenfd(argv[1l])

while (1) {
clientlen = sizeof (struct sockaddr storage); /* Important! */
connfd = Accept(listenfd, (SA *)&clientaddr, &clientlen);
Getnameinfo ((SA *) &clientaddr, clientlen,

client hostname, MAXLINE, client port, MAXLINE, O0);

printf ("Connected to (%s, %s)\n", client hostname, client port);
echo (connfd) ;
Close (connfd) ;

}
exit(0) ;

} echoserveri.c
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[Ol=BRSSES: echoRE S
Echo Server: echo function o

s REBFEHRIOERMEIE AT, HREREOF (CHE
) 2414 The server uses RIO to read and echo text lines
until EOF (end-of-file) condition is encountered.

» ZRiRiEFHclose(clientfd) S EHIEOFSE{H EOF condition caused by
client calling close (client£fd)

void echo(int connfd)

{
size_t n;
char buf [MAXLINE] ;
rio_t rio;

Rio readinitb(&rio, connfd);

while((n = Rio_readlineb (&rio, buf, MAXLINE)) != 0) ({
printf ("server received %d bytes\n", (int)n);
Rio writen(connfd, buf, n);

echo.c
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EIEFHNEEERY Socket Address Structusgf

n HHEESZHNE Generic socket address:

» RZENAYHENEESZEL For address arguments to connect, bind, and
accept (next lecture)

= ZRrLAANINERASVIEITTERFZON, o828 (void*)
FE%£T Necessary only because C did not have generic (void *) pointers
when the sockets interface was designed

» T EFIEER (R, FliI3HStevens|E5l: For casting convenience,

we adopt the Stevens convention:
typedef struct sockaddr SA;

struct sockaddr {
uintlé t sa family; /* Protocol family */
char sa data[l4]; /* Address data */

};

sa family

~—
K 5E FhIR ) b HE Family Specific o



EiEibhE2E) socket Address Structu

m BB (IPvd) 5P ERFHIE Internet (IPv4) specific

2
4.1

socket address:

= PGEFHRR, EREBERERFIUISEEIATR Must cast
(struct sockaddr in *)to(struct sockaddr *)for
functions that take socket address arguments.

Nﬁ

—
3 /

A

struct sockaddr in
uintlé t
uintlé t
struct in addr
unsigned char

{
sin family;
sin port;
sin addr;
sin zero[8];

/*
/*
/*
/*

Protocol family (always AF INET) */
Port num in network byte order */
IP addr in network byte order */
Pad to sizeof (struct sockaddr) */

sin_port

sin_addr

AF

]

[NET

0

0

sa_family

sin family

K FZi il Family Specific

V
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FHNFIARSEEHE: getaddrinfo <
Host and Service Conversion: getaddrlnfo¥

m getaddrinfozfEH%. EHLHHE. 3x ORIARSE 2 R

HRNERNEZF IS HNIAT % getaddrinfo

is the modern way to convert string representations of
hostnames, host addresses, ports, and service names to socket
address structures.
» B3 itEYgethostbynameflget servbynameRdE] Replaces
obsolete gethostbyname and getservbyname funcs.

m fL#: Advantages:

" E)\ (ﬂHﬂ%ﬂE%ﬂ%ﬁ%ﬁé{%ﬁa) Reentrant (can be safely used by threaded programs).

 RIFFAIRERIFBERIMNYICKIEE Allows us to write portable

protocol-independent code
- [EETIERFIPv4AFOIPV6 Works with both IPv4 and IPv6

m #R)5 Disadvantages

» BREZY Somewhat complex

* EFEHR, EXSHIERT, PERERERIUHMER I Fortunately, a

small number of usage patterns suffice in most cases.

‘F
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FNFIRSEEHE: getaddrinfo <
Host and Service Conversion: getaddrlnfol'l.‘

int getaddrinfo (const char *host, /* Hostname or address */
const char *service, /* Port or service name */
const struct addrinfo *hints,/* Input parameters */
struct addrinfo **result); /* Output linked list */

void freeaddrinfo(struct addrinfo *result); /* Free linked list */

const char *gai strerror(int errcode); /* Return error msg */

5B ENMARS, getaddrinfoik [B] 45 5 N3E [Aladdrinfo45 14
E‘J%i‘?: $~addrinfoZ5 M1 I X N I B Ak Sy, 3
BEE7 E%?,%D BRE 2% Given host and service,

getaddrinfo returns result that points to a linked list of
addrinfo structs, each of which points to a corresponding
socket address struct, and which contains arguments for the
sockets interface functions.

n BIFERFERE: Helper functions:

" freeadderinfo frees the entire linked list. FRREE AR
" gai strerror converts error code to an error message JZ5E1R( LIRS IR B R 55

\

»w

A}




getaddrinfoiR[o]A95E3E S 2
Linked List Returned by getaddrinfo¥

result

addrinfo structs

ai_canonname

Socket address structs

ai_addr

ai_next

NULL

ai_addr

ali next

NULL

ai_addr

NULL
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addrinfoZE#3J addrinfo Struct S 2
— i

struct addrinfo {
int ai flags; /* Hints argument flags */
int ai family; /* First arg to socket function */
int ai socktype; /* Second arg to socket function */
int ai protocol; /* Third arg to socket function */
char *ai canonname; /* Canonical host name */
size t ai addrlen; /* Size of ai_addr struct */
struct sockaddr *ai addr; /* Ptr to socket address structure */
struct addrinfo *ai next; /* Ptr to next item in linked list */
};

m Hgetaddrinfoik [B] f¥)4E > addrinfoZs #4808 7] DL B 384 1%
AEEZRBHI S Each addrinfo struct returned by

getaddrinfo contains arguments that can be passed directly
to socket function.

s BHSER—NERFHNEN, REWTTULEEERS
connectfllbind Z]%f( Also points to a socket address struct
that can be passed directly to connect and bind
functions.

(socket, connect, bind to be discussed next lecture | X T+ 181X L4 57 %)) 57
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EHFERSS5EI%: getnameinfo -

Host and Service Conversion: getnameinfo “

m getnameinfolfjIjfE G getaddrinfoJTIEEM R, B
—NERFHHEE R MR EVAARS getnameinfo
is the inverse of getaddrinfo, converting a socket address to
the corresponding host and service.

» E{CiIHTHYgethostbyaddrfgetservbyportE&Z{ Replaces obsolete
gethostbyaddr and getservbyport funcs.

= A8 NF1MYFGHKAY Reentrant and protocol independent.

int getnameinfo(const SA *sa, socklen t salen, /* In: socket addr */
char *host, size t hostlen, /* Out: host */
char *serv, size t servlen, /* Out: service */
int flags); /* optional flags */

58



tE35 75 Conversion Example =

#include "csapp.h"

int main(int argc, char **argv)

{

struct addrinfo *p, *listp, hints;
char buf [MAXLINE] ;
int rc, flags;

/* Get a list of addrinfo records */
memset (&hints, 0, sizeof (struct addrinfo));

hints.ai family = AF INET; /* IPv4 only */

hints.ai socktype = SOCK STREAM; /* Connections only */

if ((rc = getaddrinfo(argv[l], NULL, &hints, &listp)) '= 0) {
fprintf (stderr, '"getaddrinfo error: %$s\n", gai_strerror(rc));
exit(1l);

hostinfo.c
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BB (LE) Conversion Example (cont]#*=

/* Walk the list and display each IP address */

flags = NI_NUMERICHOST; /* Display address instead of name */

for (p = listp; p; p = p—>ai_next) {
Getnameinfo (p->ai_addr, p->ai addrlen,
buf, MAXLINE, NULL, 0, flags);
printf ("%$s\n", buf);

}

/* Clean up */
Freeaddrinfo (1listp) ;

exit (0);

hostinfo.c
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151T7hostinfo Running hostinfo

whaleshark> ./hostinfo localhost
127.0.0.1

whaleshark> ./hostinfo whaleshark.ics.cs.cmu.edu
128.2.210.175

whaleshark> ./hostinfo twitter.com
199.16.156.230
199.16.156.38
199.16.156.102
199.16.156.198

whaleshark> ./hostinfo google.com
172.217.15.110
2607:£8b0:4004:802::200e
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T/ RiR Next time
n fi¥ Fgetaddrinfo S EHLFIAR 55 F5# Using

getaddrinfo for host and service conversion

s mER P MRS ES Writing clients and servers
s ZREWebfik55-35! Writing Web servers!
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HAHEAMZE{S Basic Internet Compon%

m 0 B ETF Internet backbone:
* HEEREIRNEREEEBRS (ExREHFSEE) SE&collection

of routers (nationwide or worldwide) connected by high-speed point-to-
point networks

m OB AZ# 5 Internet Exchange Points (IXP):
" EERZNETHRIRHEE (BETRAXIZFNR) router that connects

muItipIe backbones (often referred to as peers)
» WFRMIZEEEANR (NAP) Also called Network Access Points (NAP)

O 'Y:lﬁlx_x‘l% Regional networks:
= BEpU/MPIBXKERYNETET (FIRNikHEN)  smaller backbones

that cover smaller geographical areas
(e.g., cities or states)

m 337 /5 Point of presence (POP):
» EEE| B EAMBIH1,28 machine that is connected to the Internet

L

n BB ARESHEHLR Internet Service Providers (ISPs):
» RIS EEEENAZIPOP provide dial-up or direct access to POPs o,




&

HEXPhEIEEIRZETS Internet Connection Hlerarei'f¥

H1ET 4
A RE IXP IXP
Hﬁ ((Xy&%‘}l N
DPiREE T 5 FEE U
5 IXP 4\ 7] Colocation
Private Backbone ::::- Backbone Backbone Backbone sites
“peering”

ogeeners /) \\ / \W

two  POP POP  POP POP POP PO

backbone
T3

companies
Big Business

A

bypassRegional net ISP
POP POP POP POP

Cable
DSL
T /modem \

ISP (for individuals) Small Business Pgh employee DC employee

IXP

T1
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IPiBLIE4EHS 1P Address Structure S 2

m IP(VA)HibE = [E] 43 B2R: 1P (V4) Address space divided into

classes:

AZE Class A
B2E Class B
C3& Class C
DZE Class D

E2E Class E

0123

8

16

24 31

0

Net ID

Host ID

Net ID

Host ID

Net ID

Host ID

1
1
1
1

== =[O

1(0| ZH#EHLHE Multicast address

1|11 S236{% B4 Reserved for experiments

n MEEE Aw.xy.z/nfER Network ID Written in form w.x.y.z/n
s nYENHEUEERSBIAIZET n = number of bits in host address
128.2.0.0/16

= {FlENcMUiEss:
= B2EHBLE Class B address

E.g., CMU written as 128.2.0.0/16

s AEEEHR (FAF) IPHLHE Unrouted (private) IP addresses:

10.0.0.0/8 172.16.0.0/12 192.168.0.0/16
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HEXRIAY;EZE Evolution of Internet e

m [R5 48 Original Idea
» HEKM_ERIENT REPEME—RYIPHEILE Every node on Internet would

have unique IP address

- B PABRILABEESE I ARK Everyone would be able to talk
directly to everyone

» FTARZREIAUE No secrecy or authentication

- SHEXE—BiE M _ERIEEERESFIENIY T I Messages visible to

routers and hosts on same LAN

« ORENIE D B EEBHRYIRHEIIE=FES Possible to forge source field in
packet header

m R Shortcomings
» B EIEAYIPHELER] A There aren't enough IP addresses available
. RESEEN AKAEAITE T RRATEEEH, Don't want everyone to

have access or knowledge of all other hosts

» ZEORRERIRZFIBDIGIE Security issues mandate secrecy &
authentication 67
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L=1:58 1) S

Evolution of Internet: Naming <

s A ECHAE Dynamic address assignment
» KZHFENAEEFTESHBLUE Most hosts don't need to have known address

- {NPB{EIRSEES A ZEE Only those functioning as servers
= DHCP (E)J,U\Eﬂﬂﬁaém‘l}i) DHCP (Dynamic Host Configuration Protocol)

S BECHBUE Local ISP assigns address for temporary

use

s #F: Example:
» CMUBNEICAEIN (B%5%&E#E) Laptop at CMU (wired connection)

« IPH#B31F128.2.213.29 (bryant-tp4.cs.cmu.edu) IP address 128.2.213.29
(bryant-tp4.cs.cmu.edu)

« BRSO EL Assigned statically

= RERJEICAHEAX Laptop at home
« |PHE1E192.168.1.5 IP address 192.168.1.5

« (NEZEEMBZRBRN Only valid within home network
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EEFRES: B S

Evolution of Internet: Firewalls -

—_—

216.99.99.99
\ 5] X Corporati
i HEXM Internet
[ Wfkfﬁ% Firewalls nterne
= WWEEAMAVEEERD FRiEIEZRTI A Hides organizations nodes from rest

of Internet

» FRIAN{ERAREIPHEIE Use local IP addresses within organization
s NFHMERARSS, IR CIERRSS For external service, provides proxy

service

. BRUEEN:  Client request: src=10.2.2.2, dest=216.99.99.99

BokiE&& A& : Firewall forwards: src=176.3.3.3, dest=216.99.99.99

IRSSEENA : Server responds: src=216.99.99.99, dest=176.3.3.3

P IEEE AN . Firewall forwards response: src=216.99.99.99, dest=10.2.2.2 69
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B115 MERIE

Network Programming: Part ||

100076202: HENERFRSIE

{EiRELP:
B kiE BIF Enia

[REE:
Randal E. Bryant and David R. O’Hallaron

Carnegie
Mellon

University
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n _EREIIEE Questions from yesterday

n FIREFRITTEHFIAZ Material we didn’t get to yesterday
» (FHEEZAIEEWE Transmitting data using sockets
» EIEHUIE Socket addresses
" getaddrinfo

>
N

? V[ 7% Setting up connections

n MNHERH]: HTTP  Application protocol example:
HTTP

H
Jinni

4



11N #% Protocol Stacks

OSIELZE! 0SI Model

N JZ Application

iz %)= Transport

X 2% = Network
5 8E #4 /= Data Link

YIFLJZ Physical

LER:ZRT

A

Y Internet Model

Fjﬁﬁ}% HTTP SMTP DNS
Application <o

A
Security
Zh )=

Transport

Sk
Addressing

YIE =
Physical Ethernet WiFi SDH

Link

TLS

TCP UDP
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HBRIERE “HER” =2

Onion sites aka “the dark web”

Alice % Tor node

& <«» Encrypted link
n - - <€ » C(Cleartext link
wedll 1 0

0l -1- il —

XARKEM. X R EFEHATor (FEZEHSS The Onion
Router) RER$ “MI” WIIEHEREH .

This isn’t the dark web.

This is just using Tor to protect regular use of the ‘net. "



EERIERE IR <7

Onion sites aka “the dark web”

Alice Bob A~ 4 ¢) Tornode

/_\ - —3 Encrypted link
wll 0/ "> Cleartox Ik

w | 1 R A
y : F Tor AL Bp i3 B

B

R4 45 .

- The “dark web”

consists of web sites
and other services
that are accessible
only when using Tor
and similar protocols.
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] ==

s RSB THERIAE Material we didn’t get to yesterday

» (FREEEZAIEZUE Transmitting data using sockets
» EEEFBIE Socket addresses
" getaddrinfo

e
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W -

m _FREIEIR Questions from yesterday

n FIREFRITTEHFIAZ Material we didn’t get to yesterday
» (FHEEZAIEEWE Transmitting data using sockets
» EIEHUIE Socket addresses
" getaddrinfo

m JBI/1EIE Setting up connections

n NAHEHIRH]: HTTP Application protocol example:
HTTP
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/ J5 )& Start clienh / /5 )[R %5#% Start servex ‘:;7_:’:7
Z F Client JR%5#% Server o
)
/ getaddrinfo getaddrinfo
socket socket
l J open_listenfd
open clientfd < bind
v » L listen
ERETE R J
Connectign l
| _ ] request| __ P
connect P accept <
\ 4 \_
%i)i‘/ v v
/HE%%% » rio writen »rio readlinebi«
=h I I ST
Client / FIERETES
Server rio_readlineb [« rio_writen Await connection
Session request from
. EOF . next client
close W fF------------- »rio readlineb
Y
close
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—,
£3]: getaddrinfo Review: getaddr

m Getaddrinfol M4, FEHIHBAE. ¥ OFARSE A Bﬁ?ﬁ%%ﬁ%ﬁﬁk
PB4 getaddrinfo converts string representations of
hostnames, host addresses, ports, service names to socket
address structures

addrinfo structs

SA list result

EE bl 25 Socket address structs

ai_canonname

ai_addr

ai_next

NULL
ai_addr

ai_next

NULL
ai_addr
NULL
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open_clientfd

&
sarsardion\ [ pais s sever ) S
Client Server
v 2 MR 7 Server o
getaddrinfo getaddrinfo
I sAlist SAlist |
socket socket
l > open listenfd
bind
!
listen
Y
'
connect accept >

-9
AR 55 4%

2iE
Client /

rio writen

v

A 4

'

rio readlineb

Server
Session

rio_readlineb

'

rio writen

FERF TS
HIEERTER

Await connection

v

close

\4

rio readlineb

A 4

close

request from
next client
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EHE=IEM: socket -
Sockets Interface: socket g

= MR 5575 F socket R E B B B IR FF Clients and

servers use the socket function to create a socket descriptor:

A

int socket(int domain, int type, int protocol)

m 5~%): Example:

2 ]
int clientfd = socket (AF INET, SOCK STREAM, O0); DK .
/,— = \ Protocol specific!
a7 IEFEf 3262 1Pva i ik TeREERTFAE (TCP) EH N
Indicates that we are using Indicates that the socket will be the end
32-bit IPV4 addresses point of a reliable (TCP) connection

m ~%]: Example:

int clientfd = socket(ai->ai_ family, ai->ai_socktype,
ai->ai protocol) ;

& /Hgetaddrinfo jiT H AL HITE BEH 10 BB i)
Use getaddrinfo and you don’t have to know or
care which protocol! 80




open clientfd <

=P/
R 55 2%
&
Client /
Server
Session

A

5,

BETEL

Sockets
Interface

open listenfd

ﬁﬁ )[R 45 Start serveh
Z F Client HR 4575 Server
getaddrinfo getaddrinfo )
: SA list SAlist |
socket socket
clientfd listenfd |
bind
ﬁ%%&ﬁ%ﬂ? listen
Connectjon l
connect mo -r'e‘quest(* accept

rio_writen

'

rio_readlineb

A 4

rio_;eadlineb

'

rio writen

EFRT RN
RIERER
Await connection
request from

v

close

\4

rio readlineb

A 4

close

next client
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Ei&F#EO: bind 3 £
Sockets Interface: bind g~
n ARS5 735 bind B K N R IR S s B F M ER Z /D

FFHHo<EX A server uses bind to ask the kernel to associate
the server’s socket address with a socket descriptor:

Wi

int bind(int sockfd, SA *addr, socklen t addrlen);

Our convention: typedef struct sockaddr SA;

n BERE ] DB B IR £ sockfd S 2 BUE B S NaddrEiA
HJ=Z7T Process can read bytes that arrive on the connection
whose endpoint is addr by reading from descriptor sock£fd

n R, Xtsockfdf) B N RHEER N MaddridtiT &5
Similarly, writes to sockfd are transferred along connection
whose endpoint is addr

m SRR R FgetaddrinfofR it S ¥ addrflladdrlen Best
practice is to use getaddrinfo to supply the arguments
addr and addrlen.

v
|
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% F Client

LR #% Server

&

ERTEE
Sock‘&"

getaddrinfo getaddrinfo
| _ Interface
I sailist SAlist |
socket socket
clientfd listenfd | > open_listenfd
open_clientfd< bind
listenfd <-> SA |
Connection
connect ----request__ accept <
g)ﬁ/ v v
EEQ?%% rio writen »rio readlinebi«
=h I I ST
Client / HIEERTER
Server rio_readlineb [« rio_writen Await connection
Session request from
. EOF . next client
close W fF------------- »rio readlineb
A 4
close
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EEFEO: listen S

Sockets Interface: 1isten -

n AR Hsocket BB HERFFR G EETE, ZE
B2 AT % P i Kernel assumes that descriptor from socket
function is an active socket that will be on the client end

n BRFAHAHlisten BB, HIFABBBRIR HRSH AR

P : A server calls the listen function to tell the kernel
that a descriptor will be used by a server rather than a client:

int listen(int sockfd, int backlog) ;

n Ffsockfd IS EREFH BNV R 2 P i i R B it
EFS Converts sockfd from an active socket to a listening
socket that can accept connection requests from clients.

m backlog%é‘%ﬂ‘l’iﬁ" FEFTARTE LA 18 R Z 0 DLZHRBA IR 58 Al

BEiERBERR R (BRABH T AN128) backlog is a hint

about the number of outstanding connection requests that the kernel
should queue up before starting to refuse requests (128-ish by default)

B
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ERFEE
. N
Z F Client HR%5-#% Server Sockets
( taddrinf taddrinf )
getaddrinfo getaddrinfo I
nterface
I SAlist SA list !
socket socket
clientfd listenfd | > open_listenfd
open clientfd < bind
listenfd <->SA |
\ » listen
B R m—
Connection | listening listenfd
=1 v v
EE??%% » rio writen »rio readlinebi«
=1k I I LT — AR
Client / RIERTER
Server rio_readlineb [« rio_writen Await connection
Session request from
. EOF . next client
close W fF------------- »rio readlineb
close
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EiEFEO:

accept

Sockets Interface: accept
n JRS5 48T A HacceptZFFRE R

Servers wait for connection requests from clients by calling
accept:

Wit KT

int accept(int listenfd, SA *addr,

int *addrlen) ;

s ZRFERERIAE E Flistenfd ]

B P im &R bk, #Eaddrlend

RS E

AN

E%: ﬁFﬁEaddrE
BeF kK

=k}

/N Waits for connection request to arrive on the connection
bound to 1istenfd, then fills in client’s socket address in

addr and size of the socket address in addrlen.

m JR|[B

a] F -1 33 Unix 1/ 047

25 % P il B

R

connfd Returns a connected descriptor connfd that can be
used to communicate with the client via Unix I/0 routines.



open clientfd <

=P/
ik 55 2%
&
Client /
Server
Session

% F Client

LR #% Server

BT
Socket
Interface

|\

> open listenfd

J
| listening listenfd

getaddrinfo getaddrinfo
v SAlist SAlist |
socket socket
clientfd listenfd |
bind
listenfd <->SA |
i%%&ﬁ%ﬁ% listen
Connection
__request___,

accept

<
<

v

A 4

rio_writen

A 4

rio readlineb

'

'

rio_readlineb

rio writen

BT E P
HAEBEHR

Await connection
request from

v

\4

close

rio readlineb

A 4

close

next client
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EIE=4EM]: connect S
Sockets Interface: connect L
s B 4B A connect @ L 5 ARG AR Aclient

establishes a connection with a server by calling connect:

int connect(int clientfd, SA *addr, socklen_ t addrlen);

WEER FHibkaddrit 5 AR 528 B LEEE Attempts to
establish a connection with server at socket address addr
= WNEREKIH, BARAclientfdIlfEFLBILAEES 1.,  If successful, then

client£fdis now ready for reading and writing.

» G HNEREUAEREEXS I4FHIE Resulting connection is characterized
by socket pair

N

(x:y, addr.sin addr:addr.sin port)

« xEE R x is client address

- yEE—tRREFinEN ENE FimfARERIaEYimE v is ephemeral port
that uniquely identifies client process on client host

m SRR R {f Hgetaddrinfot it S ¥ addrflladdrlen Best

practice is to use getaddrinfo to supply the arguments addr and
addrlen.

v
|
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connect/accept lllustrated-1ji 8B

Client l

clientfd

Connection

Client

clientfd

listenfd

T Server

listenfd

»
Server

listenfd

Client L‘

clientfd

I Server

connfd

1. R #8f ZE FFaccept B ¥, &
1G5  flistenfd |- H9iE £
ER

1. Server blocks in accept,
waiting for connection request

on listening descriptor
listenfd

2. & 7 3 1 B #E A 1 FHconnect R &
2. Client makes connection request by
calling and blocking in connect

3. R 4#% Maccept & [Elconnfd, Z /73
MconnectiB[5., FF S Hclientfd FT
connfd 2 [F]|Z T/ iEE

3. Server returns connfd from
accept. Client returns from connect.
Connection is now established between
clientfd and connfd
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EE S IR -
Connected vs. Listening Descriptors g

n I3RS Listening descriptor

» B EEE KAYIR A End point for client connection requests
» GRE—RHEIRSEEAE B EIEIRTELE Created once and exists for lifetime of

the server

n EEHIRRF Connected descriptor
» EEHNIRSSES ZIBEEEAYIR A End point of the connection between client
and server
* BRRSSHEEZREEFiRAIEREKE, BB FEHEART A new
descriptor is created each time the server accepts a connection request from a
client

» (NEIRSZEFinFrERIRTE]NTEE Exists only as long as it takes to service
client
n NFABFXHI? Why the distinction?
" RIFREET S EFimEEH TEERNF A IRSSES Allows for
concurrent servers that can communicate over many client connections
simultaneously

- FIENEIRBAIBEI— N FHEKRES, FE(IEB=EIE— T FHERGIEX
ME3K E.g., Each time we receive a new request, we fork a child to handle
the request




¥
\\\_/L
\

Z F Client JRZ#5 Server e e

( getaddrinfo getaddrinfo
Il salist SAlist |
socket socket
clientfd listenfd | > open_listenfd
open clientfd < bind
listenfd <->SA |
\ » listen
B R 1)
Connection | listening listenfd
\ connect ----fequest_ accept <
connected (to SA) clientfd connected|connfd
=rF
AR5 2% ,| rio writen »rio readlineb|,
gk I I BT — AR
Client / I E B
Server rio_readlineb [« rio_writen Await connection
Session request from
- EOF . next client
close W fF------------- »rio readlineb
Y
close
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% F Client

LR #% Server

&
e

~
-

g

getaddrinfo getaddrinfo
socket socket
l » open_listenfd
open_clientfd< bind
» » listen
BEEIFR
Connection l
connect ----fequest_ accept <
EF‘/ v v
EEQ%%% rio writen »rio readlinebi«
X I I N9
Client / HIEERTER
Session request from
. EOF - next client

close

rio readlineb

A 4

close
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EiZFHIF: open_clientfd -
Sockets Helper: open clientfd =

s 5RGAEIL—AE

A\

% Establish a connection with a server

int open clientfd(char *hostname, char *port) ({
int clientfd;
struct addrinfo hints, *listp, *p;

/* Get a list of potential server addresses */

memset (&hints, 0, sizeof(struct addrinfo));

hints.ai socktype = SOCK STREAM; /* Open a connection */

hints.ai flags = AI NUMERICSERV; /* ..using numeric port arg. */
hints.ai flags |= AI ADDRCONFIG; /* Recommended for connections */
Getaddrinfo (hostname, port, &hints, &listp);

csapp.c

AI ADDRCONFIG%%T “EHTHEN EfEHIPvaMIPve K
T —M” . XR/REZ I BIFLE, MARRS .

AI_ADDRCONFIG means “use whichever of IPv4 and IPv6 works
on this computer”. Good practice for clients, not for servers.
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getaddrinfo

result

addrinfo structs

ai_canonname

EE bl 25 Socket address structs

ai_addr

ai_pext

NULL

ai_addr

ali next

NULL

ai_addr
NULL

0 Zgﬁ WHWFR, RIREZAGNEEF MY, E32socketMconnectf)

J%Ih Clients: walk this list, trying each socket address in turn, until the

calls to socket and connect succeed.

O : IWHFIRD Hihk ket i bind, 2R |
B e ke e in R et

calling socket, listen, bind for all addresses, then use select to
accept connections on any of them (beyond our scope) o4



/

&

EEFHIF: open clientfd (£E) -
Sockets Helper: open clientfd (contiIlll

/* Walk the list for one that we can successfully connect to */
for (p = listp; p; p = p—>ai_next) {
/* Create a socket descriptor */
if ((clientfd = socket(p->ai family, p->ai_socktype,
p->ai_protocol)) < 0)
continue; /* Socket failed, try the next */

/* Connect to the server */

if (connect(clientfd, p->ai addr, p->ai_addrlen) != -1)
break; /* Success */

Close(clientfd); /* Connect failed, try another */

}

/* Clean up */

Freeaddrinfo (1listp) ;

if (!'p) /* All connects failed */
return -1;

else /* The last connect succeeded */
return clientfd;

csapp.c
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% F Client

LR #% Server

&
e

~
-

g

getaddrinfo getaddrinfo
socket socket
l » open_listenfd
open_clientfd< bind
» » listen
BEEIFR
Connection l
connect ----fequest_ accept <
EF‘/ v v
EEQ%%% rio writen »rio readlinebi«
X I I N9
Client / HIEERTER
Session request from
. EOF - next client

close

rio readlineb

A 4

close
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EiEFHIFE: open listenfd o
Sockets Helper: open listenfd e o

A\

n QIEBMITHRRF, A TEZZ P mIEREIEK Create a
listening descriptor that can be used to accept connection
requests from clients.

int open listenfd(char *port)

{
struct addrinfo hints, *listp, *p;
int listenfd, optval=l;

/* Get a list of potential server addresses */
memset (&hints, 0, sizeof(struct addrinfo));

hints.ai socktype = SOCK STREAM; /* Accept connect. */
hints.ai flags = AI PASSIVE | AI ADDRCONFIG; /* ..on any IP addr */
hints.ai flags |= AI NUMERICSERV; /* ..using port no. */
Getaddrinfo (NULL, port, &hints, &listp);

csapp.c

AI_PASSIVERME “TitRIMIrXAE#EFE” AI_PASSIVE means “Iplanto
listen on this socket.”

AI_ADDRCONFIGIEHEH FAMHTHRE4, HEUTHEMEHRE

AI ADDRCONFIG normally not used for servers, but we use it for convenience
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EIEFHFE: open listenfd (8&)
Sockets Helper: open listenfd (cont r"

/* Walk the list for one that we can bind to */
for (p = listp; p; p = p—>ai_next) ({
/* Create a socket descriptor */
if ((listenfd = socket(p->ai family, p->ai_socktype,
p->ai_protocol)) < 0)
continue; /* Socket failed, try the next */

/* Eliminates "Address already in use" error from bind */
Setsockopt (listenfd, SOL SOCKET, SO REUSEADDR,
(const void *) &optwval , sizeof (int)) ;

/* Bind the descriptor to the address */

if (bind(listenfd, p->ai_addr, p->ai addrlen) == 0)
break; /* Success */

Close(listenfd); /* Bind failed, try the next */

} csapp.c

AR FH/ASTER IR BB, RATXFMA RN T HE A
production server would not break out of the loop on the first success.

We do that for simplicity only.
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EEFHIF: open listenfd (4E =
Sockets Helper: open listenfd (con ;i

/* Clean up */

Freeaddrinfo (listp) ;

if ('p) /* No address worked */
return -1;

/* Make it a listening socket ready to accept conn. requests */
if (listen(listenfd, LISTENQ) < 0) {

Close(listenfd) ;

return -1;

}

return listenfd;

csapp.c

K5 m: open_clientfdflopen_listenfd P3N ER & S5 4 E
IPRRA TR H Key point: open_clientfd and
open_ listenfd are both independent of any particular

version of IP.
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{EtelnetlifIRs3ES ¢,
Testing Servers Using telnet

m telnetfE F Xt T I B BX P EREAE M ASCIE AT B I IR 55
#=IEEHH The telnet program is invaluable for testing
servers that transmit ASCII strings over Internet connections

= B JBYEER[B] A BRE5E8 Our simple echo server
" WebfR5528 Web servers
= HR{4RRSSE Mail servers

s F¥E: Usage:
" |inux>telnet <=FH1> <ixm[]ES> 1linux> telnet <host>
<portnumber>

= SSRGS EEHNIERE, 1ZARSSERIT T E<host>_EFHINTim ]
<portnumber> Creates a connection with a server running on <host>
and listening on port <portnumber>
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FtelnetilliiBl=RSS
Testing the Echo Server Wlth telnet w

whaleshark> ./echoserveri 15213

Connected to (MAKOSHARK.ICS.CS.CMU.EDU, 50280)
server received 11 bytes

server received 8 bytes

makoshark> telnet whaleshark.ics.cs.cmu.edu 15213
Trying 128.2.210.175...

Connected to whaleshark.ics.cs.cmu.edu (128.2.210.175).
Escape character is '*]'.

Hi there!

Hi there!

Howdy!

Howdy!

*]

telnet> quit

Connection closed.

makoshark>
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R 4

B

\_‘L%I
HTTP

=M Bl: HTTP Application protocol example:
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WebjR=Z2SE i Web Server Basics > 2

n B FIARS A3 AR SRR X T
(HTTP) j#/E Clients and servers

communicate using the HyperText
Transfer Protocol (HTTP)
" EPFIIRSESEIITCPIERS Client
and server establish TCP connection
= ZFERAZE Client requests HTTP response M
content (V‘J?éi content)
* IRSBEEXSIBERABTHITIHN Server

Web
client

(H 4%

rowser

server

responds with requested content
= ZEFFRSSRXAEE (RE) HTTP Web P4 % Web content
Client and server close connection
(eventually) TCP ¥i Streams
m HETRAZHTTP/2.0, E&
HTTP/1.1{37E] 2R Current IP $EH Datagrams

version is HTTP/2.0
but HTTP/1.1 widely used still

= RFC 2616, June, 1999.
http://www.w3.0org/Protocols/rfc2616/rfc2616.html
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WebRA& Web Content =

m Web/R%221R Bl N B 4% F Web servers return content to
clients
» AE: FFEY, BEAEHEXERIMIME (ZRGEBEEAMEMEY E) =8
content: a sequence of bytes with an associated MIME (Multipurpose
Internet Mail Extensions) type

s MIMEREIR# Example MIME types
" text/html  HTMLIFH HTML document
" text/plain FI&TLIZA Unformatted text
" image/qgif GIFFET\JmiBRY 1 HHIENE Binary image encoded in GIF format
= image/png PNGIET4mABAY —1H%[E|(%& Binary image encoded in PNG format
" image/jpeg IPGIERIRIBAY i HIE{% Binary image encoded in JPEG format

SEEELPIMIMEZR LG R M HE: You can find the complete list of MIME types at:
http://www.iana.org/assignments/media-types/media-types.xhtml
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S SFITNSAZ Static and Dynamic Conte
m HTTPHE S AR B ) A W] PR 27250, A DR 5725 The

content returned in HTTP responses can be either static or
dynamic

» BASHE: EEESUEFHIMMHTTPIERIEZAIAZ Static content:

content stored in files and retrieved in response to an HTTP request

« A HTMLSZE., B&. SHHNEYEE. JavascriptieF Examples: HTML
files, images, audio clips, Javascript programs

« B XFRRB RS SE Request identifies which content file
s BARE: WNHTTPIERMEISEREIA S Dynamic content: content

produced on-the-fly in response to an HTTP request

- < RS EEEREPinPUTHIRERFERHIAZ Example: content

produced by a program executed by the server on behalf of the client

- EKINRE S HRITIUABAYSNE Request identifies file containing

executable code

m WebA B RBE—AN I, Z X H RS S Web content

associated with a file that is managed by the server
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G RSP RIBSSNTER
o

URLs and how clients and servers use them
s XHRIHE—BF: URL (E—FRIRENFF) Unique name for

a file: URL (Universal Resource Locator)
s ~HURL: Example URL:
http://www.cmu.edu:80/index.html

s BRI #(http: //www.cmu.edu: 80) FEATHEH.
Clients use prefix (http://www.cmu.edu: 80) to infer:

» EEERIIRSSES (PMY) 2284 What kind (protocol) of server to contact
(HTTP)

» ARSZEERFTERIE Where the server is (www . cmu . edu)
» BIEERIFEE MR What port it is listening on (80)
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G— RS P R IR SRR
==

URLs and how clients and servers use them

n RFB|BHEHER ( ) : Servers use suffix
(/index.html) to:

» ATEIERENEESHBILER NSNS Determine if request is for
static or dynamic content.

« IR BEEMSEIE No hard and fast rules for this
« —FATE: BTSSRI T cgi-bin = One convention:

executables reside in cgi-bin directory

» VAR F EEFSIE Find file on file system
- ERFHIEFE /"R IMEKASTHERR Initial “/” in suffix

denotes home directory for requested content.

- NGEER), IRSSERT BAEERIEVANERE (BES
index.html) Minimal suffix is “/”, which server expands to
configured default filename (usually, index.html)
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HTTPi53K3<6l HTTP Request Example .-
GET / HTTP/1.1 Client: request line
Host: www.cmu.edu Client: required HTTP/1.1 header

Client: blank line terminates headers

m HTTPIREESR BN AT, “\r\n” (B ZE#HAT) £ HTTP

standard requires that each text line end with “*\r\n”

m 17 C“\r\n”) ZKIEERMEMNLEE Blank line (“\r\n”)

terminates request and response headers

108



HTTPi53K HTTP Requests S
m HTTPIERR— N EK7 FRFENEEZA 5K EZ HTTP

request is a request line, followed by zero or more request
headers

m BEXRAT: HEuri lRA Request line: <method> <uri>
<version>
" 552 GET. POST. OPTIONS, HEAD. PUT. DELETEE{TRACEZ—

<method> isone of GET, POST, OPTIONS, HEAD, PUT,
DELETE, or TRACE

» uriBEEMRIERURL, IRSZEBAIURLIGER <uri> is typically URL for
proxies, URL suffix for servers

« URLZURI (Fi—RIFNART) BI—FP3EEL A URL s a type of URI
(Uniform Resource ldentifier)

« 2011 See http://www.ietf.org/rfc/rfc2396.txt

» IRAZRIEKAIHTTPARAS (HTTP/1.0B{HTTP/1.1) <version>is HTTP
version of request (HTTP/1.0 or HTTP/1.1)
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HTTPi53K HTTP Requests >
m HTTPIERE—NEXRTT, BRFJEANERZAFKE S HTTP

request is a request line, followed by zero or more request
headers

m 5 REE: B4 % IE Request headers: <header

name>: <header data>
» o) IRSZEEIEMMEM{SE Provide additional information to the server
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HTTPIR HTTP Responses SZ

o HTTPRIRLRE — AN 77T, JRERRABREN J 23, 7?5‘
BAZ, HAZT (A" SRS ERIAZE HTTP

response is a response line followed by zero or more response
headers, possibly followed by content, with blank line (“\r\n”")
separating headers from content.

m "8 N1T: Response line:
Hﬁzli ﬂﬁ%?/r%@ ﬁﬁ?ﬁﬁ <version> <status code>
<status msg>
» IRAENIAAIHTTPARZS <version> is HTTP version of the response
» RSB EZEEIRZE <status code> is numeric status
s IRBEENMNAIESI A <status msg> is corresponding English text
= 200 OK B KEIEFRYME Request was handled without error
« 301 Moved 2L EZFURL Provide alternate URL

= 404 Not found ARSZER L AZI S5 Server couldn’t find the file
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HTTPH@R HTTP Responses .

m HTTPRIN & — A4 v 7T, JRERF|ANBREA M E Z5, FI8e)n
BRAZ, FHHAZET C\f\n”) ZEREHMAZE HTTP
response is a response line followed by zero or more response
headers, possibly followed by content, with blank line (“\r\n”)
separating headers from content.

n N EE: B34 HEEIE Response headers: <header

name>: <header data>

» IRMHEXIMNAYELB({SE Provide additional information about response

" Content-Type: N EARFRSEIMIMEZER! MIME type of content
in response body

= Content-Length: W FAFHZEFAIIKE Length of content in
response body
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ABIHTTPES3 Example HTTP Transaction.~

whaleshark> telnet www.cmu.edu 80

Trying 128.2.42.52...

Escape character is '“]'.

GET / HTTP/1.1
Host: www.cmu.edu

HTTP/1.1 301 Moved Permanently
Date: Wed, 05 Nov 2014 17:05:11 GMT
Server: Apache/1.3.42 (Unix)
Location: http://www.cmu.edu/index.shtml Server:
Transfer-Encoding: chunked
Content-Type: text/html; charset=...

15c¢c
<HTML><HEAD>

</BODY></HTML>
0

Connection closed by foreign host.

G CARATRL “\r\n” (BIZE#AT) 458 HTTP

m HTTPARTEER

>

Client:

s

open connection to server

Telnet prints 3 lines to terminal
Connected to WWW-CMU-PROD-VIP.ANDREW.cmu.edu.

Client:
Client:
Client:
Server:
Server:
Server:

Server:
Server:
Server:
Server:
Server:

Server:
Server:
Server:

request line

required HTTP/1.1 header
blank line terminates headers
response line

followed by 5 response headers
this is an Apache server

page has moved here

response body will be chunked
expect HTML in response body
empty line terminates headers
first line in response body
start of HTML content

end of HTML content
last line in response body
closes connection

standard requires that each text line end with “\r\n”

m 4T C“\r\n”) & IEERAE N B E Blank line (“\xr\n”)

terminates request and response headers 113



RBIHTTPERSS, #12

Example HTTP Transaction, Take 2 -

whaleshark> telnet www.cmu.edu 80 Client:

open connection to server

Trying 128.2.42.52... Telnet prints 3 lines to terminal

Connected to WWW-CMU-PROD-VIP.ANDREW.cmu.edu.
Escape character is '“]'.

GET /index.shtml HTTP/1.1 Client:
Host: www.cmu.edu Client:

Client:
HTTP/1.1 200 OK Server:
Date: Wed, 05 Nov 2014 17:37:26 GMT Server:

Server: Apache/1.3.42 (Unix)
Transfer-Encoding: chunked
Content-Type: text/html; charset=...

Server:
1000 Server:
<html ..> Server:
</html>
0 Server:

Connection closed by foreign host. Server:

request line

required HTTP/1.1 header
blank line terminates headers
response line

followed by 4 response headers

empty line terminates headers
begin response body
first line of HTML content

end response body
close connection
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TBIHTTP(S)ESS, I3 Example HTTP(S) Transaction, Take 3., g

=<

Y
)

whaleshark> openssl s _client www.cs.cmu.edu:443
CONNECTED (00000005)

Certificate chain

Server certificate

MIIGD]JjCCBPagAwIBAgIRAMiF7LBPDoySilnNoU+mp+gwDQYJKoZIhvcNAQELBQAwW
djELMAkGA1UEBhMCVVMxCzAJBgNVBAgTAk1JIJMRIWEAYDVQQHEw1Bbm4gQXJib3Ix
EJjAQBgNVBAOTCUludGVybmVOMjERMAS8GA1UECxXMISW5Db21 tb24xHzAdBgNVBAMT
wkWkvDVBBCwWKXrShVxQONsj6J

subject=/C=US/postalCode=15213/ST=PA/L=Pittsburgh/street=5000 Forbes
Ave/O=Carnegie Mellon University/OU=School of Computer
Science/CN=www.cs.cmu.edu issuer=/C=US/ST=MI/L=Ann
Arbor/O=Internet2/0U=InCommon/CN=InCommon RSA Server CA

SSL handshake has read 6274 bytes and written 483 bytes

>GET / HTTP/1.0

HTTP/1.1 200 OK

Date: Tue, 12 Nov 2019 04:22:15 GMT

Server: Apache/2.4.10 (Ubuntu)

Set-Cookie: SHIBLOCATION=scsweb; path=/; domain=.cs.cmu.edu
HTMI. Content Continues Below


http://www.cs.cmu.edu:443/

