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Unix 1/0 and C Standard 1/0

n HA:
s B /H (RIO) -

(R10): 15213 special wrappers

R I IS SEBR -

MEERWE. F5M “AR2
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. REFNCESZL Two sets: system-level and C-level

IR EL 3% B E Robust 1/0

»

good

coding practice: handles error checking, signals, and “short counts”

fopen
fread
fscanf
sscanf
fgets
fflush
fclose

fdopen
fwrite
fprintf
sprintf
fputs
fseek

open

stat

write

read
lseek
close

»
\

CiE = MR

C application program

N B AIGEE:

Standard 1I/0O
functions

UnixBI \/FB R (BIRGEAVIHE)D
--| Unix 1/0 functions
(accessed via system calls)

RIOE
RIO
functions

rio readn
rio writen

-» rio readinitb

rio readlineb
rio readnb
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Unix&s A\ /5EiHEEAR Unix 1/0 OverV|ew="

s LInWCSEEMNMNZETEIES A Linux file is a sequence of m
bytes:
= B,,B,,...,B,...,B_

n REEHIESE: FrE /o &ER v AR AU Cool fact: All 1/O
devices are represented as files:
* /dev/sda2 (FAP#ESSX /usr disk partition)
* /dev/tty2 (&g terminal)

s EEAZBRARNLCH:: Even the kernel is represented as a file:

" /boot/vmlinuz-3.13.0-55-generic (NiZIL{& kernel image)
= /proc (RNIZEFELEHE kernel data structures)



Unix&gs A\ /5itB#E5AR Unix 1/0 Overview .-~

r\’»"g .

n SRR HERR S o A S R ELEE T, FRO9Unix .

/O : Elegant mapping of files to devices allows kernel to
export simple interface called Unix 1/0:

= FTFFFOKIFI4E Opening and closing files

= open()andclose ()
= 1544 Reading and writing a file

= read () and write ()

s WA HEISESIE Changing the current file position (seek)
- B TRIZE S EERIS G mFE(\ & indicates next offset into

file to read or write

» 1seek ()
Bp |By | Bi1| By |Bisa| ®®®
2y A B

Current file position = k
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SAHZEBY File Types s
s BASUHERE —FRE, BRERERZEF AR Each

file has a type indicating its role in the system
» ZEFEVE BEEERIEUEE Regular file: Contains arbitrary data
= HR. HHERIEZHEBIZRS | Directory: Index for a related group of

files

» BT BTFHS—atss EAIHFRE(S Socket: For

communicating with a process on another machine

b

13422 A Other file types

n HEBHBRNTRTEE
beyond our scope
" mEEIE (5LSTH!) Named pipes (FIFOs)

[/ =

" FEaEE Symbolic links
n ZARIGAST Character and block devices
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EEY % Regular Files S
s B XHESEREIE A regular file contains arbitrary data ¥
n NIRRT} 5 B ICA AN Z##3fF Applications often

distinguish between text files and binary files

" VANHRXNBEASCIER—RIEZERT (Unicode) BYEESY Text files

are regular files with only ASCII or Unicode characters
s TiHEISERTLAEE—YINZ Binary files are everything else
- B0, B, IPEGEH e.g., object files, JPEG images
s NZEHFAFDEIXFEIAE Kernel doesn’t know the difference!
n A XHRIAEITHF Text file is sequence of text lines

= NATRUBITER (\n') Z55RAIFFFFS Text line is sequence of chars
terminated by newline char (‘\n’)

= MAITRT 90xa, SASCIHRIT=RF (LF) #8[E Newline is 0xa, same as
ASCII line feed character (LF)
s HERGHRITER (EOL) $878FF End of line (EOL) indicators in
other systems

" Linux and Mac OS: ‘\n’ (0Oxa)
« HA1TTF line feed (LF)

= Windows and Internet protocols: ‘\r\n’ (0xd 0xa)
« [B1ZE[FERHATT Carriage return (CR) followed by line feed (LF)
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B Y Regular Files "

s YWE AR EIE A regular file contains arbitrary data ¥
s MHABRFEEHR P ICE AN —F# X Applications often

distinguish between text files and binary files

" VANHRXNBEASCIER—RIEZERT (Unicode) BYEESY Text files

are regular files with only ASCII or Unicode characters
s TiHEISERTLAEE—YINZ Binary files are everything else
- B0, B, IPEGEH e.g., object files, JPEG images
s NZEHFAFDEIXFEIAE Kernel doesn’t know the difference!
n A XHRIAEITHF Text file is sequence of text lines

= NATRUBITER (\n') Z55RAIFFFFS Text line is sequence of chars
terminated by newline char (‘\n’)

= MAITRT 90xa, SASCIHRIT=RF (LF) #8[E Newline is 0xa, same as
ASCII line feed character (LF)
s HERGHRITER (EOL) $878FF End of line (EOL) indicators in
other systems

" Linux and Mac OS: ‘\n’ (0Oxa)
« HA1TTF line feed (LF)

= Windows and Internet protocols: ‘\r\n’ (0xd 0xa)
« [B1ZE[FER¥ATT Carriage return (CR) followed by lin

carriage return

m =




H% Directories
s HFHEEIHM K Directory consists of an array of

links
 FPYEERIRET— KAERI— S Each link maps a filename

to a file

s B EHFEEE/DH A% H Each directory contains at
least two entries

» EEFIEES . (dot)is alink to itself
» AR ARENEH (WRRLATH) itz EFR. . (dot

dot) is a link to the parent directory in the directory hierarchy (next
slide)

n 3 HFX K454 Commands for manipulating directories
* mkdir: BJEE2ZH3E create empty directory
» 1s: BEEHZEAZS view directory contents
* rmdir: ffIRZH3R delete empty directory

/
(e
Ry

-Hj_l"/j
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BREIRZEY Directory Hierarchy ‘_.;;“‘
s TR XMHHELEREREW, HER/ (FHD) IR EZHE Al

files are organized as a hierarchy anchored by root directory
named / (slash)

/
bin/ dev/ etc/ home/ usr/
bash ttyl group passwd droh/ bryant/ include/ bin/
hello.c stdio.h sys/ vim
unistd.h

n AN NEREY 2557 T/EHR (cwd) Kernel maintains

current working directory (cwd) for each process
» ([FHcdf ST BB R Modified using the ed command 0




I5{£# Pathnames g
n EERE RIS B B 244187 Locations of files Nt

hierarchy denoted by pathnames
» BEXIEEEBVRT IR FHETRIBIR MIRFHIG Absolute pathname starts
with ‘/’ and denotes path from root
» /home/droh/hello.c
" TR N BT LAEE R4 Relative pathname denotes
path from current working directory
» . ./droh/hello.c

/ cwd: /home/bryant
bin/ dev/ etc/ home/ usr/
bash ttyl group passwd droh/ bryant/ include/ bin/
hello.c stdio.h sys/ vim

unistd.h 1
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¥TFF3Z{4 Opening Files g
m FTIF SO A0 A AZ R IEHE V5 1) 2% 30 Opening a file informs

the kernel that you are getting ready to access that file

int £d; /* file descriptor */

if ((fd = open("/etc/hosts", O RDONLY)) < 0) {
perror ("open") ;
exit(1l);

}

n IR B —ANPRIBEARR /7277 Returns a small

identifying integer file descriptor
» fd == -135"AEISIR indicates that an error occurred

m Linux shell8l| & K]S {\lﬁﬁﬁfﬁ%%ﬁﬁ:/l\ﬂf X, X
2% 25 AH<ER:  Each process created by a Linux shell
begins life with three open files associated with a terminal:

= 0: fvEEEI N standard input (stdin)
= 1: fEEIH standard output (stdout)
= 2: FvEEEIR standard error (stderr)

12
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FKH3ZHH Closing Files o
s SRASCHERAZARE TR T M2 Y5 Closing a file

informs the kernel that you have finished accessing that file

int £d; /* file descriptor */
int retval; /* return value */

if ((retval = close(fd)) < 0) {
perror ("close") ;
exit (1) ;

}

s KA ELXARXGELEMREF T FBRAE (H
JE B TEAANE) Closing an already closed file is a recipe for
disaster in threaded programs (more on this later)

n HE: BMARERBEE, BIEERXN T closeFE LB R

BA %Y Moral: Always check return codes, even for seemingly
benign functions such as close ()

13



SE3 % Reading Files

/
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n SN SHSUF AL E RIS T RN, )5

Reading a file copies bytes from the current file position to

memory, and then updates file position

char buf[512];

int £d; /* file descriptor */
int nbytes; /* number of bytes read */
/* Open file £fd ... */

/* Then read up to 512 bytes from file f£d */

perror ("read") ;
exit (1) ;
}

if ((nbytes = read(fd, buf, sizeof(buf))) < 0) {

m IR B M S FdEE R buf ) F 5 2 Returns number of bytes read

from file £d into buf

= R[EISE B ssize_t2BRTSEET Return type ssize tis signed integer

* nbytes/NFEIETALE]EIR nbytes < 0 indicates that an error

occurred

» FEME (nbytes/NFbuf K/N) 2EEEER, MBEAZIEIR Short counts

(nbytes < sizeof (buf) ) are possible and are not errors!

14



53 {%¥ Writing Files

s 5NN FEERIE-
A4

B M NSO E, RS A

V. B Writing a file copies bytes from memory to the

/
(&
— )

current file position, and then updates current file position

}

char buf[512];

int £d; /* file descriptor */
int nbytes; /* number of bytes read */
/* Open the file fd ... */

/* Then write up to 512 bytes from buf to file fd */

if ((nbytes = write(fd, buf, sizeof(buf)) < 0) {
perror ("write") ;
exit (1) ;

m JR[E

MbufE B SCAFFd )7

written from buf to file £d

" nbytes/NFRIETRASESEIR nbytes < 0 indicates that an error
occurred

= MENE—1E, AEEERRE, MBEARZEIR As with reads, short

counts are possible and are not errors!

172 Returns number of bytes

15



EEAUNixXEN /46 Rl e
Simple Unix I/0 example =
n P2 DICHBFR R Y, —IR—~F77 Copying file to stdout,

one byte at a time

#include "csapp.h"

int main(int , char * [1)
{

char

int = STDIN FILENO;

if (argc == 2) {_
infd = open(argv[1l], O RDONLY, O0);
}

while (read(infd, &c, 1) !'= 0)
write(STDOUT_FILENO, &, 1) ;
exit (0) ;
} showfilel_nobuf.c

m H~: Demo:

linux> strace ./showfilel nobuf names.txt
16
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EFARE{E On Short Counts ‘_{:‘
n EEXEIFH BB RAENE{E: Short counts can occur

in these situations:

= EENAGENEE] (SUH4EER) EOF  Encountering (end-of-file)
EOF on reads

» MEIRIFIEEN AST Reading text lines from a terminal
» IS MZEERE= Reading and writing network sockets

m FEIXERE T MA KEA JR1E Short counts never occur

in these situations:

s MBZESHE (PR TEOF) Reading from disk files (except for
EOF)

» B N\WLESH Writing to disk files

r

s BREMERIBA T B1H Best practice is to always
allow for short counts

17



REFAAYER I/ OfHS
Home-Grown Buffered I/O Code
s BRI Y, S IKBUFSIZEFT Copying file to

stdout, BUFSIZE bytes at a time

#include "csapp.h"

#define 64
int main(int , char * [1)
{

char [BUFSIZE] ;

int = STDIN FILENO;

if (argec == 2) {
infd = open(argv[1l], O RDONLY, O0);
}

while ((nread = read(infd, buf, BUFSIZE)) '= 0)
write (STDOUT FILENO, buf, nread);
exit (0) ; showfile2_buf.c

}

m H~: Demo:

linux> strace ./showfile2 buf names. txt

18
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m UnixX3@ A\ /#iH Unix1/0

s JoEUE. HEEF1EEM Metadata, sharing, and
redirection

m niEEI /% H Standard 1/0
m RIO ({&}1/0) 4 RIO (robust I/0) package
m 715514 Closing remarks
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WA ELRE File Metadata
m L R TR

is data about data, in this case file data

n BRI TTEG
by kernel

E N IZ 23 Per-file metadata maintained

= FAFFstatffstatBREN15]8) Accessed by users with the stat and
fstat functions

dev_t
ino_t
mode t

uid t
gid t
dev_t
off t

time_t
time_t
time_t

nlink_t

unsigned long
unsigned long

st _dev;

st _ino;

st _mode;
st nlink;
st _uid;

st _gid;
st_rdev;
st _size;
st blksize;
st _blocks;
st_atime;
st mtime;
st _ctime;

/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*

/* Metadata returned by the stat and fstat functions */
struct stat {

Device */

inode */

Protection and file type */
Number of hard links */

User ID of owner */

Group ID of owner */

Device type (if inode device) */
Total size, in bytes */
Blocksize for filesystem I/O */
Number of blocks allocated */
Time of last access */

Time of last modification */
Time of last change */

_Nﬁ

g
i, AR R SCHEEE Metadtte

20



UnixB R TH 34 -

How the Unix Kernel Represents Open Fifes=

s BNHERFSI BN ARBRIT X #iRfF1 i)
A, Rt T IR RSO Two descriptors

referencing two distinct open files. Descriptor 1 (stdout)

points to terminal, and descriptor 4 points to open disk file

?Tﬁjtﬁiﬁ Open file table v-nodeZ v-node table
bl
ey table ™ e (5 A AR

shared by all processes] shared by all processes]

one table per process]

SCAEA(Z& ) File A (terminal)

tdin fdo il stat &%
stdin ile access
stdout fd1 = File pos File size ﬁlgﬁ?
stderr f{fd2 P =, ».
fd 3 refent=1 File type Info in
fd 4 ~ : : stat
i struct
#4:B(R2E) File B (disk)
1 File access
File pos File size
refcnt=1 File type
VA > .
X AE B BN T I XA '

File pos is maintained per open file
21



{HEL= File Sharing

n A

H]

IR A AN A

H]

5
T R T

{4 Two distinct descriptors sharing the same disk file through
two distinct open file table entries

= {BanyEFEopeniiR, PIIRBINRE SZUEE e.g., calling open

twice with the same £ilename argument

IR 73R Descriptor table ¥TH 343 Open file table  v-nodeZ& v-node table

[N HE AR

one table per process]

A AR

shared by all processes] shared by all processes]

XA (BEES) File A (disk)

stdin fdO

stdout fd1

A AR

stderr fd2

fd 3

fd 4

\XC#B -
/7

File access
File pos File size
refcnt=1 File type
File B (disk)
File pos
refcnt=1
A EHTZ LB (H A2 [T I EE A

Different logical but same physical file

22



HEWRHZEE: fork s

How Processes Share Files: fork g
n THERES A AZHERERIFT L4 A child process inherits its

parent’s open files
= VEE: execBR B AU R (fE HfentlBREEAE)  Note: situation

unchanged by exec functions (use £cntl to change)

m Vi Hfork.Z A/ Before fork call:
iR K Descriptor table T 3 {438 Open file table v-node3& v-node table

[ HE R BRI = A LR
one table per process] shared by all processes]  shared by all processes]
A (¥5)  File A (terminal)
stdin fdO File access
stdout fd1 — . o i
Fil
stderr fd2 File pos | e size
fd 3 refcnt=1 File type
fd4 N~ : :
\2#3 (B&#%) File B (disk)
e File access
File pos F!Ie size
refcnt=1 File t.ype

23




HIFUMAIHELZIE: fork

How Processes Share Files: fork

n TREREGRA

AR HIFT

m A Hfork.Z /5 After fork:

» FIHIESRQHIENFR—F, MBS refcnt]l— Child’s table same as
parent’s, and +1 to each refcnt

IR RFER Descriptor table FTIF 3R Open file table

v-nodeZ: v-node table

>
==

‘S‘C’ﬁ: A child process inherits its parent’s open files

PR PRI proatei
[one table per process] [shared by all processes] Hared b all S ]

Parent CAFA (&¥w) File A (terminal)[s ared by all processes

:: ; — File pos File size

fd 3 refcnt=2 File type

fda ~ :
Child 4B (WAL File B (disk

fd 0 — File access

fd 1 File pos File size

:: ; refcnt=2 File 1f\lpe

fd4

Bi I HEFEIE]FEE T LF File is shared between processes j



A/ ETEM 1/0 Redirection o'
m B SR fTsEEl/OE E R ? Question: How does a ¥

shell implement 1/O redirection?
linux> 1ls > foo.txt

n BR: BT HAHdup2(oldfd,newfd) i %L Answer: By calling
the dup2 (o1ldfd, newfd) function

= Sf (BMNHE) MIATTREBEoldfdZI&Enewfd Copies (per-
process) descriptor table entry o1ldfd to entry newfd

IR KR Descriptor table IR Descriptor table
Vg /.2 5 before dup2 (4,1)  1§/H.Z /5 after dup2 (4,1)

fd 0 fd 0
fdl|a fdl|b
fd 2 fd 2
fd 3 fd 3
fd4a | b fd4 |b

25



BN/ EER G -
I/O Redirection Example =
n BR#L: FTHCE, Frdi N E € ) B Step #1:

open file to which stdout should be redirected
= EFHEIITINSIBIT AL, TEexecAZ A Happens in child

executing shell code, before exec

IR RF3R Descriptor table 3T 3 /43R Open file table v-nodeZ v-node table

BHE KR FrA#HELE R R =
[one table per process] [shared by all processes] [shared by all processes]
SCAHA File A
stdin fdoO File access
stdout fd1 — . TP
File size
ctderr fd2 File pos :
fd 3 refcnt=1 File type
fd 4 ~ : =
\B‘C'ﬁ:B File B
N File access
File pos File size
refcnt=1 File type

26
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I/O Redirection Example (cont.) =

n CB#H2: A dup2(4,1) Step #2: call dup2 (4,1)

= SEifd=1 (fRERIL) IEAfd=4FriSRAYHESG Cause fd=1
(stdout) to refer to disk file pointed at by fd=4

IR RF3R Descriptor table 3T 3 /43R Open file table v-nodeZ v-node table

BHHE—KR P A I = P L=
[one table per process] [shared by all processes] [shared by all processes]
SCAHA File A
stdin fdoO File access
sl
fd 3 refcnt=0 File type
fd 4 ~ : :
/4B File B
N File access
File pos File size
_ File type
. - refcnt=2
P28 1575 1] [T 1T A =
Two descriptors point to the same file

27



BiZE: |/OFEEMRTHI

Warm-Up: 1/0 and Redirection Example

#include "csapp.h"
int main(int argc, char *argv|[])

{

int f£d1,

£fd2, £d43;

char cl, c2, c3;
char *fname = argv[l];

fdl = open(fname, O RDONLY, O0);
fd2 = open(fname, O RDONLY, O0);
fd3 = open(fname, O RDONLY, O0);
dup2 (£fd2, £d3);

read (£fdl, é&cl, 1);

read (£fd2, &c2, 1);

read (£fd3, &c3, 1);

printf("cl = %c, c2

o]

%$c, c3 =

return 0O;

%$c\n", cl, c2, c3);

ffilesl.c

s X HEE “abede” , %]

program print for file containing “abcde”?

B &E 4?2 What would this

28



BIZE: |/OMEERRG L
Warm-Up: I/O and Redirection Example=#—

#include "csapp.h"
int main(int argc, char *argv([]) cl

{

=a, c2=a, ec3 =D

int £d1, £d2, £d3;

char cl, c2, c3;

char *fname = argv[l];

fdl = open(fname, O RDONLY, O0);

fd2 = open(fname, O RDONLY, O0);

fd3 = open(fname, O RDONLY, O0);
dup2 (£d2, £d3); < dup2 (oldfd, newfd)
read(fdl, &cl, 1);
read (£fd2, &c2, 1);
read (£fd3, &c3, 1);
printf("cl = %c, c2
return O;

} ffilesl.c

%c, ¢3 = %c\n", cl, c2, c3);

s BT “abede” , ZERFRSIHA 4?7 What would

this program print for file containing “abcde”?

29
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HEEEHIF11/0
Master Class: Process Control and 1/0 a,‘

#include "csapp.h"

int main(int argc, char *argv|[])

{
int £d1;
int s getpid() & Ox1;
char cl, c2;

char *fname = argv[l];
fdl = open(fname, O RDONLY, O0);
read(fdl, é&cl, 1);
if (fork()) { /* Parent */
sleep(s) ;
read (fdl, &c2, 1);
printf ("Parent: cl = %c, c2 =
} else { /* Child */
sleep(1l-s);
read (£fdl, &c2, 1);
printf ("Child: cl = %c, c2 =

}

return O0;

}

%$c\n", cl, c2);

%$c\n", cl, c2);

ffiles2.c

n XHBEE “abede” , ZEFSTWHAA

print for file containing “abcde”?

? What would this program

30



KUpEE: HEzESHIF/O -
Master Class: Process Control and I/O g

#include "csapp.h"
int main(int argc, char *argv[]) Child: cl = a, c2 =Db
{ Parent: cl = a, c2 = ¢
int £d4d1;
int s = getpid() & Ox1;
char cl, c2; Parent: ¢l = a, c2 =Db
SHER SIEEme S e § Child: cl = a, c2 = ¢

fdl = open(fname, O RDONLY, O0);
read(fdl, &cl, 1);

if (fork()) { /* Parent */ ¥&: CEWRDE?
sleep(s) ; Bonus: Which way|does it go?

read (fdl, &c2, 1);

printf ("Parent: cl = %c, ¢2 = %c\n", cl, c2);
} else { /* Child */

sleep(1l-s);

read (fdl, &c2, 1);

printf ("Child: cl = %c, ¢c2 = %c\n", cl, c2);
}

return 0;
} ffiles2.c

n XHEE “abede” , ZEFSHEHAA? What would this program

print for file containing “abcde”? 31
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e A/ 8% Standard 1/O Functions.

m CIESHHEE (libcso) BERELHA/ORBNES
The C standard library (Libc. so) contains a collection of
higher-level standard I/0 functions

= DIFF=RB K&RIEY Documented in Appendix B of K&R

n /ORI HIB]F: Examples of standard 1/0
functions:
» FTFFFNK[ASZ{4 Opening and closing files (Fopen and fclose)
» IS & =T Reading and writing bytes (fread and fwrite)
» FFNE X ALT Reading and writing text lines (Egets and fputs)

s BTHIEEFNE Formatted reading and writing (Escanf and
fprintf)

33
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pREERS N /56 iR standard 1/0 Streams 7
n FRUEI/OREEIITFESCHEAE A J7 Standard 1/0 models open g

files as streams
» VAT FIATFESZE P X AYHHSR Abstraction for a file descriptor

and a buffer in memory

n CEEEFFBEITNESE ZMTHRIR (FEstdio.hH & X)
C programs begin life with three open streams
(defined in stdio.h)
* stdin (FRAEHEIN standard input)
* stdout (fvEsH standard output)
" stderr (fvESS1R standard error)

#include <stdio.h>

extern FILE *stdin; /* standard input (descriptor 0) */
extern FILE *stdout; /* standard output (descriptor 1) */
extern FILE *stderr; /* standard error (descriptor 2) */

int main() {
fprintf (stdout, "Hello, world\n") ;

} 34




PRI /Mt E0H
Buffered 1/0: Motivation =
N EE — IS —/F4AF Applications often read/write

one character at a time
" getc, putc, ungetc

o)

" gets, fgets
AT, —RE—ANT, EEREEMMTANLE Read line of text
one character at a time, stopping at newline
SEP A Unix 1I/OE FH LB B Implementing as Unix 1/0 calls

expensive
» FENBEEUnixNZJER read and write require Unix kernel calls

« KF1AAFEREER > 10,000 clock cycles

2Z) . N
R B4 L already read | RiE unread
Buffer

35



HaRMATRIAN /it : SN
Buffered 1/0: Motivation

222 "2 Solution: Buffered read
= {EUnix read¥KEX=ET33R Use Unix read to grab block of bytes

m RRGR: 7

/
(g
ey

'—.‘Ll -

g

= FAAPFPEIARZERMNE X IREN—1=FT3 User input functions take one
byte at a time from buffer

« B ATETEFIEF S P X Refill buffer when empty

ZHIX
Buffer

E.Z4 L already read

HRBE unread

36



FEMREIA /ARy
Buffering in Standard 1/0 o

n PREEI/ORBE M AI/O  Standard 1/0 functions
use buffered 1/0

printf ("h") ;

printf ("e") ;
printf ("1") ;
printf ("1") ;

printf ("o") ;
bU.f | printf("\n") :

|

hle o | \n

fflush (stdout) ;

write(1l, buf, 6);

m EIEF] “\n” Kb X R 2% H SRR, HA
fflushdexit, B MmainjX[F] Buffer flushed to output fd
on “\n”, callto £flush or exit, orreturn frommain
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IR /S R RS E
Standard 1/O Buffering in Action =

B ﬁﬁﬁ RS NERELinux stracef2F, FILLEBEE X
22 P HIYEF:  You can see this buffering in action for
yourself, using the always fascinating Linux strace

program:

#include <stdio.h> linux> strace ./hello

execve ("./hello", ["hello"], [/* ... */1).

int main () ...

{ write(l, "hello\n", 6) = 6
printf ("h' c ..

printf("e") ; exit group(0) = ?

printf ("1

printf ("1

printf ("o"

printf ("\n" )

fflush (stdout) ;

exit (0);

- -
- - -

- O Nt P
~e ~ e ~ ~ e
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frER N /865 7551 Standard 1/0 Exam&"

s FHIfRHEERIA /T, —T—THER SRR HERH Copying

file to stdout, line-by-line with stdio

#include "csapp.h"

#define 1024
int main (int , char * [1)
{

char [MLINE] ;

FILE * = stdin;

if (argec == 2) {
infile = fopen(argv[l], "r");
if ('infile) exit (1) ;

}

while (fgets (buf, MLINE, infile) != NULL)
fputs (buf, stdout);
exit (0);
} showfile3_stdio.c

m JE/~ Demo:

linux> strace ./showfile3 stdio names. txt
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m UnixX3@ A\ /#iH Unix1/0

m LR, FELEFEE 0 Metadata, sharing, and
redirection

m niEEI /% H Standard 1/0
s RIO (f#H:1/0) & RIO (robust I/0) package
m 715514 Closing remarks
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Unix I/0, GEEHREI/OFIRIO

Unix 1/0, C Standard 1/0, and RIO g
m Unix I/OER NI E Two incompatible libraries
building on Unix 1/0

s EH1/0 (RIO) : 152131RFEFFR B2 23 R %X Robust 1/0
(R10): 15213 special wrappers
RIFFIgmgtE: HHEERREE. 58 “ANEE” good
coding practice: handles error checking, signals, and
“short counts”

fopen fdopen

fread fwrite

fscanf fprintf Ciﬁ%‘?}ﬁ}fﬁﬁ)_‘%‘

sscanf sprintf |» . .

fgets fputs C application program io zeadn

£flush fseek MR RIO 3 rio writen

fclose Standard 1/0 RIO --» rio readinitb

functions functions rio:readlineb

open  read Unix I/OB& %X Unix 1/0 functions rio_readnb
write 1lseek |[«----| | : s .
s ol (3T RS 1E U7 H) accessed via system calls)
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Unixdgi A\ /5 i@ 2 [E] iR Unix 1/0 Recap . -

/* Read at most max count bytes from file into buffer. i
Return number bytes read, or error value */
ssize t read(int £fd, void *buffer, size t max count);

/* Write at most max count bytes from buffer to file.
Return number bytes written, or error value */
ssize t write(int fd, void *buffer, size t max count);

s LB TR RS I E1E: Short counts can occur in

these situations:
» FEEVENBE] (SUHL5E) EOF Encountering (end-of-file) EOF on reads
s MZRIFSEENSI ANYT Reading text lines from a terminal
» 5 MBEIET Reading and writing network sockets

s ELTRBRTMAAKEAZIE: Short counts never occur in
these situations:
s MBLESHEEY (EOFFRAP) Reading from disk files (except for EOF)
B NWLE S Writing to disk files

s BAEMIERIBA U £ 1H Best practice is to always allow
for short counts ”

~
|




RIOE (213/CS:APPH)
The RIO Package (213/CS:APP Package)

s RIOZ—HAEER, JENMAERFPRERIAELRI/0, Flan
5 %A BB I 4B FEFF RIO is a set of wrappers that provide

efficient and robust 1/0 in apps, such as network programs that are
subject to short counts

m RIORALFFIAS [F BT K%L RIO provides two different kinds of
functions
s THFIEEERIE P NFOEH Unbuffered input and output of binary data

* rio readn and rio writen

» VARITFI S HEHISEERYE I Buffered input of text lines and binary data

* rio readlineband rio readnb

- FITRIOHIERSIZLZER, ALMER—EAFT EIER3LTEEER Buffered RIO

routines are thread-safe and can be interleaved arbitrarily on the same descriptor

s M\UL T HuHET 3 Download from
http://csapp.cs.cmu.edu/3e/code.html

- src/csapp.c and include/csapp.h

hd
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FoEMRIOH N TG -
Unbuffered RIO Input and Output —

Sunixixx5£ 1 4H[E] Same interface as Unix read and write
e AiE T EMKZEETE FAAEREE Especially useful for

transferring data on network sockets

FRY

43y

4 I

#include "csapp.h"

ssize t rio readn(int fd, void *usrbuf, size t n);
ssize t rio writen(int fd, void *usrbuf, size t n);

Return: num. bytes transferred if OK, 0 on EOF (rio_ readn only), -1 on error

" rio readn{X{EBEIEOFAIR[EIAE(E rio readn returns short count
only if it encounters EOF

- AEAGNERENZVDFHAA{ERE Only use it when you know how
many bytes to read

" rio writenM\ARIR[E[FE{E rio writen never returns ashort count

* ¥frio_readnfllrio_writenfYEARARLATER—EART LIES3E(ER
Callsto rio readnand rio_ writen can beinterleaved arbitrarily on the
same descriptor a4



rio readnfHJSEI Implementation of rio_regi

/*

* rio readn - Robustly read n bytes (unbuffered)

*/

ssize t rio readn(int fd, void *usrbuf, size t n)

{

size_t nleft n;
ssize_t nread;

char *bufp = usrbuf;

while (nleft > 0) {
if ((nread = read(fd, bufp, nleft)) < 0) {

if (errno == EINTR) /* Interrupted by sig handler return */
nread = 0; /* and call read() again */
else
return -1; /* errno set by read() */
}
else if (nread == 0)
break; /* EOF */
nleft -= nread;

bufp += nread;
}

return (n - nleft); /* Return >= 0 */
csapp.c
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¢E,MRIO4E N\ ER28 Buffered RIO Input Functions

s N\ EFAENTAFE N X F RIS E BOEBOCAAT :
N — ] EHE Efficiently read text lines and binary data
from a file partially cached in an internal memory buffer
#include "csapp.h"

void rio readinitb(rio t *rp, int £d);

ssize t rio readlineb(rio_t *rp, void *usrbuf, size t maxlen);
ssize t rio readnb(rio t *rp, void *usrbuf, size t n)

EE: WMROKNRIMF Y, BIEEOFANO, HEEN-1

Return: num. bytes read if OK, 0 on EOF, -1 on error

" rio readlineb)\ M| fdiZTHEHRZmaxlenFHHI X A7T, F
BiZ 717 EEusrbust rio readlineb reads a text line of up
tomaxlen bytes from file £d and stores the line in usrbuf

- $SRIERATINBEREFIZE AT Especially useful for
reading text lines from network sockets

= (E1F55 Stopping conditions

« EHEIRAZFT2] maxlen bytes read
. L;tIJEOF EOF encountered
BEHATR (“\n”) Newline (‘\n’) encountered
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#RMRIONE\ %I (£2) o
Buffered RIO Input Functions (cont.) o

#include "csapp.h"

void rio_readinitb(rio_t *rp, int £d);

ssize t rio_readlineb(rio_t *rp, void *usrbuf, size_ t maxlen);
ssize t rio_ readnb(rio t *rp, void *usrbuf, size t n);

RME: IMROKNEMFZTH, BIEOFHNO, HEEN-1

Return: num. bytes read if OK, 0 on EOF, -1 on error

* rio readnb\M{H£diEEERZNn 7N F7 rio readnb reads up
to n bytes from file £d
» (E1FZ{H Stopping conditions
- R KFTE] maxlen bytes read
« 1BFEOF EOF encountered

" Yrio readl:l.nebﬂ]rlo readnbBYE AR LAER—HEAT H{F
Bt Callstorio readlineband rio readnb can be

interleaved arbitrarily on the same descriptor

- ZE: FE5rio_readniffHAZiE{EH Warning: Don’t

interleave with callsto rio readn a7



&h1/0: IR 2%
Buffered 1/O: Implementation ~_gp-
m M\ CFBEBY For reading from file

s CHEERBHZNX, ATRFSAXHEIEHF R
R AR BEEL AT File has associated buffer to hold bytes
that have been read from file but not yet read by user code

-— rio_cnt —_—

ZZM X Buffer | Bi3E already read | unread
rio_but rio bufptr j

m Unix3 44473 Layered on Unix file:
« 22 84> Buffered Portion

noﬁiﬁ%ﬁﬁer LK already read | ZREE unread RE K, unseen

Y BT SCESLE Current File Position j
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Z&H1/0: m=BH Buffered 1/0: Declaratio&‘;/‘
n ZHEES A ERE Allinformation contained in struct

-— rio_cnt —

ZZM X Buffer | BiE already read | ZRiE unread
rio_buf rio bufptr —’/f

typedef struct {

int rio fd; /* descriptor for this internal buf */
int rio cnt; /* unread bytes in internal buf */
char *rio bufptr; /* next unread byte in internal buf */

char rio buf[RIO BUFSIZE]; /* internal buffer */
} rio t;
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t5iEEl/Ofll Standard 1I/0 Example
n HrioiZfT EHI3C4 2] pr S HH Copying file to stdout, line-

by-line with rio
#include "csapp.h"
#define MLINE 1024

int main(int argc, char *argv([])
{

rio t rio;

char buf [MLINE];

int infd = STDIN FILENO;

ssize t nread = 0;

if (argc == 2) {

infd = Open(argv[1l], O RDONLY, O0);
}

rio readinitb(&rio, infd);

while ((nread = rio readlineb(&rio, buf, MLINE)) !'= 0)
rio writen (STDOUT FILENO, buf, nread);
exit (0);
} showfile4_stdio.c

m JEH/~ Demo:

linux> strace ./ showfile4 rio names.txt .



Nl

Unix&i A\ /& Unix 1/0

TLHFE. FLEFNE E M Metadata, sharing, and
redirection

rAERI N J5i Y Standard 1/0
RIO ({&#%:1/0) A RIO (robust 1/0) package
[A)&17) Closing remarks
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RIS /88 HB) Standard 1/0 Example
o Fimmapl A, EHISCHEIRAR I Copying file t8

stdout, loading entire file with mmap
#include "csapp.h"

int main (int , char ** )
{

struct stat ;

if (argc '= 2) exit(1l);

int = open(argv([1l], O RDONLY, 0);
fstat(infd, é&stat);

size t = stat.st size;

char * = mmap (NULL, size, PROT READ,

MAP PRIVATE, infd, 0);
write (1, bufp, size);
exit(0) ;
}

showfile5_mmap.c

m JE/~ Demo:

linux> strace ./showfile5 mmap names.txt
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Unix

l’\q‘g

I/0515El/OSRIOLLER g
Unix 1/0 vs. Standard 1/0 vs. RIO

m FR7El/ORIRIOfE FH K Z Unix 1I/OSEHL Standard 1/0 and RIO are

implemented using low-level Unix I/O

fopen fdopen

fread fwrite

fscanf fprintf CE=SMNHRBERF

sscanf sprintf |» - .

fgats Eputs C application program rio readn

fflush fseek | PaHEI/ORH RIOEK 3 rio writen

fclose Standard 1/0 RIO ---» rio readinitb

functions functions rio readlineb

open read i
wiite lseek |<....| Unix I/OEK %X Unix 1/0 functions e
s ol (BT &SR H V5 E accessed via system calls)

n B

1N iZ A8 FISF—~? Which ones should you use in your

programs?

53



r\*"g

Unix I/OEng\\\*uﬂl\\\ K\:?_:—_’:j
Pros and Cons of Unix 1/0 £

s [LA Pros

= Unix I/OEEEBA. FFEEERY/OFZZ Unix 1/0 is the most general
and lowest overhead form of I/0

« FTBE(thI/08 &R {EAUNix I/OBRZIELIN All other 1/0 packages are

implemented using Unix I/O functions

= Unix I/O¥R M T30 S TcE3ERYTHEE Unix 1/0 provides functions for

accessing file metadata

= Unix I/ORERFLESLEN, ALIEESLNEEFYL2ER
Unix 1/O functions are async-signal-safe and can be used safely in signal
handlers
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r\*"g

Unix I/OEng\\\*uﬂl\\\ K\:?_:—_’:j
Pros and Cons of Unix 1/0 £

m B Cons
» YMBEAEERTRF, 5 S Dealing with short counts is tricky and

error prone

» SRUERN AN TEEREMEANE D, Xt —MHERESZHE
EI’JT:T,% Efficient reading of text lines requires some form of buffering,
also tricky and error prone

" XN OIEREBR AR /OFORIOBL AR IR Both of these issues are
addressed by the standard 1/O and RIO packages

55



/
(e
K‘;-—'ﬂ— =

|/ ORI ER S X
Pros and Cons of Standard I/O

m LA Pros:
= FEITRMES RAEBREESRIZEEXER Buffering increases

efficiency by decreasing the number of read and write system calls
» REEBZSIAIE Short counts are handled automatically

m $ & Cons:
» ANRARE]SUETTEHERYINEE Provides no function for accessing file

metadata

" IVEI/ORBARREESTEN, NEATES4IERER Standard
|/O functions are not async-signal-safe, and not appropriate for signal
handlers

 FRE/ORNERTMEERE T FAYENFIEL Standard 1/0 is not

appropriate for input and output on network sockets

- XRBIREI S ERFIREIERPR, RO RERX IS
(CS:APP3e, 5510.1175) There are poorly documented
restrictions on streams that interact badly with restrictions on

sockets (CS:APP3e, Sec 10.11) 56




BEIESA /Mt E] Choosing 1/0 Functions’
s OO SRS LLBE R R B R 21/ OB %L General rule:

use the highest-level 1/0 functions you can
" IFZCIERF RBe% (TN ORREGT A ATE L{E Many C programmers

are able to do all of their work using the standard 1/O functions

» (B2, —EEIEMF{ERANEREL! But, be sure to understand the
functions you use!

m I {5 F #7#E1/O When to use standard 1/0
v (FRMLEE R IR SERT When working with disk or terminal files
m {H{$ B 48 Unix 1/0 When to use raw Unix 1/0

" ([EELEFEENES, BIIUnix I/OESFA1E 5L Inside signal
handlers, because Unix I/0 is async-signal-safe

= ERDEIBIRT, BEEEXESAYIEBERT In rare cases when you

need absolute highest performance
n {8 FHRIO When to use RIO
» 2T EMIREIZEZHT When you are reading and writing network sockets
» B RXTERE(EHVEI/O Avoid using standard 1/0 on sockets
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S (BRIt -
Aside: Working with Binary Files ==

m |34 Binary File
» (FERI=T5F%! Sequence of arbitrary bytes
» BR=ZET5{EOX00 Including byte value 0x00

m 13RI SR U A MAZAE B B B2 Functions you should

never use on binary files
» MEXAER/0: flillfgets, scanf, rio readlineb Text-
oriented 1/0: such as fgets, scanf, rio readlineb
« FRFREOFZFT Interpret EOL characters.
» {fHrio readnB{rio readnbiXzERKET{E Use functions like
rio readnorrio readnb instead

» ZFEEFEREFEY String functions
» strlen, strcpy, strcat

- BETE0 (FERFERER) BEISIKE Interprets byte value 0

(end of string) as special s
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Bl {HHERTT (3) W
Fun with File Descriptors (3) —

#include "csapp.h"
int main(int argc, char *argv][])

{

int £d1l, £d4d2, £d3;

char *fname = argv|[l];

fdl = open(fname, O CREAT|O TRUNC|O RDWR, S IRUSR|S IWUSR) ;
write (fdl, "pqrs", 4);

fd3 = open(fname, O APPEND|O WRONLY, O);

write (£4d3, "jklmn", 5);

fd2 = dup(fdl); /* Allocates descriptor */

write (£d2, "wxyz", 4);

write (£d3, "ef", 2);

return 0;
} ffiles3.c

n R BRI BTRA4A? What would be the contents of
the resulting file?

= pgrswxyznef
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0= Accessing Directories > 2
n Xt EFRIERBRIENE: R HF4% H Only recommended™

operatlon on a dlrectory read its entries

* DirentEFHBEEXTHFRFZBEHBNEE dirent structure contains
information about a directory entry

» HiBHEFRSBER, DIRGHHEEZEXHEZREAVSE DIR structure

contains information about directory while stepping through its entries

#include <sys/types.h>
#include <dirent.h>

{
DIR *directory;

struct dirent *de;

if (! (directory = opendir(dir name)))
error ("Failed to open directory") ;

while (0 !'= (de = readdir(directory))) ({
printf ("Found file: %s\n", de->d name);
}

closedir (directory) ;
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IR TR R BIF =2

Example of Accessing File Metadata  — %

linux> ./statcheck statcheck.c

int main (int argc, char **argv) type: regular, read: yes

linux> chmod 000 statcheck.c
{
struct stat stat: linux> ./statcheck statcheck.c
char *type, *readok; type: regular, read: no
linux> ./statcheck
stat (argv[l], &stat); type: directory, read: yes
if (S_ISREG(stat.st mode)) /* Determine file type */
type = '"regular";
else if (S_ISDIR(stat.st mode))
type = '"directory";
else

type = "other";

if ((stat.st mode & S IRUSR)) /* Check read access */
readok = '"yes";

else
readok = "no";

printf ("type: %s, read: %$s\n", type, readok);

exit (0) ;
} statcheck.c
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H—EHYEER For Further Information =
=
m Unix3Z£8 The Unix bible:

* UnixXIMESREREE W. Richard Stevens & Stephen A. Rago, Advanced
Programming in the Unix Environment, 3" Edition, Addison Wesley,

2013
« 1993 StevensZXHERAYEE# Updated from Stevens’s 1993 classic
text

m Linux22£8& The Linux bible:

" LinuxZmFfEEE[ Michael Kerrisk, The Linux Programming Interface, No
Starch Press, 2010

- BRIEPFOEL Encyclopedic and authoritative
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